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ISS-01-801

Summary of Changes

Version 4.1 of the TxDOT Information Security and Privacy Controls
Standards Catalog includes:

e A new overlay suite for availability: Availability_High and
Availability_Moderate.

e Updates to match the release of NIST SP 800-53r5.2.

e Updates to match Texas Government Code 2054 and 2063.

e Per-control corrections.

Note to readers:

Recent changes to the Texas Government Code have not yet propagated to
the Texas Administrative Code nor DIR’s Security Controls Catalog. Citations
within ISS-01-801 are from the latest official publications, and will be
updated accordingly.

Availability Overlay

The new availability overlays are additive to controls, as with the Sensitive
overlay, to allow additional protections where appropriate.

Availability_High CA-08(01), CP-02(02), CP-02(05), CP-
03(01), CP-06(02), CP-09(02), CP-04(02),
CP-07(04), CP-08(03), CP-08(04), CP-
09(03), CP-09(05), CP-10(04), PE-11(01),
PE-15(01), SC-12(01)

Availability_Moderate | CP-02(03), CP-02(08), CP-04(01), CP-06,
CP-06(01), CP-06(03), CP-07, CP-07(01),
CP-07(02), CP-07(03), CP-08, CP-08(01),
CP-08(02), CP-10(02), MA-06, PE-09, PE-
11, PE-13(01), PE-13(02)

SP 800-53r5.2

Substantive changes in this NIST revision include new controls not assigned
to any baseline, changes to requirement text, discussion text, related
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controls, and references. Applicable changes to controls already included in
the TxDOT Information Security and Privacy Controls Standards Catalog
have been applied.

TGC 2063

The 2025 legislative session created new TGC 2063, incorporating parts of
prior TGC 2054 and TGC 2059. TGC 551 and TGC 552 were also updated.
Applicable updates have been made to the Catalog; see per-control changes
below.

Per-Control Changes
Substantive changes in this release were made to:

Control ID Control Name Description
AC-17 Remote Access Std.06 rescinded,
redundant with AC-
17(04)
AC-21 Information TxDOT Discussion
Sharing updated, cited TGC
2054 moved to
2063.
AT-02 Literacy Training Stds.04-09
and Awareness updated, cited TGC
2054 moved to
2063.
AT-03 Role-Based Std.05 rescinded,
Training cited TGC 2054
repealed.
CA-02 Control Std.02a: updated to
Assessments replace language
from TGC 515 with
TAC202.21(b)(6)(B)
to align with DIR
biennial
requirement.

TxDOT Information Security and Privacy Controls Catalog Version 4.1
20f1034 FINAL published on 10/15/2025



Docusign Envelope ID: 715C4680-F9E9-4F7E-AE9D-4699701ECB6C

TxDOT Information Security PUBLIC Effective Date: 11/01/2025

CA-08

Penetration Testing

Std.01 updated,
cited TGC 2054
moved to 2063.

TGC 2063.409
added to TxDOT
Discussion.

CM-08

System Component
Inventory

Requirement
updated to align
with DIR biennial
requirement.

CP-02

Contingency Plan

Added to Minimally
Assessed Controls.

IR-06

Incident Reporting

Std.04 updated,
cited TGC 2054
moved to 2063.

TxDOT Discussion
updated, cited TGC
2054 moved to
2063.

Std.01 citation
corrected for TAC
numbering.

MP-07

Media Use

Std.03 updated,
changed
“Information
Security Office” to
“Information
Security”

PM-01

Information
Security Program
Plan

Stds.03b, 11, 12
updated, cited TGC
2054 moved to
2063.

TxDOT Information Security and Privacy Controls Catalog Version 4.1
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TGC 2063.409
added to TxDOT
Discussion.

PM-05 System Inventory Requirement
updated to align
with DIR biennial
requirement.

PM-09 Risk Management Stds.02 & 04
Strategy updated, cited TGC
2054 moved to
2063.
RA-03 Risk Assessment Requirement

updated for TAC21
“biennial” rather
than earlier
“annual”

New Std.06
FedRAMP added for
FedRAMP High
annual requirement

RA-05 Vulnerability Requirement
Monitoring and updated to use new
Scanning TxDOT Vulnerability

Standard instead of
pointing to Std 06.

Stds.01-05
updated, cited TGC
2054 moved to
2063.

Std.08 rescinded,
NIST SCAP-
validation program
retired.

TxDOT Information Security and Privacy Controls Catalog Version 4.1
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SA-04 Acquisition Process Std.02 updated,
cited TGC 2054
moved to 2063.
Discussion updated
per SP 800-53r5.2.
SA-05 System Discussion updated
Documentation per SP 800-53r5.2.
SA-11(02) Threat Modeling Std.01 updated,
and Vulnerability cited TGC 2054
Analyses moved to 2063.
SA-11(05) Penetration Testing Std.01 updated,
cited TGC 2054
moved to 2063.
SA-11(08) Dynamic Code Std.01 updated,
Analysis cited TGC 2054
moved to 2063.
SI-02 Flaw Remediation Requirement
updated to use new
TxDOT Vulnerability
Standard instead of
RA-05 Std.07.
Discussion updated
per SP 800-53r5.2.
SI1-02(03) Time to Remediate Requirement
Flaws and updated to use new
Benchmarks for TxDOT Vulnerability
Corrective Actions Standard instead of
RA-05 Std.07.
SR-06 Supplier Std.02 typo
Assessments and corrected; errata
Reviews issued for v4.0.

TxDOT Information Security and Privacy Controls Catalog Version 4.1
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Standard Title: Information Security and Privacy Controls Standards Catalog
Effective Date: 11/01/2025
Date of Last Revision: 05/15/2025

Office of Primary Responsibility: TxDOT Information Security

Overview

Purpose and Applicability. The TxDOT Information Security and
Privacy Controls Standards Catalog (Catalog) provides the complete set
of the minimum security controls for information systems that process,
store, transmit, or maintain TxDOT data.

Audience. This Catalog applies to all information systems and
associated entities that process, store, or maintain TxDOT data. All
TxDOT information owners and custodians should read and understand
those portions of this Catalog that apply to the systems for which they
are responsible.

Scope

The intent of the Catalog is to record all security and privacy control
requirements with which TxDOT systems may be required to comply
based on system categorization and data classification.

Using the Catalog

TxDOT's Catalog establishes the minimum requirements for TxDOT's
information security assets. Based on NIST SP 800-53r5, the Catalog
includes requirements derived from state authority, including the Texas
Department of Information Resources (DIR) and state legislation, as well
as agency-specific requirements as determined by the Chief Information
Security Officer (CISO) in light of the environment of operations and the
agency’s security posture. The TxDOT Catalog can be considered the
agency’s equivalent to NIST SP 800-53r5. Where necessary, and in
alignment with the tailoring guidelines provided in the SP 800-53r5,

TxDOT Information Security and Privacy Controls Catalog Version 4.1
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some controls have been tailored from the NIST-provided document by
overwriting baselines; adding implementation standards; applying
overlays, as applicable; and through tailoring of the language provided
in SP 800-53r5.

DIR maintains a catalog based on SP 800-53. The TxDOT Catalog meets
or exceeds requirements from DIR’s document, and DIR state
implementations are included in the Implementation Standards for
applicable controls.

Additionally, ISS-01-801-4 (formerly Appendix E) provides a mapping
from controls to the Texas Cybersecurity Framework (TCF), NIST SP
800-53r5, and DIR’s Security Control Standards Catalog.

Overlays

An overlay is a fully specified set of controls and control enhancements
derived to meet a certain agency, state, or regulatory requirement
above and beyond the control baselines. Overlays are based on data
classifications, and can be considered as additive to baselines, which are
determined based on system categorizations. Overlays are intended to
complement (and further refine) control baselines. The overlay
specification may be more stringent than the original information
security or privacy control baseline. For example, a low control baseline
system that is categorized as having “sensitive data” must comply with
AC-02(01) due to the overlay requirement even though AC-02(01) is not
mandated for the low control baseline.

Overlays have been developed to address additional requirements to
which some TxDOT systems are subject. Refer to the glossaries and
instructional files maintained by those requiring bodies for more
information. See TxDOT's Security and Privacy Glossary for agency
definitions.

Catalog Conventions

The Catalog was developed from NIST’s SP 800-53r5 (released Sept.
2020, updated to r5.2.0 August 2025). Titles for controls and
enhancements are identical to the NIST documents though reformatted
for readability.

All controls and enhancements to which TxDOT systems may be subject
are present in this document. Requirements are tailored from 800-
53r5x. Baselines and overlays are tailored for TxDOT from those
provided in SP 800-53B.

This document takes precedence over the NIST documents used as
source material.

TxDOT Information Security and Privacy Controls Catalog Version 4.1
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Publications

The TxDOT Information Security and Privacy Catalog (including all
TxDOT information security and privacy control requirements,
implementation standards, discussion, and references) is maintained by
TxDOT Information Security. For a Word or Excel version of this Catalog
or its appendices, e-mail InfoSecurity@txdot.gov.

ISS-01-801-1 (formerly Appendix D) Baselines, Overlays, and
Minimal Assessed Controls

This table, formerly published as the TxDOT Information Security Control
Baseline Standards, provides a view of the controls by nhumber and name
with applicable baselines and overlays.

ISS-01-801-2 (formerly Appendix B) PCI DSS to TxDOT Control IDs

This table provides a mapping of PCI DSS requirements to the TxDOT
controls. All 250 numbered PCI DSS requirements correspond to one or
more items in the Catalog, and correspondences are addressed within
the body of individual controls.

ISS-01-801-3 (formerly Appendix C) CJIS to TxDOT Control IDs

This table provides a mapping of applicable CJIS requirements to the
TxDOT controls. Correspondences are addressed within the body of
individual controls.

ISS-01-801-4 (formerly Appendix E) Texas Cybersecurity Framework
to TxDOT Control IDs

This table provides a mapping of TxDOT Control IDs to the Texas
Cybersecurity Framework objectives. All controls and control
enhancements included in the TxDOT Catalog appear in this table.

Contact

Questions about this content must be directed to
InfoSecurity@TxDOT.gov. Only TxDOT's Chief Information Security
Officer or delegate can address questions about this standard.

Version History

Version | Date Updated By | Brief Description of
Change
1.0 08/28/2020 Sylverre Initial Catalog release,

Polhemus-C published to GRC site and
uploaded to DIR.

TxDOT Information Security and Privacy Controls Catalog Version 4.1
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Version

Date

Updated By

Brief Description of
Change

1.1

09/25/2020

Sylverre
Polhemus-C

Minimal update of titles,
numbering, baselines, and
overlays to align with official
release of NIST SP 800-53r5;
published to GRC site.

2.0

1/15/2021

Sylverre
Polhemus-C

Full update and packaging to
align with official release of SP
800-53B and revisions to
content per SP 800-53r5.1
(December 2020) update;
published to GRC site,
uploaded to DIR, and
packaged in accessible format.

2.1

05/05/2021

Sylverre
Polhemus-C

Full update and packaging to
add PCI DSS correspondence
and update minor changes
(see errata) since 2.0;
published to GRC site,
uploaded to DIR, and
packaged in accessible format.

2.2

03/15/2022

Sylverre
Polhemus-C

Full update and packaging to
add CJIS correspondence;
incorporate updates to 1 TAC
202; and update minor
changes (see errata) since
2.1; published to GRC site,
uploaded to DIR, and
packaged in accessible format.

2.2.1

08/01/2022

Sylverre
Polhemus-C

Point release to address
changes to RA-05 (for PCI
DSS) and AC-11 (TxDOT
Discussion to address Section
508 for ICT), plus a change to
the overlays for CA-08.

2.3

03/31/2023

Sylverre
Polhemus-C

Full update and packaging to
add TX-RAMP correspondence
and Prohibited Technologies

9 of 1034
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Version

Date

Updated By

Brief Description of
Change

requirements; minor changes
(see errata) since 2.2.1;
published to GRC site,
uploaded to DIR, and
packaged in accessible format.

2.4

08/01/2023

Sylverre
Polhemus-C

Full update and packaging to
align with updated DIR Control
Standards Catalog. Published
to GRC site, uploaded to DIR,
and packaged in accessible
format.

3.0

04/01/2024

Sylverre
Polhemus-C

Full update and packaging to
add FedRAMP overlays and
Correspondence and to split
the TX-RAMP overlay into
Level 1/Level2; updates for
PCI DSS 4.0; updates per TGC
2054, TAC 202; minor changes
(see errata) since 2.2.1.
Published to GRC site,
uploaded to DIR, and
packaged in accessible format.

3.0.1

04/25/2024

Sylverre
Polhemus-C

Point release to update
Minimally Assessed Controls
and resolve a numbering
conflict in the Correspondence
Standards for RA-05.
Published in all formats.

4.0

05/14/2025

Sylverre
Polhemus-C

Full update and packaging to
separate appendices from
main body; update to PCI DSS
4.0.1; update to CSP v6.0;
update baselines and Minimal
Assessed Controls; and align
with other TxDOT publications.

4.1

10/15/2025

Sylverre
Polhemus-C

Full update and packaging to
add Availability overlays;
update per NIST SP 800-
53r5.2

10 of 1034
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Control Families

AC — ACCeSS CONLIOl ..o 12
AT — Awareness and TrainiNg....cccccccevceveviecce e, 118
AU — Audit and Accountability.....cccooeeiciiiceeceeeeceee, 138
CA — Assessment, Authorization, and Monitoring........... 190
CM — Configuration Management.........cocoveveviececcceceecnenne 235
CP — Contingency Planning ... 304
IA — Identification and Authentication.......ccccoceeveerreneneen. 368
IR — Incident RESPONSE.......coiceeeecieecee e 449
MA — MainteNanCe....... e 499
MP — Media Protection........ e 522
PE — Physical and Environmental Protection..................... 546
o I o = T o | o ] o o SR 595
PM — Program Management........coiiiirccecsee v 617
PS — Personnel SEeCUNitY ... 687
PT — Personally Identifiable Information Processing and
= 1017 1= 1 =] 0 Lo 2 710
RA — Risk ASSESSMENT ... 726
SA — System and Services Acquisition.......ccccccceceeceeceenne. 765
SC — System and Communications Protection................. 834
SI — System and Information Integrity ... 910
SR — Supply Chain Risk Management.......ccccceeeerrcrrenene. 984

TxDOT Information Security and Privacy Controls Catalog Version 4.1
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AC — Access Control

AC-01 Policy and Procedures

Baselines
Low, Moderate, High

Overlays

CJIS; PCI DSS; Privacy; TX-RAMP Level 1, TX-RAMP Level 2; FedRAMP Low,
FedRAMP Moderate, FedRAMP High

Requirements
a. Develop, document, and disseminate to appropriate personnel:

1. Organization-level access control policy that:

(a) Addresses purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance;
and

(b) Is consistent with applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and

2. Procedures to facilitate the implementation of the access control policy
and the associated access controls;

b. Designate a senior management official as defined in the access control
policy to manage the development, documentation, and dissemination of the
access control policy and procedures; and

c. Review and update the current access control:

1. Policy every year and following major changes to legislation or security
requirements; and

2. Procedures every year and following major changes to legislation or
security requirements.

Implementation Standards
Std.01 — Rescinded in V2.2.

Std.02 — The Information Security Officer shall be responsible for:

TxDOT Information Security and Privacy Controls Catalog Version 4.1
12 of 1034 FINAL published on 10/15/2025
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a. Working with the business and technical resources to ensure that controls
are utilized to address all applicable requirements of 1 TAC 202 and the
agency's information security risks;

b. Providing guidance and assistance to senior agency officials, information-
owners, information custodians, and end users concerning their
responsibilities under 1 TAC 202; and

c. Recommending and collaborating to establish policies, procedures, and
practices, in cooperation with the agency Information Resources Manager,
information-owners, and custodians, necessary to ensure the security of
information and information resources against unauthorized or accidental
modification, destruction, access, exposure, or disclosure. [Source: 1 TAC
202.21(b)(3, 5, 8)]

PCI DSS Correspondence

Compliance with this TxDOT control satisfies PCI DSS requirements 7.1.1
and 7.1.2.

Std.03 PCI — Rescinded in V3.0.

CJIS Correspondence

For systems processing CJIS data, the following additional Implementation
Standard applies:

Std.04 CJIS — Review and update the current access control policy and
procedures following any security incidents involving unauthorized access to
CJI or systems used to process, store, or transmit CJI. [Source: CJIS AC-01]

TX-RAMP Correspondence

Compliance with this TxDOT control satisfies TX-RAMP Level 1 and Level 2
requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Low, Moderate, and High baselines.

Discussion

Access control policy and procedures address the controls in the AC family
that are implemented within systems and organizations. The risk
management strategy is an important factor in establishing such policies and
procedures. Policies and procedures contribute to security and privacy
assurance. Therefore, it is important that security and privacy programs

TxDOT Information Security and Privacy Controls Catalog Version 4.1
13 0of 1034 FINAL published on 10/15/2025
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collaborate on the development of access control policy and procedures.
Security and privacy program policies and procedures at the organization
level are preferable, in general, and may obviate the need for mission- or
system-specific policies and procedures. The policy can be included as part
of the general security and privacy policy or be represented by multiple
policies reflecting the complex nature of organizations. Procedures can be
established for security and privacy programs, for mission or business
processes, and for systems, if needed. Procedures describe how the policies
or controls are implemented and can be directed at the individual or role
that is the object of the procedure. Procedures can be documented in system
security and privacy plans or in one or more separate documents. Events
that may precipitate an update to access control policy and procedures
include assessment or audit findings, security incidents or breaches, or
changes in laws, executive orders, directives, regulations, policies,
standards, and guidelines. Simply restating controls does not constitute an
organizational policy or procedure.

TxDOT Discussion
None.

TxDOT References
Information Security and Privacy Policy

State References

1 TAC 202.21; DIR Security Control Standards Catalog; TX-RAMP Program
Manual

Federal References

OMB A-130; NIST SP 800-12, 800-30, 800-39, 800-100; NIST IR 7874; PCI
DSS; FedRAMP Security Controls Baseline; CJIS Security Policy

Related Controls
IA-01, PM-09, PS-08, SI-12

AC-02 Account Management

Baselines
Low, Moderate, High

TxDOT Information Security and Privacy Controls Catalog Version 4.1
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Overlays

CJIS; PCI DSS; TX-RAMP Level 1, TX-RAMP Level 2; FedRAMP Low, FedRAMP
Moderate, FedRAMP High

Requirements

a. Define and document the types of accounts allowed and specifically
prohibited for use within the system;

b. Assign account managers;

c. Require prerequisites and criteria as defined in the System Security Plan
(SSP) for group and role membership;

d. Specify:
1. Authorized users of the system;
2. Group and role membership; and

3. Access authorizations (i.e., privileges) and attributes as defined in the
SSP (as required) for each account;

e. Require approvals by the Information Owner in accordance with access
criteria for requests to create accounts;

f. Create, enable, modify, disable, and remove accounts in accordance with
the TXxDOT Information Security policy;

g. Monitor the use of accounts;

h. Notify account managers and personnel or roles as defined in the SSP
within:

1. One calendar day when accounts are no longer required;
2. One calendar day when users are terminated or transferred; and

3. One calendar day when system usage or need-to-know changes for an
individual;

i. Authorize access to the system based on:
1. A valid access authorization;

2. Intended system usage; and

TxDOT Information Security and Privacy Controls Catalog Version 4.1
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3. Attributes as defined in the SSP (as required);

j. Review accounts for compliance with account management requirements
annually;

k. Establish and implement a process for changing shared or group account
authenticators (if deployed) when individuals are removed from the group;
and

|. Align account management processes with personnel termination and
transfer processes.

Implementation Standards
Std.01 — AC-02 Std.01 moved to AC-06 Std.03c and SA-09 Std.15 in V2.4.

Std.02 — The Information Owner or their designated representative(s) are
responsible for approving access to information resources and periodically
reviewing access lists based on documented risk management decisions.
[Source: 1 TAC 202.22(a)(1)(B)]

Std.03 — Establish and follow a documented process, preferably automated,
for:

a. Granting system and application access upon new hire or role change of a
user. [Source: CIS 6.1]

b. Revoking system, application, and network access by disabling accounts
immediately upon termination or change in user responsibilities. [Source:
CIS 6.2]

Std.04 — Individual, role, or group access to system components and data
must be:

a. Denied unless specifically allowed;

b. Granted based on valid business requirements including need-to-know
and need-to-share; and

c. Limited to only that required.

Std.05 — Systems that are not integrated with the enterprise-wide single
sign-on solution must create, enable, modify, audit, disable, and remove
accounts in accordance with access policy and account management
processes.

TxDOT Information Security and Privacy Controls Catalog Version 4.1
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Std.06 — Emergency accounts should be automatically disabled after the
period defined in TxDOT's Business Continuity policy. Other temporary
accounts must be created with time limitations consistent with access policy
and account management processes.

Std.07 — Third-party access to electronic resources is time-limited and must
be terminated at the conclusion or termination of a contract or agreement.

PCI DSS Correspondence
Compliance with this TxDOT control satisfies PCI DSS requirement 8.2.4.

For systems processing PCI DSS data, or that support PCI DSS processes,
the following additional Implementation Standards apply:

Std.08 PCI —

a. An access control system(s) is in place that restricts access based on a
user's need to know and covers all system components. [Source: PCI DSS
7.3.1]

b. The access control system(s) is configured to enforce permissions
assigned to individuals, applications, and systems based on job classification
and function. [Source: PCI DSS 7.3.2]

c. The access control system(s) is set to "deny all" by default. [Source: PCI
DSS 7.3.3]

Std.09 PCI — All user access to query repositories of stored cardholder data
is restricted as follows:

a. Via applications or other programmatic methods, with access and allowed
actions based on user roles and least privileges.

b. Only the responsible administrator(s) can directly access or query
repositories of stored Cardholder Data (CHD).

[Source: PCI DSS 7.2.6]

Std.11 PCI — Accounts used by third parties to access, support, or maintain
system components via remote access are managed as follows:

a. Enabled only during the time period needed and disabled when not in use.
b. Use is monitored for unexpected activity.

[Source: PCI DSS 8.2.7]

TxDOT Information Security and Privacy Controls Catalog Version 4.1
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For systems processing PCI DSS data, or that support PCI DSS processes,
Std.07 is superseded by PCI DSS requirements 7.2.4 and 7.2.5.1:

Std.10 PCI — Rescinded in V3.0.

Std.12 PCI — All user accounts and related access privileges, including third-
party/vendor accounts, are reviewed as follows:

a. At least once every six months.

b. To ensure user accounts and access remain appropriate based on job
function.

c. Any inappropriate access is addressed.
d. Management acknowledges that access remains appropriate.
[Source: PCI DSS 7.2.4]

Std.13 PCI — All access by application and system accounts and related
access privileges are reviewed as follows:

a. Periodically (at the frequency defined in the entity's targeted risk analysis,
which is performed according to all elements specified in Requirement
12.3.1; at a minimum, at least once every six months).

b. The application/system access remains appropriate for the function being
performed.

c. Any inappropriate access is addressed.
d. Management acknowledges that access remains appropriate.

[Source: PCI DSS 7.2.5.1; PCI DSS v4.x: Targeted Risk Analysis Guidance]

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AC-02.

TX-RAMP Correspondence

Compliance with this TxDOT control satisfies TX-RAMP Level 1 and Level 2
requirements.

FedRAMP Correspondence

For systems subject to FedRAMP requirements at the Low, Moderate, or High
baselines, the following standard applies:
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Std.11 FedRAMP — Notify account managers and personnel or roles as
defined in the SSP within:

1. Twenty-four hours when accounts are no longer required;
2. Eight hours when users are terminated or transferred; and

3. Eight hours when system usage or need-to-know changes for an
individual.

[Source: FedRAMP Security Controls Baseline AC-2]

Discussion

Examples of system account types include individual, shared, group, system,
guest, anonymous, emergency, developer, temporary, and service.
Identification of authorized system users and the specification of access
privileges reflect the requirements in other controls in the security plan.
Users requiring administrative privileges on system accounts receive
additional scrutiny by organizational personnel responsible for approving
such accounts and privileged access, including system owner, mission or
business owner, senior agency information security officer, or senior agency
official for privacy. Types of accounts that organizations may wish to prohibit
due to increased risk include shared, group, emergency, anonymous,
temporary, and guest accounts.

Where access involves personally identifiable information, security programs
collaborate with the senior agency official for privacy to establish the specific
conditions for group and role membership; specify authorized users, group
and role membership, and access authorizations for each account; and
create, adjust, or remove system accounts in accordance with organizational
policies. Policies can include such information as account expiration dates or
other factors that trigger the disabling of accounts. Organizations may
choose to define access privileges or other attributes by account, type of
account, or a combination of the two. Examples of other attributes required
for authorizing access include restrictions on time of day, day of week, and
point of origin. In defining other system account attributes, organizations
consider system-related requirements and mission/business requirements.
Failure to consider these factors could affect system availability.

Temporary and emergency accounts are intended for short-term use.
Organizations establish temporary accounts as part of normal account
activation procedures when there is a need for short-term accounts without
the demand for immediacy in account activation. Organizations establish
emergency accounts in response to crisis situations and with the need for
rapid account activation. Therefore, emergency account activation may
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bypass normal account authorization processes. Emergency and temporary
accounts are not to be confused with infrequently used accounts, including
local logon accounts used for special tasks or when network resources are
unavailable (may also be known as accounts of last resort). Such accounts
remain available and are not subject to automatic disabling or removal
dates. Conditions for disabling or deactivating accounts include when
shared/group, emergency, or temporary accounts are no longer required and
when individuals are transferred or terminated. Changing shared/group
authenticators when members leave the group is intended to ensure that
former group members do not retain access to the shared or group account.
Some types of system accounts may require specialized training.

TxDOT Discussion

NOTE: Disabling accounts, instead of deleting accounts, may be necessary to
preserve audit trails. [Source: CIS 6.2]

TxDOT References
Information Security and Privacy Policy

State References

1 TAC 202.22; DIR Security Control Standards Catalog; TX-RAMP Program
Manual

Federal References

NIST SP 800-162, 800-178, 800-192; PCI DSS; CJIS Security Policy;
FedRAMP Security Controls Baseline

Related Controls
AC-03, AC-05, AC-06, AC-17, AC-18, AC-20, AU-02, AU-12, CM-05, IA-02,

IA-04, IA-05, IA-08, MA-03, MA-05, PE-02, PL-04, PS-02, PS-04, PS-05, PS-
07, PT-02, PT-03, SC-07, SC-12, SC-13, SI-04

AC-02(01) Automated System Account
Management

Baselines
Moderate, High

Overlays
CJIS; Sensitive; FedRAMP Moderate, FedRAMP High
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Requirements

Support the management of system accounts using automated mechanisms
as defined in System Security Plans (SSPs).

Implementation Standards
None.

PCI DSS Correspondence
None.

CJIS Correspondence
For systems processing CJIS data, the following additional Implementation
Standard applies:

Std.01 CJIS — Support the management of system accounts using
automated mechanisms including email, phone, and text notifications.
[Source: CJIS AC-02(01)]

TX-RAMP Correspondence
None.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

Automated system account management includes using automated
mechanisms to create, enable, modify, disable, and remove accounts; notify
account managers when an account is created, enabled, modified, disabled,
or removed, or when users are terminated or transferred; monitor system
account usage; and report atypical system account usage. Automated
mechanisms can include internal system functions and email, telephonic,
and text messaging notifications.

TxDOT Discussion
None.

TxDOT References
Information Security and Privacy Policy
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State References
DIR Security Control Standards Catalog

Federal References

NIST SP 800-162, 800-178, 800-192; FedRAMP Security Controls Baseline;
CJIS Security Policy

Related Controls

None.

AC-02(02) Automated Temporary and
Emergency Account Management

Baselines

Low, Moderate, High

Overlays
CJIS; FedRAMP Moderate, FedRAMP High

Requirements

Automatically disable temporary and emergency accounts after the period
specified in Std.01.

Implementation Standards

Std.01 — Configure temporary accounts to automatically disable after a
fixed duration not to exceed 30 days for high baseline systems and 60 days
for moderate or low baselines. Configure emergency accounts to
automatically disable after a period not to exceed 72 hours.

PCI DSS Correspondence
None.

CJIS Correspondence
For systems processing CJIS data, AC-02(02) is superseded by CJIS
requirement AC-02(02):

Std.04 CJIS — Automatically remove temporary and emergency accounts
within 72 hours. [Source: CJIS AC-02(02)]

TxDOT Information Security and Privacy Controls Catalog Version 4.1
22 0f 1034 FINAL published on 10/15/2025



Docusign Envelope ID: 715C4680-F9E9-4F7E-AE9D-4699701ECB6C

TxDOT Information Security PUBLIC Effective Date: 11/01/2025

TX-RAMP Correspondence
None.

FedRAMP Correspondence
For systems subject to FedRAMP requirements at the Moderate baseline, the
following standard applies:

Std.02 FedRAMP — Automatically disable temporary and emergency
accounts after no more than 96 hours from last use. [Source: FedRAMP
Security Controls Baseline AC-2(2)]

For systems subject to FedRAMP requirements at the High baseline, the
following standard applies:

Std.03 FedRAMP — Automatically disable temporary and emergency
accounts after no more than 24 hours from last use. [Source: FedRAMP
Security Controls Baseline AC-2(2)]

Discussion

Management of temporary and emergency accounts includes the removal or
disabling of such accounts automatically after a predefined time period
rather than at the convenience of the system administrator. Automatic
removal or disabling of accounts provides a more consistent implementation.
TxDOT Discussion

None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog

Federal References

NIST SP 800-162, 800-178, 800-192; FedRAMP Security Controls Baseline;
CJIS Security Policy

Related Controls

None.
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AC-02(03) Disable Accounts
Baselines

Low, Moderate, High

Overlays
CJIS; PCI DSS; TX-RAMP Level 2; FedRAMP Moderate, FedRAMP High

Requirements

Disable accounts within the time periods specified in the TxDOT
Identification and Authentication Standard when the accounts:

a. Have expired;
b. Are no longer associated with a user or individual;
c. Are in violation of organizational policy; or

d. Have been inactive for the time periods specified in the TxDOT
Identification and Authentication Standard.

Implementation Standards

None.

PCI DSS Correspondence
Compliance with this TxDOT control satisfies PCI DSS requirement 8.2.6.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AC-02(03).

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 2 requirements.

FedRAMP Correspondence

For systems subject to FedRAMP requirements at the Moderate or High
baselines, the following standards apply:

Std.01 FedRAMP — The service provider defines the time period for user
accounts, not to exceed twenty-four hours. [Source: FedRAMP Security
Controls Baseline AC-2(3)]
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Std.02 FedRAMP — The service provider defines the time period for non-user
accounts (e.g., accounts associated with devices). The time periods are
approved and accepted by the Joint Authorization Board (JAB)/Authorizing
Official (AO). Where user management is a function of the service, reports of
activity of consumer users shall be made available. [Source: FedRAMP
Security Controls Baseline AC-2(3)]

Std.03 FedRAMP — The service provider defines the time period of inactivity
for device identifiers, not to exceed thirty-five days. [Source: FedRAMP
Security Controls Baseline AC-2(3)]

Discussion

Disabling expired, inactive, or otherwise anomalous accounts supports the
concepts of least privilege and least functionality which reduce the attack
surface of the system.

TxDOT Discussion

Note for systems subject to FedRAMP Requirements:

For DoD clouds, see DoD cloud website for specific DoD requirements that
go above and beyond FedRAMP https://public.cyber.mil/dccs/.

[Source: FedRAMP Security Controls Baseline AC-2(3)]

TxDOT References

Identification and Authentication Standard; Information Security and Privacy
Policy

State References

DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References

NIST SP 800-162, 800-178, 800-192; PCI DSS; FedRAMP Security Controls
Baseline; CJIS Security Policy

Related Controls

None.
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AC-02(04) Automated Audit Actions
Baselines

Moderate, High

Overlays
CJIS; Sensitive; FedRAMP Moderate, FedRAMP High

Requirements

Automatically audit account creation, modification, enabling, disabling, and
removal actions.

Implementation Standards

Std.01 — Account management information sources includes systems,
appliances, devices, services, and applications (including databases).
Automated account management audit action results must be delivered in a
format compliant with TxDOT requirements. Results must be unaltered,
searchable, and made available to TxDOT Information Security.

PCI DSS Correspondence

None.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AC-02(04).

TX-RAMP Correspondence
None.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

Account management audit records are defined in accordance with AU-02
and reviewed, analyzed, and reported in accordance with AU-06.

TxDOT Discussion

None.
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TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog

Federal References

NIST SP 800-162, 800-178, 800-192; FedRAMP Security Controls Baseline;
CJIS Security Policy

Related Controls

AU-02, AU-06

AC-02(05) Inactivity Logout

Baselines
Moderate, High

Overlays
CJIS; TX-RAMP Level 2; FedRAMP Moderate, FedRAMP High

Requirements
Require that users log out when unattended except as defined in the access
control policy.

Implementation Standards
None.

PCI DSS Correspondence
None.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AC-02(05).

TX-RAMP Correspondence
For systems subject to TX-RAMP Level 2, the following standard applies:

Std.01 TX-RAMP — Require that users log out when anticipated time away
exceeds fifteen minutes. [Source: TX-RAMP Manual AC-2(5)]
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FedRAMP Correspondence
Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate baseline.

For systems subject to FedRAMP requirements at the High baseline, the
following additional standard applies:

Std.01 FedRAMP — Require that users log out when anticipated time away
exceeds fifteen minutes. [Source: FedRAMP Security Controls Baseline AC-

2(5)]
Discussion

Inactivity logout is behavior- or policy-based and requires users to take
physical action to log out when they are expecting inactivity longer than the
defined period. Automatic enforcement of inactivity logout is addressed by
AC-11.

TxDOT Discussion

None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References

NIST SP 800-162, 800-178, 800-192; FedRAMP Security Controls Baseline;
CJIS Security Policy

Related Controls
AC-11, AT-02, PL-04

AC-02(07) Privileged User Accounts

Baselines
N/A

Overlays
TX-RAMP Level 2; FedRAMP Moderate, FedRAMP High
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Requirements

a. Establish and administer privileged user accounts in accordance with a
role-based access scheme;

b. Monitor privileged role or attribute assignments;

c. Monitor changes to roles or attributes; and

d. Revoke access when privileged role or attribute assignments are no longer
appropriate.

Implementation Standards

None.

PCI DSS Correspondence
None.

CJIS Correspondence
None.

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 2 requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

Privileged roles are organization-defined roles assigned to individuals that
allow those individuals to perform certain security-relevant functions that
ordinary users are not authorized to perform. Privileged roles include key
management, account management, database administration, system and
network administration, and web administration. A role-based access
scheme organizes permitted system access and privileges into roles. In
contrast, an attribute-based access scheme specifies allowed system access
and privileges based on attributes.

TxDOT Discussion
None.
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TxDOT References
Information Security and Privacy Policy

State References
TX-RAMP Program Manual

Federal References
NIST SP 800-162, 800-178, 800-192; FedRAMP Security Controls Baseline

Related Controls

None.

AC-02(09) Restrictions on Use of Shared and
Group Accounts

Baselines

N/A

Overlays

TX-RAMP Level 2; FedRAMP Moderate, FedRAMP High

Requirements

Only permit the use of shared and group accounts that meet conditions
defined in the System Security Plan (SSP) for establishing shared and group
accounts.

Implementation Standards

None.

PCI DSS Correspondence
None.

CJIS Correspondence
None.

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 2 requirements.
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FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

Before permitting the use of shared or group accounts, organizations
consider the increased risk due to the lack of accountability with such
accounts.

TxDOT Discussion

None.

TxDOT References
Information Security and Privacy Policy

State References
TX-RAMP Program Manual; DIR Security Control Standards Catalog

Federal References
NIST SP 800-162, 800-178, 800-192; FedRAMP Security Controls Baseline

Related Controls
None.

AC-02(11) Usage Conditions

Baselines
N/A

Overlays
FedRAMP High

Requirements

Enforce system usage as defined in the System Security Plan (SSP) for all
system accounts.

Implementation Standards

None.
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PCI DSS Correspondence
None.

CJIS Correspondence
None.

TX-RAMP Correspondence
None.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the High baseline.

Discussion

Specifying and enforcing usage conditions helps to enforce the principle of
least privilege, increase user accountability, and enable effective account
monitoring. Account monitoring includes alerts generated if the account is
used in violation of organizational parameters. Organizations can describe
specific conditions or circumstances under which system accounts can be
used, such as by restricting usage to certain days of the week, time of day,
or specific durations of time.

TxDOT Discussion
None.

TxDOT References
None.

State References
None.

Federal References
FedRAMP Security Controls Baseline

Related Controls
None.
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AC-02(12) Account Monitoring for Atypical
Usage

Baselines

N/A

Overlays

TX-RAMP Level 2; FedRAMP Moderate, FedRAMP High

Requirements
a. Monitor system accounts for atypical usage as defined in the System
Security Plan (SSP); and

b. Report atypical usage of system accounts to account managers and
personnel or roles as defined in the SSP.

Implementation Standards

None.

PCI DSS Correspondence
None.

CJIS Correspondence
None.

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 2 requirements.

FedRAMP Correspondence

For systems subject to FedRAMP requirements at the Moderate or High
baseline, the following standard applies:

Std.01 FedRAMP — For privileged accounts, monitor and report atypical
usage of system accounts to, at a minimum, the ISSO or similar role within
the organization. [Source: FedRAMP Security Controls Baseline AC-2(12)]

Discussion

Atypical usage includes accessing systems at certain times of the day or
from locations that are not consistent with the normal usage patterns of
individuals. Monitoring for atypical usage may reveal rogue behavior by
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individuals or an attack in progress. Account monitoring may inadvertently
create privacy risks since data collected to identify atypical usage may reveal
previously unknown information about the behavior of individuals.
Organizations assess and document privacy risks from monitoring accounts
for atypical usage in their privacy impact assessment and make
determinations that are in alignment with their privacy program plan.
TxDOT Discussion

None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References
NIST SP 800-162, 800-178, 800-192; FedRAMP Security Controls Baseline

Related Controls
AU-06, AU-07, CA-07, IR-08, SI-04

AC-02(13) Disable Accounts for High-risk
Individuals

Baselines
Moderate, High

Overlays
CJIS; FedRAMP High

Requirements

Disable accounts of individuals within 30 minutes of discovery of evidence of
increased risk.

Implementation Standards

Std.01 — Disable accounts immediately upon report of any indication of
compromise as defined in the System Security Plan (see SI-04).
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Std.02 — Re-enable accounts with additional protections as appropriate only
after incident handling process is complete.

PCI DSS Correspondence

None.

CJIS Correspondence
For systems processing CJIS data, the following additional Implementation
Standard applies:

Std.03 CJIS — Disable accounts of individuals within 30 minutes of discovery
of direct threats to the confidentiality, integrity, or availability of CJI.
[Source: CJIS AC-02(13)]

TX-RAMP Correspondence

None.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the High baseline.

Discussion

Users who pose a significant security and/or privacy risk include individuals
for whom reliable evidence indicates either the intention to use authorized
access to systems to cause harm or through whom adversaries will cause
harm. Such harm includes adverse impacts to organizational operations,
organizational assets, individuals, other organizations, or the Nation. Close
coordination among system administrators, legal staff, human resource
managers, and authorizing officials is essential when disabling system
accounts for high-risk individuals.

TxDOT Discussion
None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog
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Federal References

NIST SP 800-162, 800-178, 800-192; FedRAMP Security Controls Baseline;
CJIS Security Policy

Related Controls
AU-06, SI-04

AC-03 Access Enforcement

Baselines
Low, Moderate, High

Overlays

CJIS; PCI DSS; TX-RAMP Level 1, TX-RAMP Level 2; FedRAMP Low, FedRAMP
Moderate, FedRAMP High

Requirements

Enforce approved authorizations for logical access to information and system
resources in accordance with applicable access control policies.

Implementation Standards
Std.01 — Rescinded in V2.4.

Std.02 — Rescinded in V2.4.

Std.03 — Restrict access to privileged functions (deployed in hardware,
software, and firmware) and security-relevant information to explicitly
authorized personnel.

Std.04 — If encryption is used as an access control mechanism, it must
meet TXDOT approved encryption standards (see SC-13).

Std.05 — Prevent access to organization-defined security-relevant
information except during secure, non-operable system states.

PCI DSS Correspondence

For systems processing PCI DSS data, or that support PCI DSS processes,
the following additional Implementation Standard applies:

Std.06 PCI — All non-console administrative access is encrypted using
strong cryptography. [Source: PCI DSS 2.2.7]
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Std.07 PCI — moved to IA-02 in V3.0.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AC-03.

Std.08 CIJIS — Rescinded in V4.0.
Std.09 CIJIS — Rescinded in V4.0.

Std.10 CJIS — Rescinded in V4.0.

TX-RAMP Correspondence

Compliance with this TxDOT control satisfies TX-RAMP Level 1 and Level 2
requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Low, Moderate, and High baselines.

Discussion

Access control policies control access between active entities or subjects
(i.e., users or processes acting on behalf of users) and passive entities or
objects (i.e., devices, files, records, domains) in organizational systems. In
addition to enforcing authorized access at the system level and recognizing
that systems can host many applications and services in support of mission
and business functions, access enforcement mechanisms can also be
employed at the application and service level to provide increased
information security and privacy. In contrast to logical access controls that
are implemented within the system, physical access controls are addressed
by the controls in the Physical and Environmental Protection (PE) family.

TxDOT Discussion

Security-relevant information is any information within the system that can
potentially impact the operation of security functions in a manner that could
result in failure to enforce the system security policy or maintain isolation of
code and data. Secure, non-operable system states are states in which the
system is not performing mission/business-related processing (for example,
the system is offline for maintenance, troubleshooting, bootup, and
shutdown).

TxDOT References

Information Security and Privacy Policy
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State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References

Privacy Act; OMB A-130; NIST SP 800-57-1, 800-57-2, 800-57-3, 800-162,
800-178; NIST IR 7874; PCI DSS; CJIS Security Policy; FedRAMP Security
Controls Baseline

Related Controls

AC-02, AC-04, AC-05, AC-06, AC-17, AC-18, AC-19, AC-20, AC-21, AC-22,
AT-02, AT-03, AU-09, CA-09, CM-05, CM-11, IA-02, IA-05, IA-06, IA-07, IA-
11, MA-03, MA-04, MA-05, MP-04, PM-02, PS-03, PT-02, PT-03, SA-17, SC-
02, SC-03, SC-04, SC-12, SC-13, SC-28, SI-04, SI-08

AC-03(14) Individual Access

Baselines
N/A

Overlays
CJIS

Requirements

Provide automated or manual processes to enable individuals to have access
to the following elements of their personally identifiable information:
organization-defined elements.

Implementation Standards

None.

PCI DSS Correspondence
None.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AC-03(14).

TX-RAMP Correspondence
None.
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FedRAMP Correspondence
None.

Discussion

Individual access affords individuals the ability to review personally
identifiable information about them held within organizational records,
regardless of format. Access helps individuals to develop an understanding
about how their personally identifiable information is being processed. It can
also help individuals ensure that their data is accurate. Access mechanisms
can include request forms and application interfaces. For federal agencies,
PRIVACT processes can be located in systems of record notices and on
agency websites. Access to certain types of records may not be appropriate
(e.g., for federal agencies, law enforcement records within a system of
records may be exempt from disclosure under the PRIVACT) or may require
certain levels of authentication assurance. Organizational personnel consult
with the senior agency official for privacy and legal counsel to determine
appropriate mechanisms and access rights or limitations.

TxDOT Discussion
None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog

Federal References
CJIS Security Policy

Related Controls
IA-08, PM-20, PM-21, PM-22

AC-04 Information Flow Enforcement
Baselines
Moderate, High

Overlays
CJIS; Sensitive; TX-RAMP Level 2; FedRAMP Moderate, FedRAMP High
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Requirements

Enforce approved authorizations for controlling the flow of information within
the system and between connected systems based on information flow
control policies as defined in System Security Plans (SSPs), Information
Security Architecture, and Information Security Agreements (ISAs).

Implementation Standards

Std.01 — Ensure that only the required information, and not more, is
communicated.

PCI DSS Correspondence
None.

CJIS Correspondence

For systems processing CJIS data, the following additional Implementation
Standard applies:

Std.02 CJIS — Enforce approved authorizations for controlling the flow of
information within the system and between connected systems by
preventing CJI from being transmitted unencrypted across the public
network, blocking outside traffic that claims to be from within the agency,
and not passing any web requests to the public network that are not from
the agency-controlled or internal boundary protection devices (e.g., proxies,
gateways, firewalls, or routers). [Source: CJIS AC-04]

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 2 requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

Information flow control regulates where information can travel within a
system and between systems (in contrast to who is allowed to access the
information) and without regard to subsequent accesses to that information.
Flow control restrictions include blocking external traffic that claims to be
from within the organization, keeping export-controlled information from
being transmitted in the clear to the Internet, restricting web requests that
are not from the internal web proxy server, and limiting information
transfers between organizations based on data structures and content.
Transferring information between organizations may require an agreement
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specifying how the information flow is enforced (see CA-03). Transferring
information between systems in different security or privacy domains with
different security or privacy policies introduces the risk that such transfers
violate one or more domain security or privacy policies. In such situations,
information owners/stewards provide guidance at designated policy
enforcement points between connected systems. Organizations consider
mandating specific architectural solutions to enforce specific security and
privacy policies. Enforcement includes prohibiting information transfers
between connected systems (i.e., allowing access only), verifying write
permissions before accepting information from another security or privacy
domain or connected system, employing hardware mechanisms to enforce
one-way information flows, and implementing trustworthy regrading
mechanisms to reassign security or privacy attributes and labels.

Organizations commonly employ information flow control policies and
enforcement mechanisms to control the flow of information between
designated sources and destinations within systems and between connected
systems. Flow control is based on the characteristics of the information
and/or the information path. Enforcement occurs, for example, in boundary
protection devices that employ rule sets or establish configuration settings
that restrict system services, provide a packet-filtering capability based on
header information, or provide a message-filtering capability based on
message content. Organizations also consider the trustworthiness of filtering
and/or inspection mechanisms (i.e., hardware, firmware, and software
components) that are critical to information flow enforcement. Control
enhancements 03 through 32 primarily address cross-domain solution needs
that focus on more advanced filtering techniques, in-depth analysis, and
stronger flow enforcement mechanisms implemented in cross-domain
products, such as high-assurance guards. Such capabilities are generally not
available in commercial off-the-shelf products. Information flow enforcement
also applies to control plane traffic (e.g., routing and DNS).

TxDOT Discussion

Information control enforcement measures may include, but are not limited
to, the following:

1. Access control lists (ACL);

2. Documented business justifications for the use of all services, protocols,
and ports allowed;

3. Explicit security attributes on information, source, and destination
objects;
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4. Demilitarized zones (DMZ) implemented to limit inbound traffic to only
system components that provide authorized publicly accessible services,
protocols, and ports;

5. Anti-spoofing measures implemented if feasible to detect and block forged
source IP addresses from entering the network;

6. Implementing stateful inspection (dynamic packet filtering);

7. Placing system components that store PII within in internal network zone,
segregated from the DMZ and any untrusted networks; and

8. Prohibiting private IP addresses and routing information from being
disclosed to unauthorized parties.

TxDOT References

Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References

NIST SP-800-160-1, 800-162, 800-178; NIST IR 8112; CJIS Security Policy;
FedRAMP Security Controls Baseline

Related Controls

AC-03, AC-06, AC-17, AC-19, AC-21, AU-10, CA-03, CA-09, CM-07, PL-09,
SA-17, SC-04, SC-07

AC-04(04) Flow Control of Encrypted
Information

Baselines

N/A

Overlays

FedRAMP High

Requirements
Prevent encrypted information from bypassing procedures or methods as
defined in the System Security Plan (SSP).
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Implementation Standards
None.

PCI DSS Correspondence
None.

CJIS Correspondence
None.

TX-RAMP Correspondence
None.

FedRAMP Correspondence

For systems subject to FedRAMP requirements at the High baseline, the
following standard applies:

Std.01 FedRAMP — The service provider must support Agency requirements
to comply with M-21-31 (https://www.whitehouse.gov/wp-
content/uploads/2021/08/M-21-31-Improving-the-Federal-Governments-
Investigative-and-Remediation-Capabilities-Related-to-Cybersecurity-
Incidents.pdf) and M-22-09 (https://www.whitehouse.gov/wp-
content/uploads/2022/01/M-22-09.pdf). [Source: FedRAMP Security
Controls Baseline AC-4(4)]

Discussion

Flow control mechanisms include content checking, security policy filters,
and data type identifiers. The term encryption is extended to cover encoded
data not recognized by filtering mechanisms.

TxDOT Discussion
None.

TxDOT References
None.

State References
None.

Federal References

FedRAMP Security Controls Baseline
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Related Controls

SI1-04

AC-04(21) Physical or Logical Separation of
Information Flows

Baselines

N/A

Overlays

FedRAMP Moderate, FedRAMP High

Requirements

Separate information flows logically or physically using mechanisms and/or
techniques as defined in the System Security Plan (SSP) to accomplish
required separations by types of information as defined in the SSP.

Implementation Standards
None.

PCI DSS Correspondence
None.

CJIS Correspondence
None.

TX-RAMP Correspondence
None.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

Enforcing the separation of information flows associated with defined types
of data can enhance protection by ensuring that information is not
commingled while in transit and by enabling flow control by transmission
paths that are not otherwise achievable. Types of separable information
include inbound and outbound communications traffic, service requests and
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responses, and information of differing security impact or classification
levels.

TxDOT Discussion

None.

TxDOT References
None.

State References
None.

Federal References
FedRAMP Security Controls Baseline

Related Controls
None.

AC-05 Separation of Duties

Baselines
Moderate, High

Overlays

CJIS; PCI DSS; Sensitive; TX-RAMP Level 2; FedRAMP Moderate, FedRAMP
High

Requirements

a. Identify and document duties of user types in the System Security Plan
(SSP); and

b. Define system access authorizations to support separation of duties.

Implementation Standards
Std.01 — Rescinded in V2.2.

PCI DSS Correspondence

For systems processing PCI DSS data, or that support PCI DSS processes,
the following additional Implementation Standard applies:
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Std.02 PCI — Roles and functions are separated between production and
pre-production environments to provide accountability such that only
reviewed and approved changes are deployed. [Source: PCI DSS 6.5.4]

CJIS Correspondence

For systems processing CJIS data, the following additional Implementation
Standard applies:

Std.03 CJIS — Rescinded in V4.0.

Std.04 CJIS — Identify and document separation of duties based on specific
duties, operations, or information systems, as necessary, to mitigate risk to
CJI. [Source: CJIS AC-05]

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 2 requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

Separation of duties addresses the potential for abuse of authorized
privileges and helps to reduce the risk of malevolent activity without
collusion. Separation of duties includes dividing mission or business
functions and support functions among different individuals or roles,
conducting system support functions with different individuals, and ensuring
that security personnel who administer access control functions do not also
administer audit functions. Because separation of duty violations can span
systems and application domains, organizations consider the entirety of
systems and system components when developing policy on separation of
duties. Separation of duties is enforced through the account management
activities in AC-02, access control mechanisms in AC-03, and identity
management activities in IA-02, IA-04, and IA-12.

TxDOT Discussion

It is recommended to separate administration/operation,
management/allocations, and audit/testing functions, and separate
responsibilities for critical system functions among different individuals.

Examples of functions and sub-functions that should be considered for
assignment to different individuals include:

TxDOT Information Security and Privacy Controls Catalog Version 4.1
46 of 1034 FINAL published on 10/15/2025



Docusign Envelope ID: 715C4680-F9E9-4F7E-AE9D-4699701ECB6C

TxDOT Information Security PUBLIC Effective Date: 11/01/2025

1. Data Creation and Control Functions:
a. Data collection and preparation;
b. Data entry;

NOTE: Input of transactions that may result in a conflict of interest, fraud,
abuse, or direct financial loss (for example, input of vendor invoices and
purchasing and receiving information) shall be separated.

c. Data verification, reconciliation of output and approval; and
d. Database administration.

2. Software Development and Maintenance Functions:

a. Applications programming;

b. Design review;

c. Application testing and evaluation; and

d. Application maintenance.

3. Security Functions:

a. Security implementation; and

b. Review of security controls, security audits, and audit trail review.
Note for systems subject to FedRAMP Requirements:

Cloud Service Providers (CSPs) have the option to provide a separation of
duties matrix as an attachment to the SSP. [Source: FedRAMP Security
Controls Baseline AC-5]

TxDOT References

Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References
PCI DSS; CJIS Security Policy; FedRAMP Security Controls Baseline
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Related Controls

AC-02, AC-03, AC-06, AU-09, CM-05, CM-11, CP-09, IA-02, IA-04, IA-05,
IA-12, MA-03, MA-05, PM-02, PS-02, SA-08, SA-17

AC-06 Least Privilege

Baselines
Moderate, High

Overlays

CJIS; PCI DSS; Sensitive; TX-RAMP Level 2; FedRAMP Moderate, FedRAMP
High

Requirements

Employ the principle of least privilege, allowing only authorized accesses for
users (or processes acting on behalf of users) that are necessary to
accomplish assigned organizational tasks.

Implementation Standards
Std.01 —

a. An access control model is defined and includes granting access as
follows:

1. Appropriate access depending on the entity's business and access needs.

2. Access to system components and data resources that is based on users'
job classification and functions.

3. The least privileges required (for example, user, administrator) to perform
a job function.

[Source: PCI DSS 7.2.1]

b. Access is assighed to users, including privileged users, based on:
1. Job classification and function.

2. Least privileges necessary to perform job responsibilities.

[Source: PCI DSS 7.2.2]
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c. Required privileges are approved by authorized personnel. [Source: PCI
DSS 7.2.3]

Std.03 —

a. Sensitive, Confidential, or Regulated information shall be accessible only
to authorized users.

b. An information file or record containing any confidential information shall
be identified, documented, and protected in its entirety.

c. Information resources assigned from or shared between one state
organization to another or from or between a state organization to a
contractor or other third party, at a minimum, shall be protected in
accordance with the conditions imposed by the providing state organization.
[Source: DIR Control Standards Catalog AC-6]

PCI DSS Correspondence

Compliance with this TxDOT control satisfies PCI DSS requirements 7.2.1,
7.2.2,and 7.2.3.

For systems processing PCI DSS data, or that support PCI DSS processes,
the following additional Implementation Standard applies:

Std.04 PCI — All application and system accounts and related access
privileges are assigned and managed as follows:

a. Based on the least privileges necessary for the operability of the system
or application.

b. Access is limited to the systems, applications, or processes that
specifically require their use.

[Source: PCI DSS 7.2.5]

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AC-06.

Std.02 CIJIS — Rescinded in V4.0.

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 2 requirements.
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FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

Organizations employ least privilege for specific duties and systems. The
principle of least privilege is also applied to system processes, ensuring that
the processes have access to systems and operate at privilege levels no
higher than necessary to accomplish organizational missions or business
functions. Organizations consider the creation of additional processes, roles,
and accounts as necessary to achieve least privilege. Organizations apply
least privilege to the development, implementation, and operation of
organizational systems.

TxDOT Discussion
None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References
PCI DSS; CIJIS Security Policy; FedRAMP Security Controls Baseline

Related Controls
AC-02, AC-03, AC-05, CM-05, CM-11, PL-02, PM-12, SA-08, SA-15, SA-17

AC-06(01) Authorize Access to Security
Functions

Baselines
Low, Moderate, High

Overlays
CJIS; TX-RAMP Level 2; FedRAMP Moderate, FedRAMP High

TxDOT Information Security and Privacy Controls Catalog Version 4.1
50 of 1034 FINAL published on 10/15/2025



Docusign Envelope ID: 715C4680-F9E9-4F7E-AE9D-4699701ECB6C

TxDOT Information Security PUBLIC Effective Date: 11/01/2025

Requirements
Authorize access for personnel or roles as defined in System Security Plans
(SSPs) to:

a. Security functions (deployed in hardware, software, and firmware) as
defined in SSPs; and

b. Security-relevant information as defined in Std.01.

Implementation Standards

Std.01 — At a minimum, explicitly authorize access (based on role) to the
following list of security functions and security-relevant information:

a. Setting/modifying audit logs and auditing behavior;

b. Setting/modifying boundary protection system rules;

c. Configuring/modifying access authorizations (that is, permissions,
privileges);

d. Setting/modifying authentication parameters; and
e. Setting/modifying system configurations and parameters.

PCI DSS Correspondence
None.

CJIS Correspondence

For systems processing CJIS data, the following additional Implementation
Standards apply:

Std.03 CJIS — Authorize access for personnel including security
administrators, system and network administrators, and other privileged
users with access to system control, monitoring, or administration functions
(e.g., system administrators, information security personnel, maintainers,
system programmers, etc.) to established system accounts, configured
access authorizations (i.e., permissions, privileges), set events to be
audited, set intrusion detection parameters, and other security functions.
[Source: CJIS AC-06(01)]

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 2 requirements.
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FedRAMP Correspondence
Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate baseline.

For systems subject to FedRAMP requirements at the High baseline, the
following standard applies:

Std.02 FedRAMP — Authorize access for personnel or roles as defined in
System Security Plans (SSPs) to:

a. All functions not publicly accessible; and
b. All security-relevant information not publicly available.

[Source: FedRAMP Security Controls Baseline AC-6(1)]

Discussion

Security functions include establishing system accounts, configuring access
authorizations (i.e., permissions, privileges), configuring settings for events
to be audited, and establishing intrusion detection parameters. Security-
relevant information includes filtering rules for routers or firewalls,
configuration parameters for security services, cryptographic key
management information, and access control lists. Authorized personnel
include security administrators, system administrators, system security
officers, system programmers, and other privileged users.

TxDOT Discussion
None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog

Federal References
FedRAMP Security Controls Baseline; CJIS Security Policy

Related Controls
AC-17, AC-18, AC-19, AU-09, PE-02
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AC-06(02) Non-privileged Access for
Nonsecurity Functions

Baselines
Low, Moderate, High

Overlays
CJIS; TX-RAMP Level 2; FedRAMP Moderate, FedRAMP High

Requirements

Require that users of system accounts (or roles) with access to any security
functions or security-relevant information use non-privileged accounts or
roles, when accessing nonsecurity functions.

Implementation Standards
None.

PCI DSS Correspondence
None.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AC-06(02).

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 2 requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

Requiring the use of non-privileged accounts when accessing nonsecurity
functions limits exposure when operating from within privileged accounts or
roles. The inclusion of roles addresses situations where organizations
implement access control policies, such as role-based access control, and
where a change of role provides the same degree of assurance in the change
of access authorizations for the user and the processes acting on behalf of
the user as would be provided by a change between a privileged and non-
privileged account.

TxDOT Information Security and Privacy Controls Catalog Version 4.1
53 0f 1034 FINAL published on 10/15/2025



Docusign Envelope ID: 715C4680-F9E9-4F7E-AE9D-4699701ECB6C

TxDOT Information Security PUBLIC Effective Date: 11/01/2025

TxDOT Discussion

Note for systems subject to FedRAMP Requirements:

Examples of security functions include but are not limited to: establishing
system accounts, configuring access authorizations (i.e., permissions,
privileges), setting events to be audited, and setting intrusion detection
parameters, system programming, system and security administration, other
privileged functions. [Source: FedRAMP Security Controls Baseline AC-6(2)]
TxDOT References

Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References
FedRAMP Security Controls Baseline; CJIS Security Policy

Related Controls
AC-17, AC-18, AC-19, PL-04

AC-06(03) Network Access to Privileged
Commands

Baselines

N/A

Overlays

FedRAMP High

Requirements

Authorize network access to all privileged commands only for compelling
operational needs and document the rationale for such access in the security
plan for the system.

Implementation Standards
None.

TxDOT Information Security and Privacy Controls Catalog Version 4.1
54 of 1034 FINAL published on 10/15/2025



Docusign Envelope ID: 715C4680-F9E9-4F7E-AE9D-4699701ECB6C

TxDOT Information Security PUBLIC Effective Date: 11/01/2025

PCI DSS Correspondence
None.

CJIS Correspondence
None.

TX-RAMP Correspondence
None.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the High baseline.

Discussion

Network access is any access across a network connection in lieu of local
access (i.e., user being physically present at the device).

TxDOT Discussion

None.

TxDOT References
None.

State References
None.

Federal References
FedRAMP Security Controls Baseline

Related Controls
AC-17, AC-18, AC-19

AC-06(05) Privileged Accounts
Baselines
Moderate, High

Overlays
CJIS; Sensitive; TX-RAMP Level 2; FedRAMP Moderate, FedRAMP High
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Requirements

Restrict privileged accounts on the system to personnel or roles requiring
privileged access, as defined in the System Security Plan (SSP).
Implementation Standards

Std.01 — Restrict privileged accounts to the minimum number required.
Limit super-user/root privileges to the maximum extent possible.

PCI DSS Correspondence
None.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AC-06(05).

Std.02 CJIS — Rescinded in V4.0.

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 2 requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

Privileged accounts, including super user accounts, are typically described as
system administrator for various types of commercial off-the-shelf operating
systems. Restricting privileged accounts to specific personnel or roles
prevents day-to-day users from accessing privileged information or
privileged functions. Organizations may differentiate in the application of
restricting privileged accounts between allowed privileges for local accounts
and for domain accounts provided that they retain the ability to control
system configurations for key parameters and as otherwise necessary to
sufficiently mitigate risk.

TxDOT Discussion
None.

TxDOT References
Information Security and Privacy Policy
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State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References
CJIS Security Policy; FedRAMP Security Controls Baseline

Related Controls
IA-02, MA-03, MA-04

AC-06(07) Review of User Privileges

Baselines
Moderate, High

Overlays
CJIS; TX-RAMP Level 2; FedRAMP Moderate, FedRAMP High

Requirements

a. Review at least annually the privileges assigned to roles or classes of
users as defined in the System Security Plan (SSP) to validate the need for
such privileges; and

b. Reassign or remove privileges, if necessary, to correctly reflect
organizational mission and business needs.

Implementation Standards
None.

PCI DSS Correspondence
None.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AC-06(07).

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 2 requirements.
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FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

The need for certain assigned user privileges may change over time to
reflect changes in organizational mission and business functions,
environments of operation, technologies, or threats. A periodic review of
assigned user privileges is necessary to determine if the rationale for
assigning such privileges remains valid. If the need cannot be revalidated,
organizations take appropriate corrective actions.

TxDOT Discussion
None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References
FedRAMP Security Controls Baseline; CJIS Security Policy

Related Controls
CA-05, CA-07

AC-06(08) Privilege Levels for Code Execution

Baselines
N/A

Overlays
FedRAMP High

Requirements

Prevent the following software from executing at higher privilege levels than
users executing the software: any software except software explicitly
documented.
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Implementation Standards
None.

PCI DSS Correspondence
None.

CJIS Correspondence
None.

TX-RAMP Correspondence
None.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the High baseline.

Discussion

In certain situations, software applications or programs need to execute with
elevated privileges to perform required functions. However, depending on
the software functionality and configuration, if the privileges required for
execution are at a higher level than the privileges assigned to organizational
users invoking such applications or programs, those users may indirectly be
provided with greater privileges than assigned.

TxDOT Discussion

None.

TxDOT References
None.

State References
None.

Federal References
FedRAMP Security Controls Baseline

Related Controls
None.
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AC-06(09) Log Use of Privileged Functions
Baselines

Moderate, High

Overlays
CJIS; TX-RAMP Level 2; FedRAMP Moderate, FedRAMP High

Requirements

Log the execution of privileged functions.

Implementation Standards

Std.01 — Ensure that applications produce audit records containing sufficient
information to identify the actor, time of action, type of action, and which
component, feature, or function of the application was accessed.

PCI DSS Correspondence

None.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AC-06(09).

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 2 requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

The misuse of privileged functions, either intentionally or unintentionally by
authorized users or by unauthorized external entities that have compromised
system accounts, is a serious and ongoing concern and can have significant
adverse impacts on organizations. Logging and analyzing the use of
privileged functions is one way to detect such misuse and, in doing so, help
mitigate the risk from insider threats and the advanced persistent threat.

TxDOT Discussion

None.
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TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References
FedRAMP Security Controls Baseline; CJIS Security Policy

Related Controls
AU-02, AU-03, AU-12

AC-06(10) Prohibit Non-privileged Users from
Executing Privileged Functions

Baselines
Moderate, High

Overlays
CJIS; Sensitive; TX-RAMP Level 2; FedRAMP Moderate, FedRAMP High

Requirements
Prevent non-privileged users from executing privileged functions.

Implementation Standards

Std.01 — Limit system access to the types of transactions and functions that
authorized users are permitted to execute, either by specific account or by
account type.

PCI DSS Correspondence

None.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AC-06(10).

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 2 requirements.
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FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

Privileged functions include disabling, circumventing, or altering
implemented security or privacy controls, establishing system accounts,
performing system integrity checks, and administering cryptographic key
management activities. Non-privileged users are individuals who do not
possess appropriate authorizations. Privileged functions that require
protection from non-privileged users include circumventing intrusion
detection and prevention mechanisms or malicious code protection
mechanisms. Preventing non-privileged users from executing privileged
functions is enforced by AC-03.

TxDOT Discussion
None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References
FedRAMP Security Controls Baseline; CJIS Security Policy

Related Controls
None.

AC-07 Unsuccessful Logon Attempts

Baselines
Low, Moderate, High

Overlays

CJIS; PCI DSS; TX-RAMP Level 1, TX-RAMP Level 2; FedRAMP Low, FedRAMP
Moderate, FedRAMP High
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Requirements

a. Enforce a limit of, as identified in the TxDOT Identification and
Authentication Standard (Lockout Threshold), a number of consecutive
invalid logon attempts by a user during a period as defined in the Lockout
Threshold; and

b. Automatically lock the account or node in accordance with the TxDOT
Identification and Authentication Standard when the maximum number of
unsuccessful attempts is exceeded.

Implementation Standards
Std.01 — Rescinded in V2.2.

PCI DSS Correspondence

For systems processing PCI DSS data, or that support PCI DSS processes,
AC-07a. is superseded by PCI DSS requirement 8.3.4:

Std.02 PCI — Invalid authentication attempts are limited by:

a. Locking out the user ID after not more than 10 attempts.

b. Setting the lockout duration to a minimum of 30 minutes or until the
user's identity is confirmed.

[Source: PCI DSS 8.3.4]

CJIS Correspondence

For systems processing CJIS data, AC-07b is superseded by CJIS
requirement AC-07:

Std.03 CJIS — Rescinded in V4.0.

Std.04 CJIS — Automatically lock the account or node until released by an
administrator when the maximum number of unsuccessful attempts is
exceeded. [Source: CJIS AC-07]

TX-RAMP Correspondence

Compliance with this TxDOT control satisfies TX-RAMP Level 1 and Level 2
requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Low, Moderate, and High baselines.
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Discussion

The need to limit unsuccessful logon attempts and take subsequent action
when the maximum number of attempts is exceeded applies regardless of
whether the logon occurs via a local or network connection. Due to the
potential for denial of service, automatic lockouts initiated by systems are
usually temporary and automatically release after a predetermined,
organization-defined time period. If a delay algorithm is selected,
organizations may employ different algorithms for different components of
the system based on the capabilities of those components. Responses to
unsuccessful logon attempts may be implemented at the operating system
and the application levels. Organization-defined actions that may be taken
when the number of allowed consecutive invalid logon attempts is exceeded
include prompting the user to answer a secret question in addition to the
username and password, invoking a lockdown mode with limited user
capabilities (instead of full lockout), allowing users to only logon from
specified Internet Protocol (IP) addresses, requiring a CAPTCHA to prevent
automated attacks, or applying user profiles such as location, time of day, IP
address, device, or Media Access Control (MAC) address. If automatic
system lockout or execution of a delay algorithm is not implemented in
support of the availability objective, organizations consider a combination of
other actions to help prevent brute force attacks. In addition to the above,
organizations can prompt users to respond to a secret question before the
number of allowed unsuccessful logon attempts is exceeded. Automatically
unlocking an account after a specified period of time is generally not
permitted. However, exceptions may be required based on operational
mission or need.

TxDOT Discussion

Configure information systems in accordance with the Identification and
Authentication Standard. This standard includes the possibility of an
exponential growth method for lockouts. An example lockout plan is
presented below:

1. For systems categorized as Low, configure the information system to lock
out the user account automatically after ten (10) consecutive invalid login
attempts during a 15-minute time period. Require the lockout to persist for a
minimum of 15 minutes unless released by an administrator.

2. For systems categorized as Moderate, configure the information system to
lock out the user account automatically after three (3) consecutive invalid
login attempts during a 60-minute time period. Require the lockout to
persist for a minimum of 30 minutes unless released by an administrator.
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NOTE: Users may contact TxDOTNow to release the user account prior to the
lockout's expiration if the lockout hinders productivity.

3. For systems categorized as High, configure the information system to lock
out the user account automatically after three (3) consecutive invalid login
attempts during a 120-minute time period. Require the lockout to persist
until released by an administrator.

4. For any computing device that accesses or stores TxDOT Sensitive,
Confidential, or Regulated Information, lock out the user after three (3)
invalid login attempts during a fifteen-minute period and after 15 minutes of
user inactivity.

5. For cloud service providers, providers configure the information system
to:

a. Enforce a limit of not more than three (3) consecutive invalid login
attempts by a user during a 15-minute time period; and

b. Automatically lock the account/node for 30 minutes when the maximum
number of unsuccessful attempts is exceeded. The control applies regardless
of whether the login occurs via a local or network connection.

State Implementation Details

1. As technology permits, state agencies must designate at least one
threshold activated by invalid logon attempts (i.e., item a from the control
description, an agency-defined number of invalid logon attempts by a user
account within an agency-defined time-period).

2. As technology permits, state agencies must define, implement, and
enforce at least one automatic action that occurs when an agency-defined
threshold for invalid logon attempts has been reached (i.e., item b from the
control description).

3. In designing and implementing access controls for information systems,
state agencies should apply a risk-based approach that considers some or all
of the following criteria:

a. Capabilities and features of the system;
b. The level of risk presented by the system;

c. Successful application and enforcement of other security controls, such as
multifactor authentication, password entropy, and maturity of other
authenticator management practices relevant to the information system;
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d. The ability to detect and mitigate the risk of other types of attacks
focused on authentication (e.g., "account spraying" attacks in which threat
actors attempt to access multiple accounts from the same IP address or set
of IP addresses without causing many failed logon attempts against each
individual account targeted by the threat actors);

e. Whether the system is accessible from the Internet or other public or
broadly accessible network(s);

f. Impacts to the agency's users, operations, and support resources if
automatic account lockout controls are abused by threat actors to the
determent of account or system availability; and

g. The application of more rigorous controls commensurate to the value and
potential for abuse of a type of account (e.g., applying additional controls,
enhancements, or overlays to privileged accounts).[Source: DIR Control
Standards Catalog AC-7]

TxDOT References

Identification and Authentication Standard; Information Security and Privacy
Policy

State References

DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References

NIST SP 800-63-3, 800-124; PCI DSS; CJIS Security Policy; FeEdRAMP
Security Controls Baseline

Related Controls

AC-02, AU-02, AU-06, IA-05

AC-07(02) Purge or Wipe Mobile Device

Baselines
N/A

Overlays
CJIS
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Requirements

Purge or wipe information from organization-controlled mobile devices based
on purging or wiping requirements and techniques as specified by the
TxDOT-defined mobile device management solutions after the number, as
defined in the TxDOT Identification and Authentication Standard, of
consecutive, unsuccessful device logon attempts.

Implementation Standards

Std.01 — Remotely wipe enterprise data from enterprise-owned portable
end-user devices when deemed appropriate such as lost or stolen devices, or
when an individual no longer supports the enterprise. [Source: CIS 4.11]

PCI DSS Correspondence
None.

CJIS Correspondence

Compliance with this TxDOT control satisfies CJIS requirements 5.20.2 and
5.20.7.3.

TX-RAMP Correspondence
None.

FedRAMP Correspondence
None.

Discussion

A mobile device is a computing device that has a small form factor such that
it can be carried by a single individual; is designed to operate without a
physical connection; possesses local, non-removable or removable data
storage; and includes a self-contained power source. Purging or wiping the
device applies only to mobile devices for which the organization-defined
number of unsuccessful logons occurs. The logon is to the mobile device, not
to any one account on the device. Successful logons to accounts on mobile
devices reset the unsuccessful logon count to zero. Purging or wiping may be
unnecessary if the information on the device is protected with sufficiently
strong encryption mechanisms.

TxDOT Discussion
None.
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TxDOT References
Identification and Authentication Standard; Information Security and Privacy
Policy

State References
None.

Federal References
NIST SP 800-63-3, 800-124; PCI DSS; CJIS Security Policy

Related Controls
AC-19, MP-05, MP-06

AC-08 System Use Notification

Baselines
Low, Moderate, High

Overlays
CJIS; FedRAMP Low, FedRAMP Moderate, FedRAMP High

Requirements

a. Display the official TxDOT System Use Notification to users before
granting access to the system that provides privacy and security notices
consistent with applicable laws, executive orders, directives, regulations,
policies, standards, and guidelines and state that:

1. Users are accessing a TXxDOT system;
2. System usage may be monitored, recorded, and subject to audit;

3. Unauthorized use of the system is prohibited and subject to criminal and
civil penalties; and

4. Use of the system indicates consent to monitoring and recording;

b. Retain the notification message or banner on the screen until users
acknowledge the usage conditions and take explicit actions to log on to or
further access the system; and

c. For publicly accessible systems:
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1. Display system use information unless and until the user takes positive
action (for example, clicking a button indicating "OK") to acknowledge
agreement, before granting further access to the publicly accessible system;

2. Display references, if any, to monitoring, recording, or auditing that are
consistent with privacy accommodations for such systems that generally
prohibit those activities; and

3. Include a description of the authorized uses of the system.

Implementation Standards
Std.01 — Rescinded in V2.4.

Std.02 — Agency information resources designated for use by the public
shall be configured to enforce security policies and procedures without
requiring user participation or intervention. Information resources must
require the acceptance of a banner or notice prior to use. [Source: 1 TAC
202.22(a)(4)]

PCI DSS Correspondence
None.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AC-08.

TX-RAMP Correspondence
None.

FedRAMP Correspondence

For systems subject to FedRAMP requirements at the Low, Moderate, and
High baselines, the following standards apply:

Std.03 FedRAMP — The service provider shall determine elements of the
cloud environment that require the System Use Notification control. The
elements of the cloud environment that require System Use Notification are
approved and accepted by the Joint Authorization Board (JAB)/Authorizing
Official (AQO). [Source: FedRAMP Security Controls Baseline AC-8]

Std.04 FedRAMP — The service provider shall determine how System Use
Notification is going to be verified and provide appropriate periodicity of the
check. The System Use Notification verification and periodicity are approved
and accepted by the Joint Authorization Board (JAB)/Authorizing Official
(AO). [Source: FedRAMP Security Controls Baseline AC-8]
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Std.05 FedRAMP — If not performed as part of a Configuration Baseline
check, then there must be documented agreement on how to provide results
of verification and the necessary periodicity of the verification by the service
provider. The documented agreement on how to provide verification of the
results are approved and accepted by the Joint Authorization Board
(JAB)/Authorizing Official (AO). [Source: FedRAMP Security Controls Baseline
AC-8]

Discussion

System use notifications can be implemented using messages or warning
banners displayed before individuals log in to systems. System use
notifications are used only for access via logon interfaces with human users.
Notifications are not required when human interfaces do not exist. Based on
an assessment of risk, organizations consider whether or not a secondary
system use notification is needed to access applications or other system
resources after the initial network logon. Organizations consider system use
notification messages or banners displayed in multiple languages based on
organizational needs and the demographics of system users. Organizations
consult with the privacy office for input regarding privacy messaging and the
Office of the General Counsel or organizational equivalent for legal review
and approval of warning banner content.

TxDOT Discussion
Note for systems subject to FedRAMP Requirements:

If performed as part of a Configuration Baseline check, then the % of items
requiring setting that are checked and that pass (or fail) check can be
provided. [Source: FedRAMP Security Controls Baseline AC-8]

TxDOT References

Information Security and Privacy Policy

State References
1 TAC 202.22; DIR Security Control Standards Catalog

Federal References
CJIS Security Policy; FedRAMP Security Controls Baseline

Related Controls
AC-14, PL-04, SI-04
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AC-10 Concurrent Session Control

Baselines

N/A

Overlays

FedRAMP High

Requirements

Limit the number of concurrent sessions for each user account to three (3)
sessions for privileged access and two (2) sessions for non-privileged access.
Implementation Standards

Std.01 — Rescinded in V4.0.

PCI DSS Correspondence
None.

CJIS Correspondence
None.

TX-RAMP Correspondence
None.

FedRAMP Correspondence

For systems subject to FedRAMP requirements at the High baseline, the
following standard applies:

Std.02 FedRAMP — Limit the number of concurrent sessions for each user
account to three (3) sessions for privileged access and two (2) sessions for
non-privileged access. [Source: FedRAMP Security Controls Baseline AC-10]

Discussion

Organizations may define the maximum number of concurrent sessions for
system accounts globally, by account type, by account, or any combination
thereof. For example, organizations may limit the number of concurrent
sessions for system administrators or other individuals working in
particularly sensitive domains or mission-critical applications. Concurrent
session control addresses concurrent sessions for system accounts. It does

TxDOT Information Security and Privacy Controls Catalog Version 4.1
71 0f 1034 FINAL published on 10/15/2025



Docusign Envelope ID: 715C4680-F9E9-4F7E-AE9D-4699701ECB6C

TxDOT Information Security PUBLIC Effective Date: 11/01/2025

not, however, address concurrent sessions by single users via multiple
system accounts.

TxDOT Discussion

None.

TxDOT References
None.

State References
DIR Security Control Standards Catalog

Federal References
FedRAMP Security Controls Baseline

Related Controls
SC-23

AC-11 Device Lock

Baselines
Moderate, High

Overlays
CJIS; Sensitive; TX-RAMP Level 2; FedRAMP Moderate, FedRAMP High

Requirements

a. Prevent further access to the system by initiating a device lock after a
maximum of 30 minutes of inactivity or upon receiving a request from a
user; and

b. Retain the device lock until the user reestablishes access using
established identification and authentication procedures.

Implementation Standards

Std.01 — On any system categorized as Moderate or High, the period of
inactivity must be no more than 15 minutes before session lock occurs for
remote and mobile devices.

TxDOT Information Security and Privacy Controls Catalog Version 4.1
72 of 1034 FINAL published on 10/15/2025



Docusign Envelope ID: 715C4680-F9E9-4F7E-AE9D-4699701ECB6C

TxDOT Information Security PUBLIC Effective Date: 11/01/2025

PCI DSS Correspondence
None.

CJIS Correspondence

For systems processing CJIS data, the following additional Implementation
Standards apply:

Std.03 CJIS — Prevent further access to the system by initiating a device
lock after a maximum of 30 minutes of inactivity and requiring the user to
initiate a device lock before leaving the system unattended. [Source: CJIS
AC-11]

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 2 requirements.

FedRAMP Correspondence

For systems subject to FedRAMP requirements at the Moderate or High
baselines, the following standard applies:

Std.02 FedRAMP — Prevent further access to the system by initiating a
device lock after fifteen minutes of inactivity, and requiring the user to
initiate a device lock before leaving the system unattended. [Source:
FedRAMP Security Controls Baseline AC-11]

Discussion

Device locks are temporary actions taken to prevent logical access to
organizational systems when users stop work and move away from the
immediate vicinity of those systems but do not want to log out because of
the temporary nature of their absences. Device locks can be implemented at
the operating system level or at the application level. A proximity lock may
be used to initiate the device lock (e.g., via a Bluetooth-enabled device or
dongle). User-initiated device locking is behavior or policy-based and, as
such, requires users to take physical action to initiate the device lock. Device
locks are not an acceptable substitute for logging out of systems, such as
when organizations require users to log out at the end of workdays.

TxDOT Discussion

TxDOT systems should be configured such that inputs and outputs are
treated as activity regardless of format, such that, for example, screens do
not automatically blank when speech-to-text is used in place of keyboard
entry.
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The same degree of privacy of input and output shall be provided to all
individuals. When speech output required by 402.2 is enabled, the screen
shall not blank automatically. [Source: Section 508 of the Rehabilitation Act,
as amended; 405.1]

ICT with a display screen shall be speech-output enabled for full and
independent use by individuals with vision impairments. [Source: Section
508 of the Rehabilitation Act, as amended; 402.2]

Notes for systems subject to CJIS requirements:

In the interest of safety, devices that are: (1) part of a criminal justice
conveyance; or (2) used to perform dispatch functions and located within a
physically secure location; or (3) terminals designated solely for the purpose
of receiving alert notifications (i.e., receive only terminals or ROT) used
within physically secure location facilities that remain staffed when in
operation, are exempt from this requirement. [Source: CJIS 5.5: AC-11]

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References

Section 508 of the Rehabilitation Act; CJIS Security Policy; FedRAMP
Security Controls Baseline

Related Controls

AC-02, AC-07, IA-11, PL-04

AC-11(01) Pattern-hiding Displays
Baselines
Moderate, High

Overlays
CJIS; Sensitive; FedRAMP Moderate, FedRAMP High
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Requirements

Conceal, via the device lock, information previously visible on the display
with a publicly viewable image.

Implementation Standards

Std.01 — Use session lock with pattern-hiding displays to prevent access
and viewing of data after a period of inactivity. [Source: SP 800-171 3.1.10]
PCI DSS Correspondence

None.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AC-11(01).

TX-RAMP Correspondence
None.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

The pattern-hiding display can include static or dynamic images, such as
patterns used with screen savers, photographic images, solid colors, clock,
battery life indicator, or a blank screen with the caveat that controlled
unclassified information is not displayed.

TxDOT Discussion

None.

TxDOT References
Information Security and Privacy Policy

State References
None.

Federal References
FedRAMP Security Controls Baseline; CJIS Security Policy
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Related Controls
None.

AC-12 Session Termination

Baselines
Moderate, High

Overlays

CJIS; PCI DSS; Sensitive; TX-RAMP Level 2; FedRAMP Moderate, FedRAMP
High

Requirements

Automatically terminate a user session after the user logs out of the system
or removes the token (authenticator), or after a period of inactivity identified
in Std.03.

Implementation Standards

Std.01 — For moderate and high-baseline systems, configure applications to
terminate user sessions and require user re-authentication in accordance
with the TxDOT Identification and Authentication Standard.

Std.02 — For Web and mobile applications, avoid non-expiring session
cookies.

Std.03 — For Web and mobile applications, set idle session termination in
accordance with the TxDOT Identification and Authentication Standard.

Std.04 — For Web and mobile applications, new sessions should be
generated each time a user is authenticated.

Std.05 — For Web and mobile applications, sessions should be destroyed
when a user logs out.

PCI DSS Correspondence

For systems processing PCI DSS data, or that support PCI DSS processes,
Imp. Std.03 is superseded by PCI DSS requirement 8.2.8:

Std.06 PCI — If a user session has been idle for more than 15 minutes, the
user is required to re-authenticate to re-activate the terminal or session.
[Source: PCI DSS 8.2.8]
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CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AC-12.

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 2 requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

Session termination addresses the termination of user-initiated logical
sessions (in contrast to SC-10, which addresses the termination of network
connections associated with communications sessions (i.e., network
disconnect)). A logical session (for local, network, and remote access) is
initiated whenever a user (or process acting on behalf of a user) accesses an
organizational system. Such user sessions can be terminated without
terminating network sessions. Session termination ends all processes
associated with a user's logical session except for those processes that are
specifically created by the user (i.e., session owner) to continue after the
session is terminated. Conditions or trigger events that require automatic
termination of the session include organization-defined periods of user
inactivity, targeted responses to certain types of incidents, or time-of-day
restrictions on system use.

TxDOT Discussion
None.

TxDOT References

Identification and Authentication Standard; Information Security and Privacy
Policy

State References

TX-RAMP Program Manual

Federal References
PCI DSS; FedRAMP Security Controls Baseline; CJIS Security Policy

Related Controls
CM-02, MA-04, SC-10, SC-23
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AC-14 Permitted Actions Without
Identification or Authentication

Baselines
Low, Moderate, High

Overlays

CJIS; TX-RAMP Level 1, TX-RAMP Level 2; FedRAMP Low, FedRAMP
Moderate, FedRAMP High

Requirements

a. Identify specific user actions that can be performed on the system without
identification or authentication consistent with organizational mission and
business functions; and

b. Document and provide supporting rationale in the security plan for the
system, user actions not requiring identification or authentication.
Implementation Standards

Std.01 — Rescinded in V2.2.

Std.02 — Define stipulations in the System Security Plan (SSP) for bypassing
identification and authentication mechanisms to facilitate operations in
emergency situations.

PCI DSS Correspondence

None.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AC-14.

Std.03 CJIS — Rescinded in V4.0.

TX-RAMP Correspondence

Compliance with this TxDOT control satisfies TX-RAMP Level 1 and Level 2
requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Low, Moderate, and High baselines.
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Discussion

Specific user actions may be permitted without identification or
authentication if organizations determine that identification and
authentication are not required for the specified user actions. Organizations
may allow a limited number of user actions without identification or
authentication, including when individuals access public websites or other
publicly accessible federal systems, when individuals use mobile phones to
receive calls, or when facsimiles are received. Organizations identify actions
that normally require identification or authentication but may, under certain
circumstances, allow identification or authentication mechanisms to be
bypassed. Such bypasses may occur, for example, via a software-readable
physical switch that commands bypass of the logon functionality and is
protected from accidental or unmonitored use. Permitting actions without
identification or authentication does not apply to situations where
identification and authentication have already occurred and are not repeated
but rather to situations where identification and authentication have not yet
occurred. Organizations may decide that there are no user actions that can
be performed on organizational systems without identification and
authentication, and therefore, the value for the assignment operation can be
"none."

TxDOT Discussion
None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References
CJIS Security Policy; FedRAMP Security Controls Baseline

Related Controls
AC-08, IA-02, PL-02

AC-17 Remote Access

Baselines
Low, Moderate, High
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Overlays

CJIS; PCI DSS; TX-RAMP Level 1, TX-RAMP Level 2; FedRAMP Low, FedRAMP
Moderate, FedRAMP High

Requirements

a. Establish and document usage restrictions, configuration/connection
requirements, and implementation guidance for each type of remote access
allowed; and

b. Authorize each type of remote access to the system prior to allowing such
connections.

Implementation Standards
Std.01 — Rescinded in V2.2.

Std.02 — All remote access connections must be authorized prior to allowing
such connections. [Source: DIR Control Standards Catalog AC-17]

Std.03 — Configurations Requirement:

a. All remote access to the network must use an organization-approved
encrypted connection in compliance with SC-13.

b. Multi-factor authentication is required for all remote access. See the
TxDOT Identification and Authentication Standard for further guidance.

Std.04 — Usage Restrictions:

a. Use only organization-authorized and -approved devices for remote
access to organization non-public systems;

b. Take every reasonable effort to ensure the confidentiality, integrity, and
availability of information and information systems used remotely (for
example, not leaving laptops and other devices unattended or in public plain
view); and

c. Users must understand their responsibilities for protecting Sensitive,
Confidential, or Regulated data and the consequences for mishandling such
data.

Std.05 — Implementation Guidance:

a. When employing multi-factor authentication for remote access to
information systems, ensure that it complies with the TxDOT Identification
and Authentication Standard;
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b. Approved devices remotely connecting to the organization network must
have a VPN client installed, with an organization issued VPN certificate;

c. Implement adequate security measures (e.g., virus, malware, and spam
protection, firewall, intrusion detection) on client computers prior to allowing
VPN remote access;

d. Virtual desk applications shall be securely configured to minimize the
ability of users to copy data;

e. The information system shall use automated functions to monitor and
control remote access methods;

f. Systems shall log all remote access occurrences, including both end user
and administrator activity user credential, date/time, and duration of
connection at a minimum); and

g. Route all remote accesses through managed network access control
points. Limiting the number of access control points for remote accesses
reduces the attack surface for organizations.

Std.06 — Rescinded in V4.1.

PCI DSS Correspondence
Std.07 PCI — Rescinded in V3.0.

For systems processing PCI DSS data, or that support PCI DSS processes,
Std.05d. is superseded by PCI DSS requirement 3.4.2:

Std.08 PCI — When using remote-access technologies, technical controls
prevent copy and/or relocation of primary account number (PAN) for all
personnel, except for those with documented, explicit authorization and a
legitimate, defined business need. [Source: PCI DSS 3.4.2]

CJIS Correspondence

Compliance with this TxDOT control satisfies CJIS requirement AC-17.

Std.09 CJIS — Rescinded in V4.0.

TX-RAMP Correspondence

Compliance with this TxDOT control satisfies TX-RAMP Level 1 and Level 2
requirements.
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FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Low, Moderate, and High baselines.

Discussion

Remote access is access to organizational systems (or processes acting on
behalf of users) that communicate through external networks such as the
Internet. Types of remote access include dial-up, broadband, and wireless.
Organizations use encrypted virtual private networks (VPNs) to enhance
confidentiality and integrity for remote connections. The use of encrypted
VPNs provides sufficient assurance to the organization that it can effectively
treat such connections as internal networks if the cryptographic mechanisms
used are implemented in accordance with applicable laws, executive orders,
directives, regulations, policies, standards, and guidelines. Still, VPN
connections traverse external networks, and the encrypted VPN does not
enhance the availability of remote connections. VPNs with encrypted tunnels
can also affect the ability to adequately monitor network communications
traffic for malicious code. Remote access controls apply to systems other
than public web servers or systems designed for public access. Authorization
of each remote access type addresses authorization prior to allowing remote
access without specifying the specific formats for such authorization. While
organizations may use information exchange and system connection security
agreements to manage remote access connections to other systems, such
agreements are addressed as part of CA-03. Enforcing access restrictions for
remote access is addressed via AC-03.

TxDOT Discussion
None.

TxDOT References

Identification and Authentication Standard; Information Security and Privacy
Policy

State References

DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References

NIST SP 800-46, 800-77, 800-113, 800-114, 800-121; NIST IR 7966; PCI
DSS; CIIS Security Policy; FedRAMP Security Controls Baseline
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Related Controls

AC-02, AC-03, AC-04, AC-18, AC-19, AC-20, CA-03, CM-10, IA-02, IA-03,
IA-08, MA-04, PE-17, PL-02, PL-04, SC-10, SC-12, SC-13, SI-04

AC-17(01) Monitoring and Control

Baselines
Moderate, High

Overlays
CJIS; Sensitive; TX-RAMP Level 2; FedRAMP Moderate, FedRAMP High

Requirements

Employ automated mechanisms to monitor and control remote access
methods.

Implementation Standards
None.

PCI DSS Correspondence
None.

CJIS Correspondence

Compliance with this TxDOT control satisfies CJIS requirements AC-17(01)
and 5.20.

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 2 requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

Monitoring and control of remote access methods allows organizations to
detect attacks and help ensure compliance with remote access policies by
auditing the connection activities of remote users on a variety of system

components, including servers, notebook computers, workstations, smart
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phones, and tablets. Audit logging for remote access is enforced by AU-02.
Audit events are defined in AU-02a.

TxDOT Discussion

None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References

NIST SP 800-46, 800-77, 800-113, 800-114, 800-121; NIST IR 7966; CIJIS
Security Policy; FedRAMP Security Controls Baseline

Related Controls
AU-02, AU-06, AU-12

AC-17(02) Protection of Confidentiality and
Integrity Using Encryption

Baselines
Moderate, High

Overlays
CJIS; Sensitive; TX-RAMP Level 2; FedRAMP Moderate, FedRAMP High

Requirements

Implement cryptographic mechanisms to protect the confidentiality and
integrity of remote access sessions.

Implementation Standards

Std.01 — Encryption for all remote access sessions over networks outside
TxDOT's authorization boundaries must comply with SC-13.

PCI DSS Correspondence

None.
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CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AC-17(02).

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 2 requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

Virtual private networks can be used to protect the confidentiality and
integrity of remote access sessions. Transport Layer Security (TLS) is an
example of a cryptographic protocol that provides end-to-end
communications security over networks and is used for Internet
communications and online transactions.

TxDOT Discussion
None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References

NIST SP 800-46, 800-77, 800-113, 800-114, 800-121; NIST IR 7966;
FedRAMP Security Controls Baseline; CJIS Security Policy

Related Controls
SC-08, SC-12, SC-13

AC-17(03) Managed Access Control Points

Baselines
Moderate, High
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Overlays
CJIS; Sensitive; TX-RAMP Level 2; FedRAMP Moderate, FedRAMP High

Requirements

Route remote accesses through authorized and managed network access
control points.

Implementation Standards

None.

PCI DSS Correspondence
None.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AC-17(03).

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 2 requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

Organizations consider the Trusted Internet Connections (TIC) initiative DHS
TIC requirements for external network connections since limiting the number
of access control points for remote access reduces attack surfaces.

TxDOT Discussion
None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References
NIST SP 800-46, 800-77, 800-113, 800-114, 800-121; NIST IR 7966;
FedRAMP Security Controls Baseline; CJIS Security Policy
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Related Controls
SC-07

AC-17(04) Privileged Commands and Access

Baselines
Low, Moderate, High

Overlays
CJIS; TX-RAMP Level 2; FedRAMP Moderate, FedRAMP High

Requirements

a. Authorize the execution of privileged commands and access to security-
relevant information via remote access only in a format that provides
assessable evidence and for the following needs: compelling operational
needs; and

b. Document the rationale for remote access in the security plan for the
system.

Implementation Standards

None.

PCI DSS Correspondence
None.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AC-17(04).

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 2 requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

Remote access to systems represents a significant potential vulnerability
that can be exploited by adversaries. As such, restricting the execution of
privileged commands and access to security-relevant information via remote
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access reduces the exposure of the organization and the susceptibility to
threats by adversaries to the remote access capability.

TxDOT Discussion

None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References

NIST SP 800-46, 800-77, 800-113, 800-114, 800-121; NIST IR 7966;
FedRAMP Security Controls Baseline; CJIS Security Policy

Related Controls
AC-06, CA-05, SC-12, SC-13

AC-17(09) Disconnect or Disable Access

Baselines
Moderate, High

Overlays
Sensitive; TX-RAMP Level 2

Requirements

Provide the capability to disconnect or disable remote access to the system
within the periods defined in Stds.02 & 03.

Implementation Standards

Std.01 — Terminate or suspend network connections (that is, system-to-
system interconnections) upon issuance of an order by the TxDOT CIO,
CISO, or Senior Official for Privacy (SOP).

Std.02 — High baseline systems must have the capability to be disconnected
within 10 minutes.
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Std.03 — Moderate baseline systems must have the capability to be
disconnected within 20 minutes.

PCI DSS Correspondence

None.

CJIS Correspondence
None.

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 1 requirements.

For systems subject to TX-RAMP Level 2, the following standard applies:

Std.04 TX-RAMP — Systems must have the capability to be disconnected
within 15 minutes. [Source: TX-RAMP Manual AC-17(9)]

FedRAMP Correspondence

None.

Discussion

The speed of system disconnect or disablement varies based on the
criticality of missions or business functions and the need to eliminate
immediate or future remote access to systems.

TxDOT Discussion

None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References
NIST SP 800-46, 800-77, 800-113, 800-114, 800-121; NIST IR 7966

Related Controls
CP-02
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AC-18 Wireless Access
Baselines

Low, Moderate, High

Overlays

CJIS; PCI DSS; TX-RAMP Level 1, TX-RAMP Level 2; FedRAMP Low, FedRAMP
Moderate, FedRAMP High

Requirements

a. Establish configuration requirements, connection requirements, and
implementation guidance for each type of wireless access; and

b. Authorize each type of wireless access to the system prior to allowing
such connections.

Implementation Standards

Std.01 — TxDOT, as a state agency, shall establish the requirements and
security restrictions for installing or providing access to the state agency's
information resources systems. The wireless policy shall address the
following topic areas:

a. Wireless Local Area Networks. Ensure that Service Set Identifiers (SSID)
values are changed from the manufacturer default setting.

b. Transmitting and Encrypting Information. Types of information that may
be transmitted via wireless networks and devices with or without encryption
including mission critical information or sensitive personal information.
TxDOT shall not transmit confidential information via a wireless connection
to or from a portable computing device unless secure encryption protocols
that meet appropriate protection or certification standards as detailed within
this Security Control Standards Catalog, are used to protect the information.

c. Installation or Use of Wireless Personal Area Networks. Prohibit and
periodically monitor any unauthorized installation or use of Wireless Personal
Area Networks on state agency IT systems by individuals without the
approval of the state agency information resources manager. [Source: DIR
Control Standards Catalog AC-18]

Std.02 — Vendor default accounts are managed as follows:
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a. If the vendor default account(s) will be used, the default password is
changed per Requirement 8.3.6.

b. If the vendor default account(s) will not be used, the account is removed
or disabled.

[Source: PCI DSS 2.2.2]

Std.03 — Authorized and unauthorized wireless access points are managed
as follows:

a. The presence of wireless (Wi-Fi) access points is tested for,

b. All authorized and unauthorized wireless access points are detected and
identified,

c. Testing, detection, and identification occurs at least once every three
months.

d. If automated monitoring is used, personnel are notified via generated
alerts.

[Source: PCI DSS 11.2.1]

PCI DSS Correspondence

Compliance with this TxDOT control satisfies PCI DSS requirements 2.2.2
and 11.2.1.

For systems processing PCI DSS data, or that support PCI DSS processes,
the following additional Implementation Standard applies:

Std.04 PCI —

a. For wireless environments connected to the Cardholder Data Environment
(CDE) or transmitting account data, all wireless vendor defaults are changed
at installation or are confirmed to be secure, including but not limited to:

1. Default wireless encryption keys.

2. Passwords on wireless access points.

3. SNMP defaults.

4. Any other security-related wireless vendor defaults.

[Source: PCI DSS 2.3.1]
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b. For wireless environments connected to the CDE or transmitting account
data, wireless encryption keys are changed as follows:

1. Whenever personnel with knowledge of the key leave the company or the
role for which the knowledge was necessary.

2. Whenever a key is suspected of or known to be compromised.
[Source: PCI DSS 2.3.2]

c. Wireless networks transmitting a primary account number (PAN) or
connected to the Cardholder Data Environment (CDE) use industry best
practices to implement strong cryptography for authentication and
transmission. [Source: PCI DSS 4.2.1.2]

CJIS Correspondence

Compliance with this TxDOT control satisfies CJIS requirements AC-18 and
5.20.

For systems processing CJIS data, the following additional Implementation
Standards apply:

Std.05 CJIS — For all agency-managed wireless access points (APs) with
access to an agency's network that processes unencrypted CJI:

a. Ensure the reset function on APs is used only when needed and is only
invoked by authorized personnel. Restore the APs to the latest security
settings, when the reset functions are used, to ensure the factory default
settings are not utilized. Enable all security features of the wireless product,
including the cryptographic authentication, firewall, and other available
privacy features.

b. Disable the broadcast SSID feature so that the client SSID must match
that of the AP.

c. Validate that the SSID character string does not contain any agency
identifiable information (division, department, street, etc.) or services.

d. Insulate, virtually (e.g. virtual local area network (VLAN) and ACLs) or
physically (e.g. firewalls), the wireless network from the operational wired
infrastructure. Limit access between wireless networks and the wired
network to only operational needs. [Source: CJIS 5.20.1.1]

Std.06 CJIS — Organizational security policy shall be used to dictate the use
of Bluetooth and its associated devices based on the agency's operational
and business processes. [Source: CJIS 5.20.1.3]
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Std.07 CJIS — Organizations shall, at a minimum, ensure that wireless
devices:

a. Apply available critical patches and upgrades to the operating system as
soon as they become available for the device and after necessary testing as
described in System and Information Integrity (SI).

b. Are configured for local device authentication (see Section 5.20.7.1).

c. Use advanced authentication or CSO-approved compensating controls as
per Section 5.20.7.2.1.

d. Encrypt all CJI resident on the device.

e. Erase cached information, to include authenticators (see Identification and
Authentication (IA)) in applications, when session is terminated.

f. Employ personal firewalls on full-featured operating system devices or run
a Mobile Device Management (MDM) system that facilitates the ability to
provide firewall services from the agency level.

g. Employ malicious code protection on full-featured operating system
devices or run a MDM system that facilitates the ability to provide anti-
malware services from the agency level. [Source: CJIS 5.20.3]

TX-RAMP Correspondence

Compliance with this TxDOT control satisfies TX-RAMP Level 1 and Level 2
requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Low, Moderate, and High baselines.

Discussion

Wireless technologies include microwave, packet radio (ultra-high frequency
or very high frequency), 802.11x, and Bluetooth. Wireless networks use
authentication protocols that provide authenticator protection and mutual
authentication.

TxDOT Discussion
None.
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TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References

NIST SP 800-94, 800-97; PCI DSS; CJIS Security Policy; FedRAMP Security
Controls Baseline

Related Controls

AC-02, AC-03, AC-17, AC-19, CA-09, CM-07, IA-02, IA-03, IA-08, PL-04, SI-

()_4
AC-18(01) Authentication and Encryption
Baselines

Moderate, High

Overlays
CJIS; Sensitive; FedRAMP Moderate, FedRAMP High

Requirements

Protect wireless access to the system using authentication of both users and
devices as appropriate (for example, devices to wireless networks and users
to enterprise services) and encryption.

Implementation Standards

Std.01 — Implement Extensible Authentication Protocol (EAP) with Wi-Fi
Access Protection or IEEE 802.11i on WLANS or access points to provide
encryption and strong identification and authentication for moderate- and
high-impact systems.

Std.02 — Verify that wireless communications are mutually authenticated.
[Source: OWASP: Application Security Verification Standard C.9]

PCI DSS Correspondence
None.
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CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AC-18(01).

For systems processing CJIS data, the following additional Implementation
Standard applies:

Std.03 CJIS — For all agency-managed wireless access points (APs) with
access to an agency's network that processes unencrypted CJI:

a. Ensure that all APs have strong administrative passwords and ensure that
all passwords are changed in accordance with Identification and
Authentication (IA).

b. Ensure that encryption key sizes are at least 128-bits.
c. Ensure that the default shared keys are replaced by unique keys.

d. Ensure all management access and authentication occurs via FIPS
compliant secure protocols (e.g. SFTP, HTTPS, SNMP over TLS, etc.). Disable
non-FIPS compliant secure access to the management interface. [Source:
CJIS 5.20.1.1]

TX-RAMP Correspondence
None.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

Wireless networking capabilities represent a significant potential vulnerability
that can be exploited by adversaries. To protect systems with wireless
access points, strong authentication of users and devices along with strong
encryption can reduce susceptibility to threats by adversaries involving
wireless technologies.

TxDOT Discussion
None.

TxDOT References
Information Security and Privacy Policy
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State References
DIR Security Control Standards Catalog

Federal References

NIST SP 800-94, 800-97; CIJIS Security Policy; FedRAMP Security Controls
Baseline

Related Controls
SC-08, SC-12, SC-13

AC-18(03) Disable Wireless Networking

Baselines
Moderate, High

Overlays
CJIS; FedRAMP Moderate, FedRAMP High

Requirements

Disable, when not intended for use, wireless networking capabilities
embedded within system components prior to issuance and deployment.
Implementation Standards

None.

PCI DSS Correspondence
None.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AC-18(03).

For systems processing CJIS data, the following additional Implementation
Standard applies:

Std.01 CJIS — For all agency-managed wireless access points (APs) with
access to an agency's network that processes unencrypted CJI, ensure that
the ad hoc mode has been disabled. [Source: CJIS 5.20.1.1]

TX-RAMP Correspondence

None.
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FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

Wireless networking capabilities that are embedded within system
components represent a significant potential vulnerability that can be
exploited by adversaries. Disabling wireless capabilities when not needed for
essential organizational missions or functions can reduce susceptibility to
threats by adversaries involving wireless technologies.

TxDOT Discussion
None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog

Federal References

NIST SP 800-94, 800-97; CJIS Security Policy; FedRAMP Security Controls
Baseline

Related Controls

CP-02

AC-18(04) Restrict Configurations by Users

Baselines
N/A

Overlays
FedRAMP High

Requirements

Identify and explicitly authorize users allowed to independently configure
wireless networking capabilities.
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Implementation Standards
None.

PCI DSS Correspondence
None.

CJIS Correspondence
None.

TX-RAMP Correspondence
None.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the High baseline.

Discussion

Organizational authorizations to allow selected users to configure wireless
networking capabilities are enforced, in part, by the access enforcement
mechanisms employed within organizational systems.

TxDOT Discussion

None.

TxDOT References
None.

State References
None.

Federal References
FedRAMP Security Controls Baseline

Related Controls
SC-07, SC-15
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AC-18(05) Antennas and Transmission Power
Levels

Baselines

N/A

Overlays

CJIS; FedRAMP High

Requirements

Select radio antennas and calibrate transmission power levels to reduce the
probability that signals from wireless access points can be received outside
of organization-controlled boundaries.

Implementation Standards
None.

PCI DSS Correspondence
None.

CJIS Correspondence
For systems processing CJIS data, the following additional Implementation
Standard applies:

Std.01 CJIS — For all agency-managed wireless access points (APs) with
access to an agency's network that processes unencrypted CJI, test AP
range boundaries to determine the precise extent of the wireless coverage
and design the AP wireless coverage to limit the coverage area to only what
is needed for operational purposes. [Source: CJIS 5.20.1.1]

TX-RAMP Correspondence
None.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the High baseline.
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Discussion

Actions that may be taken to limit unauthorized use of wireless
communications outside of organization-controlled boundaries include
reducing the power of wireless transmissions so that the transmissions are
less likely to emit a signal that can be captured outside of the physical
perimeters of the organization, employing measures such as emissions
security to control wireless emanations, and using directional or
beamforming antennas that reduce the likelihood that unintended receivers
will be able to intercept signals. Prior to taking such mitigating actions,
organizations can conduct periodic wireless surveys to understand the radio
frequency profile of organizational systems as well as other systems that
may be operating in the area.

TxDOT Discussion

None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog

Federal References

NIST SP 800-94, 800-97; CJIS Security Policy; FedRAMP Security Controls
Baseline

Related Controls

None.

AC-19 Access Control for Mobile Devices

Baselines
Low, Moderate, High

Overlays

CJIS; PCI DSS; TX-RAMP Level 1, TX-RAMP Level 2; FedRAMP Low, FedRAMP
Moderate, FedRAMP High
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Requirements

a. Establish configuration requirements, connection requirements, and
implementation guidance for organization-controlled mobile devices, to
include when such devices are outside of controlled areas; and

b. Authorize the connection of mobile devices to organizational systems.

Implementation Standards

Std.01 — TxDOT shall establish usage restrictions, configuration
requirements, connection requirements, and implementation guidance for
organization-controlled mobile devices, whether owned by TxDOT or the
employee. [Source: DIR Control Standards Catalog AC-19]

Std.02 — Encryption is required for all mobile devices that contains TxDOT
Sensitive, Confidential, or Regulated Information.

Std.03 — Require multi-factor authentication for remote network access,
where supported. [Source: CIS 6.4]

PCI DSS Correspondence
For systems processing PCI DSS data, or that support PCI DSS processes,
the following additional Implementation Standard applies:

Std.04 PCI — Security controls are implemented on any computing devices,
including company- and employee-owned devices, that connect to both
untrusted networks (including the Internet) and the Cardholder Data
Environment (CDE) as follows:

a. Specific configuration settings are defined to prevent threats being
introduced into the entity's network.

b. Security controls are actively running.

c. Security controls are not alterable by users of the computing devices
unless specifically documented and authorized by management on a case-
by-case basis for a limited period.

[Source: PCI DSS 1.5.1]

CJIS Correspondence

Compliance with this TxDOT control satisfies CJIS requirements AC-19 and
5.20.1.2.2.
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For systems processing CJIS data, the following additional Implementation
Standards apply:

Std.05 CJIS — When directly accessing CJI from devices running a limited-
feature operating system:

a. Ensure that CJI is only transferred between CJI authorized applications
and storage areas of the device.

b. MDM with centralized administration configured and implemented to
perform at least the following controls:

1. Remote locking of device;

2. Remote wiping of device;

3. Setting and locking device configuration;
4

. Detection of "rooted" and "jailbroken" devices;

Ul

Enforcement of folder or disk level encryption;
Application of mandatory policy settings on the device;

Detection of unauthorized configurations;

® N o

. Detection of unauthorized software or applications;
9. Ability to determine the location of agency controlled devices; and

10. Prevention of unpatched devices from accessing CJI or CJI systems.
[Source: CJIS 5.20.2]

Std.06 CJIS — A personal firewall shall be employed on all mobile devices
that have a full-feature operating system (i.e. laptops or tablets with
Windows or Linux/Unix operating systems). At a minimum, the personal
firewall shall perform the following activities:

Q

. Manage program access to the Internet.

b. Block unsolicited requests to connect to the user device.

@]

. Filter incoming traffic by IP address or protocol.

o

. Filter incoming traffic by destination ports.

e. Maintain an IP traffic log. [Source: CJIS 5.20.4.3]
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Std.07 CJIS — Access control shall be accomplished by the application that
accesses CJI. [Source: CJIS 5.20.6]

Std.08 CJIS —

a. When mobile devices are authorized for use in accessing CJI, local device
authentication shall be used to unlock the device for use.

b. The authenticator used shall meet the requirements in Identification and
Authentication (IA). [Source: CJIS 5.20.7.1]

Std.09 CJIS — When certificates or cryptographic keys used to authenticate
a mobile device are used in lieu of compensating controls for advanced
authentication, they shall be:

a. Protected against being extracted from the device; and

b. Configured to use a secure authenticator (i.e. password, PIN) to unlock
the key for use. [Source: CJIS 5.20.7.3]

TX-RAMP Correspondence

Compliance with this TxDOT control satisfies TX-RAMP Level 1 and Level 2
requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Low, Moderate, and High baselines.

Discussion

A mobile device is a computing device that has a small form factor such that
it can easily be carried by a single individual; is designed to operate without
a physical connection; possesses local, non-removable or removable data
storage; and includes a self-contained power source. Mobile device
functionality may also include voice communication capabilities, on-board
sensors that allow the device to capture information, and/or built-in features
for synchronizing local data with remote locations. Examples include smart
phones and tablets. Mobile devices are typically associated with a single
individual. The processing, storage, and transmission capability of the mobile
device may be comparable to or merely a subset of notebook/desktop
systems, depending on the nature and intended purpose of the device.
Protection and control of mobile devices is behavior or policy-based and
requires users to take physical action to protect and control such devices
when outside of controlled areas. Controlled areas are spaces for which
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organizations provide physical or procedural controls to meet the
requirements established for protecting information and systems.

Due to the large variety of mobile devices with different characteristics and
capabilities, organizational restrictions may vary for the different classes or
types of such devices. Usage restrictions and specific implementation
guidance for mobile devices include configuration management, device
identification and authentication, implementation of mandatory protective
software, scanning devices for malicious code, updating virus protection
software, scanning for critical software updates and patches, conducting
primary operating system (and possibly other resident software) integrity
checks, and disabling unnecessary hardware.

Usage restrictions and authorization to connect may vary among
organizational systems. For example, the organization may authorize the
connection of mobile devices to its network and impose a set of usage
restrictions, while a system owner may withhold authorization for mobile
device connection to specific applications or impose additional usage
restrictions before allowing mobile device connections to a system. Adequate
security for mobile devices goes beyond the requirements specified in AC-
19. Many safeguards for mobile devices are reflected in other controls. AC-
20 addresses mobile devices that are not organization-controlled.

TxDOT Discussion
Notes for systems subject to CJIS requirements:

Any cellular device used to transmit CJI via voice is exempt from the
encryption and authentication requirements. [Source: CJIS 5.20.1.2.2]

Mobile Device Management (MDM) facilitates the implementation of sound
security controls for mobile devices and allows for centralized oversight of
configuration control, application usage, and device protection and recovery,
if so desired by the agency.

Due to the potential for inconsistent network access or monitoring capability
on mobile devices, methods used to monitor and manage the configuration
of full-featured operating systems may not function properly on devices with
limited-feature operating systems. MDM systems and applications coupled
with device specific technical policy can provide a robust method for device
configuration management if properly implemented.

Devices that have had any unauthorized changes made to them (including
but not limited to being rooted or jailbroken) shall not be used to process,
store, or transmit CJI data at any time. [Source: CJIS 5.20.2]
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A device certificate alone placed on the device shall not be considered valid
proof that the device is being operated by an authorized user. [Source: CJIS
5.20.7.3]

TxDOT References

Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References

NIST SP 800-114, 800-124; PCI DSS; CJIS Security Policy; FedRAMP
Security Controls Baseline

Related Controls

AC-03, AC-04, AC-07, AC-11, AC-17, AC-18, AC-20, CA-09, CM-02, CM-06,
IA-02, IA-03, MP-02, MP-04, MP-05, MP-07, PL-04, SC-07, SI-03, SI-04

AC-19(05) Full Device or Container-Based
Encryption

Baselines
Moderate, High

Overlays
CJIS; Sensitive; TX-RAMP Level 2; FedRAMP Moderate, FedRAMP High

Requirements

Employ full-device encryption where possible, and container-based
encryption otherwise to protect the confidentiality and integrity of
information on all mobile devices authorized to connect to TxDOT

information systems.

Implementation Standards
Std.01 — For moderate- and high-baseline systems, enterprise solutions for
full-disk or full-device encryption must be deployed.

Std.02 — All mobile devices (including, but not limited to, smartphones,
tablets, diagnostics and calibration devices) must employ TxDOT-defined
mobile device management and encryption solutions.
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Std.03 — All removable storage devices must be encrypted in accordance
with SC-13.

PCI DSS Correspondence

None.

CJIS Correspondence
For systems processing CJIS data, the following additional Implementation
Standard applies:

Std.04 CJIS — Employ full-device encryption to protect the confidentiality
and integrity of information on full- and limited-feature operating system
mobile devices authorized to process, store, or transmit CJI. [Source: CJIS
AC-19(05)]

TX-RAMP Correspondence

Compliance with this TxDOT control satisfies TX-RAMP Level 2 requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

Container-based encryption provides a more fine-grained approach to data
and information encryption on mobile devices, including encrypting selected
data structures such as files, records, or fields.

TxDOT Discussion

None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References

NIST SP 800-114, 800-124; CJIS Security Policy; FedRAMP Security Controls
Baseline
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Related Controls
SC-12, SC-13, SC-28

AC-20 Use of External Systems

Baselines
Low, Moderate, High

Overlays

CJIS; TX-RAMP Level 1, TX-RAMP Level 2; FedRAMP Low, FedRAMP
Moderate, FedRAMP High

Requirements

a. Establish terms and conditions as defined in Std.04, consistent with the
trust relationships established with other organizations owning, operating,
and/or maintaining external systems, allowing authorized individuals to:

1. Access the system from external systems; and

2. Process, store, or transmit organization-controlled information using
external systems; or

b. Prohibit the use of all types of external systems except as authorized per
Stds.03 & 04.

Implementation Standards
Std.01 — Rescinded in V2.2.

Std.02 —

a. TxDOT, as a state agency entering into or renewing a contract with a
vendor authorized to access, transmit, use, or store data for the agency,
shall include a provision in the contract requiring the vendor to meet the
security controls the agency determines are proportionate with the agency's
risk under the contract based on the sensitivity of the agency's data.

b. TXDOT shall require the vendor to periodically provide evidence to the
agency that the vendor meets the security controls required under the
contract. [Source: DIR Control Standards Catalog AC-20]

Std.03 — Limit connections to and use of external systems to only those
required for business operations.
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Std.04 — Establish and document terms and conditions via Interconnection
Security Agreements (ISAs).

PCI DSS Correspondence

None.

CJIS Correspondence

For systems processing CJIS data, the following additional Implementation
Standards apply:

Std.05 CJIS — Each Local Agency Security Officer (LASO) shall:

a. Identify who is using the CSA-approved hardware, software, and firmware
and ensure no unauthorized individuals or processes have access to the
same.

b. Identify and document how the equipment is connected to the state
system.

c. Ensure that personnel security screening procedures are being followed as
stated in this Policy.

d. Ensure the approved and appropriate security measures are in place and
working as expected.

e. Support policy compliance and ensure the CSA ISO is promptly informed
of security incidents. [Source: CJIS 3.2.9]

Std.06 CJIS — Prohibit the use of personally-owned information systems
including mobile devices (i.e., bring your own device [BYOD]) and publicly
accessible systems for accessing, processing, storing, or transmitting CJI.
[Source: CJIS AC-20]

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 1 and Level 2
requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Low, Moderate, and High baselines.
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Discussion

External systems are systems that are used by but not part of organizational
systems, and for which the organization has no direct control over the
implementation of required controls or the assessment of control
effectiveness. External systems include personally owned systems,
components, or devices; privately owned computing and communications
devices in commercial or public facilities; systems owned or controlled by
nonfederal organizations; systems managed by contractors; and federal
information systems that are not owned by, operated by, or under the direct
supervision or authority of the organization. External systems also include
systems owned or operated by other components within the same
organization and systems within the organization with different authorization
boundaries. Organizations have the option to prohibit the use of any type of
external system or prohibit the use of specified types of external systems,
(e.g., prohibit the use of any external system that is not organizationally
owned or prohibit the use of personally-owned systems).

For some external systems (i.e., systems operated by other organizations),
the trust relationships that have been established between those
organizations and the originating organization may be such that no explicit
terms and conditions are required. Systems within these organizations may
not be considered external. These situations occur when, for example, there
are pre-existing information exchange agreements (either implicit or explicit)
established between organizations or components or when such agreements
are specified by applicable laws, executive orders, directives, regulations,
policies, or standards. Authorized individuals include organizational
personnel, contractors, or other individuals with authorized access to
organizational systems and over which organizations have the authority to
impose specific rules of behavior regarding system access. Restrictions that
organizations impose on authorized individuals need not be uniform, as the
restrictions may vary depending on trust relationships between
organizations. Therefore, organizations may choose to impose different
security restrictions on contractors than on state, local, or tribal
governments.

External systems used to access public interfaces to organizational systems
are outside the scope of AC-20. Organizations establish specific terms and
conditions for the use of external systems in accordance with organizational
security policies and procedures. At a minimum, terms and conditions
address the specific types of applications that can be accessed on
organizational systems from external systems and the highest security
category of information that can be processed, stored, or transmitted on
external systems. If the terms and conditions with the owners of the
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external systems cannot be established, organizations may impose
restrictions on organizational personnel using those external systems.
TxDOT Discussion

Note for systems subject to FedRAMP Requirements:

The interrelated controls of AC-20, CA-3, and SA-9 should be differentiated
as follows:

AC-20 describes system access to and from external systems.

CA-3 describes documentation of an agreement between the respective
system owners when data is exchanged between the Cloud Service Offering
(CSO) and an external system.

SA-9 describes the responsibilities of external system owners. These
responsibilities would typically be captured in the agreement required by CA-
3.

[Source: FedRAMP Security Controls Baseline AC-20]

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References

FIPS 199; NIST SP 800-171, 800-172; CJIS Security Policy; FedRAMP
Security Controls Baseline

Related Controls
AC-02, AC-03, AC-17, AC-19, CA-03, PL-02, PL-04, SA-09, SC-07

AC-20(01) Limits on Authorized Use

Baselines
Moderate, High

Overlays

CJIS; Sensitive; TX-RAMP Level 2; FedRAMP Moderate, FedRAMP High
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Requirements

Permit authorized individuals to use an external system to access the system
or to process, store, or transmit organization-controlled information only
after:

a. Verification of the implementation of controls on the external system as
specified in the organization's security and privacy policies and security and
privacy plans; or

b. Retention of approved system connection or processing agreements with
the organizational entity hosting the external system.

Implementation Standards
None.

PCI DSS Correspondence
None.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AC-20(01).

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 2 requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

Limiting authorized use recognizes circumstances where individuals using
external systems may need to access organizational systems. Organizations
need assurance that the external systems contain the necessary controls so
as not to compromise, damage, or otherwise harm organizational systems.
Verification that the required controls have been implemented can be
achieved by external, independent assessments, attestations, or other
means, depending on the confidence level required by organizations.

TxDOT Discussion
None.
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TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References

FIPS 199; NIST SP 800-171, 800-172; FedRAMP Security Controls Baseline;
CJIS Security Policy

Related Controls

CA-02

AC-20(02) Portable Storage Devices —
Restricted Use

Baselines

Moderate, High

Overlays
CJIS; Sensitive; FedRAMP Moderate, FedRAMP High

Requirements

Restrict the use of organization-controlled portable storage devices by
authorized individuals on external systems using the restrictions defined in
Stds.01 & 02.

Implementation Standards

Std.01 — All portable storage devices connecting to TxDOT systems must
comply with the Media Protection policy and procedures. TxDOT-owned
portable storage devices may be used on external systems but data cannot
be transferred from those devices to the external systems.

Std.02 — Rewritable devices must be scanned for malware prior to accessing
TxDOT systems after any use on non-TxDOT systems.

PCI DSS Correspondence
None.
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CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AC-20(02).

TX-RAMP Correspondence
None.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

Limits on the use of organization-controlled portable storage devices in
external systems include restrictions on how the devices may be used and
under what conditions the devices may be used.

TxDOT Discussion

An example of Std.01 being implemented is a presentation that may be
stored on a portable device and accessed by a projection system not
controlled by TxDOT. When the portable device is connected to the TxDOT
system, it must be scanned for malware prior to being accessed.

TxDOT References

Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog

Federal References

FIPS 199; NIST SP 800-171, 800-172; FedRAMP Security Controls Baseline;
CJIS Security Policy

Related Controls
MP-07

AC-21 Information Sharing
Baselines

Moderate, High
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Overlays
CJIS; Sensitive; FedRAMP Moderate, FedRAMP High

Requirements

a. Enable authorized users to determine whether access authorizations
assigned to a sharing partner match the information's access and use
restrictions for information sharing circumstances as described in the
Information Sharing Agreement (ISA), where user discretion is required; and

b. Employ automated or manual review processes as described in Std.01 to
assist users in making information sharing and collaboration decisions.

Implementation Standards

Std.01 — Access authorizations must be documented in the System Security
Plan (SSP) and reviewed at least as often as the SSP for currency, business
need, and to ensure that no intentional or unintentional information sharing
with unauthorized parties occurs.

Std.02 — Provide training to authorized users on the mechanisms or
processes available for making appropriate sharing decisions, specifically
including access restrictions for data classifications.

PCI DSS Correspondence

None.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AC-21.

TX-RAMP Correspondence
None.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

Information sharing applies to information that may be restricted in some
manner based on some formal or administrative determination. Examples of
such information include, contract-sensitive information, classified
information related to special access programs or compartments, privileged
information, proprietary information, and personally identifiable information.
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Security and privacy risk assessments as well as applicable laws,
regulations, and policies can provide useful inputs to these determinations.
Depending on the circumstances, sharing partners may be defined at the
individual, group, or organizational level. Information may be defined by
content, type, security category, or special access program or compartment.
Access restrictions may include non-disclosure agreements (NDA).
Information flow techniques and security attributes may be used to provide
automated assistance to users making sharing and collaboration decisions.

TxDOT Discussion
Information Sharing and Analysis Organization:

1. The Texas Cyber Command shall establish at least one information
sharing and analysis organization to provide a forum for state agencies, local
governments, public and private institutions of higher education, and the
private sector to share information regarding cybersecurity threats, best
practices, and remediation strategies.

2. A participant in the information sharing and analysis organization shall
assert any exception available under state or federal law, including Section
552.139, in response to a request for public disclosure of information shared
through the organization. Section 552.007 does not apply to information
described by this subsection. [Source: TGC 2063.204]

Sharing information can help to manage risks. This information may include
vulnerabilities, threats, security incidents and mitigation measures, criticality
of systems and components, or delivery information for supply chain risk
management. This information sharing should be carefully managed to
ensure that the information is accessible only to authorized individuals with a
legitimate business need.

TxDOT References
Information Security and Privacy Policy

State References
TGC 2063; DIR Security Control Standards Catalog

Federal References

OMB A-130; NIST SP 800-150; NIST IR 8062; FedRAMP Security Controls
Baseline; CJIS Security Policy

Related Controls

AC-03, AC-04, PT-02, PT-07, RA-03, SC-15
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AC-22 Publicly Accessible Content
Baselines

Low, Moderate, High

Overlays
CJIS; TX-RAMP Level 2; FedRAMP Low, FedRAMP Moderate, FedRAMP High

Requirements
a. Designate individuals authorized to make information publicly accessible;

b. Train authorized individuals to ensure that publicly accessible information
does not contain nonpublic information;

c. Review the proposed content of information prior to posting onto the
publicly accessible system to ensure that nonpublic information is not
included; and

d. Review the content on the publicly accessible system for nonpublic
information quarterly or as new information is posted and remove such
information, if discovered.

Implementation Standards

Std.01 — Rescinded in V2.2.

Std.02 — If Sensitive, Confidential, or Regulated information is discovered
on a public site, the information must be handled according to the
organization's incident management policies and procedures.

PCI DSS Correspondence

None.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AC-22.

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 2 requirements.

FedRAMP Correspondence
Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Low, Moderate, and High baselines.
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Discussion

In accordance with applicable laws, executive orders, directives, policies,
regulations, standards, and guidelines, the public is not authorized to have
access to nonpublic information, including information protected under the
PRIVACT and proprietary information. Publicly accessible content addresses
systems that are controlled by the organization and accessible to the public,
typically without identification or authentication. Posting information on non-
organizational systems (e.g., non-organizational public websites, forums,
and social media) is covered by organizational policy. While organizations
may have individuals who are responsible for developing and implementing
policies about the information that can be made publicly accessible, publicly
accessible content addresses the management of the individuals who make
such information publicly accessible.

TxDOT Discussion
None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References
Privacy Act; FedRAMP Security Controls Baseline; CJIS Security Policy

Related Controls
AC-03, AT-02, AT-03
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AT — Awareness and Training

AT-01 Policy and Procedures

Baselines
Low, Moderate, High

Overlays

CJIS; Privacy; TX-RAMP Level 1, TX-RAMP Level 2; FedRAMP Low, FedRAMP
Moderate, FedRAMP High

Requirements
a. Develop, document, and disseminate to appropriate personnel:

1. Organization-level awareness and training policy that:

(a) Addresses purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance;
and

(b) Is consistent with applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and

2. Procedures to facilitate the implementation of the awareness and training
policy and the associated awareness and training controls;

b. Designate a senior management official as defined in the awareness and
training policy to manage the development, documentation, and
dissemination of the awareness and training policy and procedures; and

c. Review and update the current awareness and training:

1. Policy every year and following major changes to legislation or security
requirements; and

2. Procedures every year and following major changes to legislation or
security requirements.

Implementation Standards
Std.01 — Rescinded in V2.2.
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Std.02 — The TxDOT Executive Director or their designated
representative(s) shall ensure that the state agency has trained personnel to
assist the agency in complying with the requirements of 1 TAC 202 and
related policies. [Source: 1 TAC 202.20(b)(4)]

Std.03 — The Information Security Officer shall be responsible for:

a. Working with the business and technical resources to ensure that controls
are utilized to address all applicable requirements of 1 TAC 202 and the
agency's information security risks;

b. Providing guidance and assistance to senior agency officials, information-
owners, information custodians, and end users concerning their
responsibilities under 1 TAC 202; and

c. Recommending and collaborating to establish policies, procedures, and
practices, in cooperation with the agency Information Resources Manager,
information-owners, and custodians, necessary to ensure the security of
information and information resources against unauthorized or accidental
modification, destruction, access, exposure, or disclosure. [Source: 1 TAC
202.21(b)(3, 5, 8)]

PCI DSS Correspondence
None.

CJIS Correspondence
For systems processing CJIS data, the following additional Implementation
Standard applies:

Std.04 CJIS — Review and update the current awareness and training policy
and procedures following any security incidents involving unauthorized
access to CJI or systems used to process, store, or transmit CJI. [Source:
CJIS AT-01]

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 1 and Level 2
requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Low, Moderate, and High baselines.
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Discussion

Awareness and training policy and procedures address the controls in the AT
family that are implemented within systems and organizations. The risk
management strategy is an important factor in establishing such policies and
procedures. Policies and procedures contribute to security and privacy
assurance. Therefore, it is important that security and privacy programs
collaborate on the development of awareness and training policy and
procedures. Security and privacy program policies and procedures at the
organization level are preferable, in general, and may obviate the need for
mission- or system-specific policies and procedures. The policy can be
included as part of the general security and privacy policy or be represented
by multiple policies that reflect the complex nature of organizations.
Procedures can be established for security and privacy programs, for mission
or business processes, and for systems, if needed. Procedures describe how
the policies or controls are implemented and can be directed at the
individual or role that is the object of the procedure. Procedures can be
documented in system security and privacy plans or in one or more separate
documents. Events that may precipitate an update to awareness and training
policy and procedures include assessment or audit findings, security
incidents or breaches, or changes in applicable laws, executive orders,
directives, regulations, policies, standards, and guidelines. Simply restating
controls does not constitute an organizational policy or procedure.

TxDOT Discussion
None.

TxDOT References
Information Security and Privacy Policy

State References

1 TAC 202; DIR Security Control Standards Catalog; TX-RAMP Program
Manual

Federal References

OMB A-130; NIST SP 800-12, 800-30, 800-39, 800-50, 800-100; FedRAMP
Security Controls Baseline; CJIS Security Policy

Related Controls
PM-09, PS-08, SI-12
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AT-02 Literacy Training and Awareness
Baselines

Low, Moderate, High

Overlays

CJIS; PCI DSS; Privacy; TX-RAMP Level 1, TX-RAMP Level 2; FedRAMP Low,
FedRAMP Moderate, FedRAMP High

Requirements

a. Provide security and privacy literacy training to system users (including
managers, senior executives, and contractors):

1. As part of initial training for new users and annually thereafter; and

2. When required by system changes or following major changes to
legislation or security requirements;

b. Employ the following techniques to increase the security and privacy
awareness of system users: awareness techniques in accordance with the
awareness and training policy, procedures, and standards;

c. Update literacy training and awareness content annually and following
major changes to legislation or security requirements; and

d. Incorporate lessons learned from internal or external security incidents or
breaches into literacy training and awareness techniques.

Implementation Standards
Std.01 — Rescinded in V2.2.

Std.02 — An agency-wide information security program must be approved
by the TxDOT Executive Director and include administering an ongoing
information security awareness education program in compliance with the
requirements of Texas Government Code Sec. 2054.5191 - .5192 for all
users; and introducing information security awareness and informing new
employees of information security policies and procedures during the
onboarding process. [Source: 1 TAC 202.24(b)(2, 3)]

Std.03 — To the extent possible, TXxDOT shall provide employees described
by TGC 2054.135(c) (that is, employees of the agency who handle sensitive
information, including financial, medical, personnel, or student data) with
cybersecurity awareness training to coincide with the distribution of:
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a. The data use agreement required under TGC 2054.135; and
b. Each biennial update to that agreement. [Source: TGC 2054.135(d)]

Std.04 —TxDOT may select the most appropriate cybersecurity training
program certified under TGC 2063.102 for employees and officials of the
state agency. [Source: TGC 2063.103(d)]

Std.05 — Each elected or appointed official and employee of TXxDOT who has
access to the entity's information resources or information resources
technologies shall annually complete a cybersecurity training program
certified under Section 2063.102. [Source: TGC 2063.103(a)]

Std.06 —The TxDOT Executive Director shall verify completion of a
cybersecurity training program by employees and officials of TxDOT in a
manner specified by the Texas Cyber Command. Additionally, the TxDOT
Executive Director shall periodically require an internal review of the agency
to ensure compliance with TGC 2063.103. [Source: TGC 2063.103(d), (e)]

Std.07 — TxDOT shall require any contractor who has access to a state
computer system or database to complete a cybersecurity training program
certified under TGC 2063.102 as selected by the agency. The cybersecurity
training program must be completed by a contractor during the term of the
contract and during any renewal period. A contractor required to complete a
cybersecurity training program under this section shall verify completion of
the program to the contracting state agency. [Source: TGC 2063.104(b, c,

e)]

Std.08 — Required completion of a cybersecurity training program must be
included in the terms of a contract awarded by a state agency to a
contractor. [Source: TGC 2063.104(d)]

Std.09 — The person who oversees contract management for TxDOT shall:

(a) Not later than August 31 of each year, report the contractor's completion
to the Texas Cyber Command; and

(b) Periodically review agency contracts to ensure compliance with this
section. [Source: TGC 2063.104(e)(1),(2)]
PCI DSS Correspondence

Compliance with this TxDOT control satisfies PCI DSS requirements 12.6.1,
12.6.2, and 12.6.3.
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For systems processing PCI DSS data, or that support PCI DSS processes,
the following additional Implementation Standard applies:

Std.10 PCI — Security awareness training includes awareness of threats and
vulnerabilities that could impact the security of the Cardholder Data
Environment (CDE), including but not limited to:

a. Phishing and related attacks.
b. Social engineering.
[Source: PCI DSS 12.6.3.1]

c. Security awareness training includes awareness about the acceptable use
of end-user technologies in accordance with Requirement 12.2.1. [Source:
PCI DSS 12.6.3.2]

CJIS Correspondence

For systems processing CJIS data, the following additional Implementation
Standard applies:

Std.11 CJIS —

a. Provide security and privacy literacy training to system users (including
managers, senior executives, and contractors): When required by system
changes or within 30 days of any security event for individuals involved in
the event; and

b. Update literacy training and awareness content annually and following
changes in the information system operating environment, when security
incidents occur, or when changes are made in the CJIS Security Policy.
[Source: CJIS AT-02]

TX-RAMP Correspondence

Compliance with this TxDOT control satisfies TX-RAMP Level 1 and Level 2
requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Low, Moderate, and High baselines.

Discussion

Organizations provide basic and advanced levels of literacy training to
system users, including measures to test the knowledge level of users.
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Organizations determine the content of literacy training and awareness
based on specific organizational requirements, the systems to which
personnel have authorized access, and work environments (e.g., telework).
The content includes an understanding of the need for security and privacy
as well as actions by users to maintain security and personal privacy and to
respond to suspected incidents. The content addresses the need for
operations security and the handling of personally identifiable information.

Awareness techniques include displaying posters, offering supplies inscribed
with security and privacy reminders, displaying logon screen messages,
generating email advisories or notices from organizational officials, and
conducting awareness events. Literacy training after the initial training
described in AT-02a.1 is conducted at a minimum frequency consistent with
applicable laws, directives, regulations, and policies. Subsequent literacy
training may be satisfied by one or more short ad hoc sessions and include
topical information on recent attack schemes, changes to organizational
security and privacy policies, revised security and privacy expectations, or a
subset of topics from the initial training. Updating literacy training and
awareness content on a regular basis helps to ensure that the content
remains relevant. Events that may precipitate an update to literacy training
and awareness content include, but are not limited to, assessment or audit
findings, security incidents or breaches, or changes in applicable laws,
executive orders, directives, regulations, policies, standards, and guidelines.

TxDOT Discussion

TxDOT may deny access to its information resources or information
resources technologies to an employee or official who is noncompliant with
the requirements of Subsection (a). [Source: TGC 2063.103(b)]

TxDOT References
Information Security and Privacy Policy

State References

1 TAC 202; TGC 2063; DIR Security Control Standards Catalog; TX-RAMP
Program Manual

Federal References

OMB A-130; NIST SP 800-50, 800-160-2, 800-181; ODNI CTF; PCI DSS;
FedRAMP Security Controls Baseline; CJIS Security Policy
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Related Controls

AC-03, AC-17, AC-22, AT-03, AT-04, CP-03, IA-04, IR-02, IR-07, PL-04, PM-
13, PM-21, PS-07, PT-02, SA-08, SA-16

AT-02(02) Insider Threat

Baselines
Low, Moderate, High

Overlays
CJIS; TX-RAMP Level 2; FedRAMP Low, FedRAMP Moderate, FedRAMP High

Requirements

Provide literacy training on recognizing and reporting potential indicators of
insider threat.

Implementation Standards

Std.01 — Include content on insider threat in training for employees and
contractors in accordance with PM-12.

PCI DSS Correspondence
None.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AT-02(02).

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 2 requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Low, Moderate, and High baselines.

Discussion

Potential indicators and possible precursors of insider threat can include
behaviors such as inordinate, long-term job dissatisfaction; attempts to gain
access to information not required for job performance; unexplained access
to financial resources; bullying or harassment of fellow employees;
workplace violence; and other serious violations of policies, procedures,
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directives, regulations, rules, or practices. Literacy training includes how to
communicate the concerns of employees and management regarding
potential indicators of insider threat through channels established by the
organization and in accordance with established policies and procedures.
Organizations may consider tailoring insider threat awareness topics to the
role. For example, training for managers may be focused on changes in the
behavior of team members, while training for employees may be focused on
more general observations.

TxDOT Discussion

None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References

OMB A-130; NIST SP 800-50, 800-160-2, 800-181; ODNI CTF; FedRAMP
Security Controls Baseline; CJIS Security Policy

Related Controls

PM-12

AT-02(03) Social Engineering and Mining

Baselines
Moderate, High

Overlays
CJIS; TX-RAMP Level 2; FedRAMP High

Requirements

Provide literacy training on recognizing and reporting potential and actual
instances of social engineering and social mining.
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Implementation Standards

Std.01 — Information Security Training for employees and contractors must
include content on social engineering and social mining including instructions
on reporting.

PCI DSS Correspondence

None.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AT-02(03).

TX-RAMP Correspondence
Compliance with this TxDOT control satisfies TX-RAMP Level 2 requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the High baseline.

Discussion

Social engineering is an attempt to trick an individual into revealing
information or taking an action that can be used to breach, compromise, or
otherwise adversely impact a system. Social engineering includes phishing,
pretexting, impersonation, baiting, quid pro quo, thread-jacking, social
media exploitation, and tailgating. Social mining is an attempt to gather
information about the organization that may be used to support future
attacks. Literacy training includes information on how to communicate the
concerns of employees and management regarding potential and actual
instances of social engineering and data mining through organizational
channels based on established policies and procedures.

TxDOT Discussion
None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual
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Federal References

OMB A-130; NIST SP 800-50, 800-160-2, 800-181; ODNI CTF; FedRAMP
Security Controls Baseline; CJIS Security Policy

Related Controls

None.

AT-03 Role-Based Training

Baselines
Low, Moderate, High

Overlays

CJIS; Privacy; TX-RAMP Level 1, TX-RAMP Level 2; FedRAMP Low, FedRAMP
Moderate, FedRAMP High

Requirements

a. Provide role-based security and privacy training to personnel with the
following roles and responsibilities: as outlined in Information Security Role
Based Training guidance:

1. Before authorizing access to the system, information, or performing
assigned duties, and when an employee enters a new position that requires
additional role-specific training, and annually thereafter; and

2. When required by system changes;

b. Update role-based training content annually and following major changes
to legislation or security requirements; and

c. Incorporate lessons learned from internal or external security incidents or
breaches into role-based training.

Implementation Standards
Std.01 — Rescinded in V2.2.

Std.02 — The TxDOT Executive Director or their designated
representative(s) shall ensure that the state agency has trained personnel to
assist the agency in complying with the requirements of 1 TAC 202 and
related policies. [Source: 1 TAC 202.20(b)(4)]
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Std.03 — The Information Security Officer shall be responsible for providing
for training and direction for personnel with significant responsibilities for
information security with respect to such responsibilities. [Source: 1 TAC
202.21(b)(4)]

Std.04 — TxDOT may spend public funds as appropriate to reimburse a state
agency employee or administrator who serves in an information technology,
cybersecurity, or other cyber-related position for fees associated with
industry-recognized certification examinations. [Source: TGC 656.047(a)(1)]

Std.05 — Rescinded in V4.1.

Std.06 — TxDOT shall, with available funds, identify information security
issues and develop a plan to prioritize the remediation of those issues. The
agency shall include in the plan:

a. Analysis of the percentage of state agency personnel in information
technology, cybersecurity, or other cyber-related positions who currently
hold the appropriate industry-recognized certifications as identified by the
National Initiative for Cybersecurity Education;

b. The level of preparedness of TxDOT cyber personnel and potential
personnel who do not hold the appropriate industry-recognized certifications
to successfully complete the industry-recognized certification examinations;
and

c. A strategy for mitigating any workforce-related discrepancy in information
technology, cybersecurity, or other cyber-related positions with the
appropriate training and industry-recognized certifications. [Source: TGC
2054.575(a)(3, 4, 5)]

PCI DSS Correspondence

None.

CJIS Correspondence

For systems processing CJIS data, the following additional Implementation
Standard applies:

Std.10 CJIS —

a. Provide role-based security and privacy training to personnel with the
following roles and responsibilities:

e All individuals with unescorted access to a physically secure location;
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e General User: A user, but not a process, who is authorized to use an
information system;

e Privileged User: A user that is authorized (and, therefore, trusted) to
perform security-relevant functions that general users are not authorized to
perform;

e Organizational Personnel with Security Responsibilities: Personnel with the
responsibility to ensure the confidentiality, integrity, and availability of CJI
and the implementation of technology in a manner compliant with the
CJISSECPOL.

1. Before authorizing access to the system, information, or performing
assigned duties, and annually thereafter; and

2. When required by system changes.

b. Update role-based training content annually and following audits of the
CSA and local agencies; changes in the information system operating
environment; security incidents; or when changes are made to the CJIS
Security Policy;

c. Incorporate lessons learned from internal or external security incidents or
breaches into role-based training;

d. Incorporate the minimum following topics into the appropriate role-based
training content:

1. All individuals with unescorted access to a physically secure location:

a. Access, Use and Dissemination of Criminal History Record Information
(CHRI), NCIC Restricted Files Information, and NCIC Non-Restricted Files
Information Penalties;

b. Reporting Security Events;
c. Incident Response Training;
d. System Use Notification;

. Physical Access Authorizations;

()

f. Physical Access Control;

g. Monitoring Physical Access;

-y

. Visitor Control;
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i. Personnel Sanctions.

2. General User: A user, but not a process, who is authorized to use an
information system. In addition to AT-3(d)(1) above, include the following
topics:

a. Criminal Justice Information;

b. Proper Access, Use, and Dissemination of NCIC Non-Restricted Files
Information;

c. Personally Identifiable Information;

d. Information Handling;

e. Media Storage;

f. Media Access;

g. Audit Monitoring, Analysis, and Reporting;
h. Access Enforcement;

i. Least Privilege;

j. System Access Control;

k. Access Control Criteria;

|. System Use Notification;

m. Session Lock;

n. Personally Owned Information Systems;
0. Password;

p. Access Control for Display Medium;

gd. Encryption;

r. Malicious Code Protection;

s. Spam and Spyware Protection;

t. Cellular Devices;

u. Mobile Device Management;
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v. Wireless Device Risk Mitigations;

w. Wireless Device Malicious Code Protection;

X. Literacy Training and Awareness/Social Engineering and Mining;
y. Identification and Authentication (Organizational Users);

z. Media Protection.

3. Privileged User: A user that is authorized (and, therefore, trusted) to
perform security-relevant functions that general users are not authorized to
perform. In addition to AT-3(d) (1) and (2) above, include the following
topics:

a. Access Control;

b. System and Communications Protection and Information Integrity;
c. Patch Management;

d. Data backup and storage—centralized or decentralized approach;
e. Most recent changes to the CJIS Security Policy.

4. Organizational Personnel with Security Responsibilities: Personnel with the
responsibility to ensure the confidentiality, integrity, and availability of CJI
and the implementation of technology in a manner compliant with the
CJISSECPOL. In addition to AT-3 (d) (1), (2), and (3) above, include the
following topics:

a. Local Agency Security Officer Role;
b. Authorized Recipient Security Officer Role;

c. Additional state/local/tribal/territorial or federal agency roles and
responsibilities;

d. Summary of audit findings from previous state audits of local agencies;
e. Findings from the last FBI CJIS Division audit.

[Source: CJIS AT-03]

Std.07 CJIS — Rescinded in V4.0.

Std.08 CJIS — Rescinded in V4.0.
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Std.09 CJIS — Rescinded in V4.0.

TX-RAMP Correspondence

Compliance with this TxDOT control satisfies TX-RAMP Level 1 and Level 2
requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Low, Moderate, and High baselines.

Discussion

Organizations determine the content of training based on the assigned roles
and responsibilities of individuals as well as the security and privacy
requirements of organizations and the systems to which personnel have
authorized access, including technical training specifically tailored for
assigned duties. Roles that may require role-based training include senior
leaders or management officials (e.g., head of agency/chief executive
officer, chief information officer, senior accountable official for risk
management, senior agency information security officer, senior agency
official for privacy), system owners; authorizing officials; system security
officers; privacy officers; acquisition and procurement officials; enterprise
architects; systems engineers; software developers; systems security
engineers; privacy engineers; system, network, and database
administrators; auditors; personnel conducting configuration management
activities; personnel performing verification and validation activities;
personnel with access to system-level software; control assessors; personnel
with contingency planning and incident response duties; personnel with
privacy management responsibilities; and personnel with access to
personally identifiable information.

Comprehensive role-based training addresses management, operational, and
technical roles and responsibilities covering physical, personnel, and
technical controls. Role-based training also includes policies, procedures,
tools, methods, and artifacts for the security and privacy roles defined.
Organizations provide the training necessary for individuals to fulfill their
responsibilities related to operations and supply chain risk management
within the context of organizational security and privacy programs. Role-
based training also applies to contractors who provide services to federal
agencies. Types of training include web-based and computer-based training,
classroom-style training, and hands-on training (including micro-training).
Updating role-based training on a regular basis helps to ensure that the
content remains relevant and effective. Events that may precipitate an
update to role-based training content include, but are not limited to,
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assessment or audit findings, security incidents or breaches, or changes in
applicable laws, executive orders, directives, regulations, policies, standards,
and guidelines.

TxDOT Discussion
State Implementation Details

Security awareness training shall be delivered in accordance with Texas
Government Code 2054.519. [Source: DIR Control Standards Catalog AT-3]

TxDOT References
Information Security and Privacy Policy

State References

1 TAC 202; TGC 656; TGC 2054; DIR Information Resources Employees
Continuing Education Guidelines for Cybersecurity; DIR Security Control
Standards Catalog; TX-RAMP Program Manual

Federal References

OMB A-130; NIST SP 800-50, 800-181; CJIS Security Policy; FedRAMP
Security Controls Baseline

Related Controls

AC-03, AC-17, AC-22, AT-02, AT-04, CP-03, IR-02, IR-04, IR-07, PL-04, PM-
13, PS-07, PS-09, SA-03, SA-08, SA-11, SA-16, SR-05, SR-06, SR-11, SR-
11(01)

AT-03(05) Processing Personally Identifiable
Information

Baselines
N/A

Overlays
CJIS; Privacy

Requirements

Provide personnel or roles that have access to personally identifiable
information (PII) with initial and annual training in the employment and

TxDOT Information Security and Privacy Controls Catalog Version 4.1
134 of 1034 FINAL published on 10/15/2025



Docusign Envelope ID: 715C4680-F9E9-4F7E-AE9D-4699701ECB6C

TxDOT Information Security PUBLIC Effective Date: 11/01/2025

operation of personally identifiable information processing and transparency
controls.

Implementation Standards

Std.01 — Ensure that role-based training includes proper handling of
sensitive personal information (SPI).

PCI DSS Correspondence
None.

CJIS Correspondence

For systems processing CJIS data, the following additional Implementation
Standard applies:

Std.02 CJIS — Provide all personnel when their unescorted logical or
physical access to any information system results in the ability, right, or
privilege to view, modify, or make use of unencrypted CJI with initial and
annual training in the employment and operation of personally identifiable
information processing and transparency controls. [Source: CJIS AT-03(05)]

TX-RAMP Correspondence
None.

FedRAMP Correspondence
None.

Discussion

Personally identifiable information processing and transparency controls
include the organization's authority to process personally identifiable
information and personally identifiable information processing purposes.
Role-based training for federal agencies addresses the types of information
that may constitute personally identifiable information and the risks,
considerations, and obligations associated with its processing. Such training
also considers the authority to process personally identifiable information
documented in privacy policies and notices, system of records notices,
computer matching agreements and notices, privacy impact assessments,
PRIVACT statements, contracts, information sharing agreements,
memoranda of understanding, and/or other documentation.

TxDOT Discussion
None.
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TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog

Federal References
OMB A-130; NIST SP 800-50, 800-181; CJIS Security Policy

Related Controls
PT-02, PT-03, PT-05

AT-04 Training Records

Baselines
Low, Moderate, High

Overlays

CJIS; Privacy; TX-RAMP Level 1, TX-RAMP Level 2; FedRAMP Low, FedRAMP
Moderate, FedRAMP High

Requirements

a. Document and monitor information security and privacy training activities,
including security and privacy awareness training and specific role-based
security and privacy training; and

b. Retain individual training records for termination of employment + five
years.

Implementation Standards
Std.01 — Rescinded in V2.2.

PCI DSS Correspondence
None.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AT-04.
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TX-RAMP Correspondence

Compliance with this TxDOT control satisfies TX-RAMP Level 1 and Level 2
requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Low, Moderate, and High baselines.

Discussion

Documentation for specialized training may be maintained by individual
supervisors at the discretion of the organization. The National Archives and
Records Administration provides guidance on records retention for federal
agencies.

TxDOT Discussion

None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References
OMB A-130; CIIS Security Policy; FedRAMP Security Controls Baseline

Related Controls
AT-02, AT-03, CP-03, IR-02, PM-14, SI-12
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AU — Audit and Accountability

AU-01 Policy and Procedures

Baselines
Low, Moderate, High

Overlays

CJIS; PCI DSS; Privacy; TX-RAMP Level 1, TX-RAMP Level 2; FedRAMP Low,
FedRAMP Moderate, FedRAMP High

Requirements
a. Develop, document, and disseminate to appropriate personnel:

1. Organization-level audit and accountability policy that:

(a) Addresses purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance;
and

(b) Is consistent with applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and

2. Procedures to facilitate the implementation of the audit and accountability
policy and the associated audit and accountability controls;

b. Designate a senior management official as defined in the audit and
accountability policy to manage the development, documentation, and
dissemination of the audit and accountability policy and procedures; and

c. Review and update the current audit and accountability:

1. Policy every year and following major changes to legislation or security
requirements; and

2. Procedures every year and following major changes to legislation or
security requirements.

Implementation Standards
Std.01 — Rescinded in V2.2.

Std.02 — The Information Security Officer shall be responsible for:
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a. Working with the business and technical resources to ensure that controls
are utilized to address all applicable requirements of 1 TAC 202 and the
agency's information security risks;

b. Providing guidance and assistance to senior agency officials, information-
owners, information custodians, and end users concerning their
responsibilities under 1 TAC 202; and

c. Recommending and collaborating to establish policies, procedures, and
practices, in cooperation with the agency Information Resources Manager,
information-owners, and custodians, necessary to ensure the security of
information and information resources against unauthorized or accidental
modification, destruction, access, exposure, or disclosure. [Source: 1 TAC
202.21(b)(3, 5, 8)]

PCI DSS Correspondence

Compliance with this TxDOT control satisfies PCI DSS requirements 10.1.1
and 10.1.2.

Std.03 PCI — Rescinded in V3.0.

CJIS Correspondence

For systems processing CJIS data, the following additional Implementation
Standard applies:

Std.04 CJIS — Review and update the current audit and accountability policy
and procedures following any security incidents involving unauthorized
access to CJI or systems used to process, store, or transmit CJI. [Source:
CJIS AU-01]

TX-RAMP Correspondence

Compliance with this TxDOT control satisfies TX-RAMP Level 1 and Level 2
requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Low, Moderate, and High baselines.

Discussion

Audit and accountability policy and procedures address the controls in the
AU family that are implemented within systems and organizations. The risk
management strategy is an important factor in establishing such policies and
procedures. Policies and procedures contribute to security and privacy
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assurance. Therefore, it is important that security and privacy programs
collaborate on the development of audit and accountability policy and
procedures. Security and privacy program policies and procedures at the
organization level are preferable, in general, and may obviate the need for
mission- or system-specific policies and procedures. The policy can be
included as part of the general security and privacy policy or be represented
by multiple policies that reflect the complex nature of organizations.
Procedures can be established for security and privacy programs, for mission
or business processes, and for systems, if needed. Procedures describe how
the policies or controls are implemented and can be directed at the
individual or role that is the object of the procedure. Procedures can be
documented in system security and privacy plans or in one or more separate
documents. Events that may precipitate an update to audit and
accountability policy and procedures include assessment or audit findings,
security incidents or breaches, or changes in applicable laws, executive
orders, directives, regulations, policies, standards, and guidelines. Simply
restating controls does not constitute an organizational policy or procedure.

TxDOT Discussion
None.

TxDOT References
Information Security and Privacy Policy

State References

1 TAC 202; DIR Security Control Standards Catalog; TX-RAMP Program
Manual

Federal References

NIST SP 800-12, 800-30, 800-39, 800-100; PCI DSS; CJIS Security Policy;
FedRAMP Security Controls Baseline

Related Controls

PM-09, PS-08, SI-12

AU-02 Event Logging

Baselines
Low, Moderate, High
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Overlays

CJIS; Privacy; TX-RAMP Level 1, TX-RAMP Level 2; FedRAMP Low, FedRAMP
Moderate, FedRAMP High

Requirements

a. Identify the types of events that the system is capable of logging in
support of the audit function: event types as defined in Std.04;

b. Coordinate the event logging function with other organizational entities
requiring audit-related information to guide and inform the selection criteria
for events to be logged;

c. Specify the following event types for logging within the system: as
specified in the System Security Plan (SSP), the subset of the auditable
events defined in AU-02a. for specific components of the system, along with
the frequency of (or situation requiring) auditing for each identified event
type in accordance with AU-06;

d. Provide a rationale for why the event types selected for logging are
deemed to be adequate to support after-the-fact investigations of incidents;
and

e. Review and update the event types selected for logging annually.

Implementation Standards

Std.01 — Information resources systems shall provide the means whereby
authorized personnel have the ability to audit and establish individual
accountability for any action that can potentially cause access to, generation
or modification of, or affect the release of confidential information. [Source:
DIR Control Standards Catalog AU-2]

Std.02 — Appropriate audit trails shall be maintained to provide
accountability for updates to mission critical information, hardware and
software and for all changes to automated security or access rules. [Source:
DIR Control Standards Catalog AU-2]

Std.03 — Based on TxDOT's assessment of the risk, TxDOT shall maintain a
sufficiently complete history of transactions to permit an audit of the
information resources system by logging and tracing the activities of
individuals through the system. [Source: DIR Control Standards Catalog AU-
2]

Std.04 — If capable, systems must log the following event types:
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a. Authentication events;
b. File and Objects events;

c. Writes/downloads to devices/media (for example, floppy disks, CD/DVD
drives, USB devices/printers) (Success/Failure);

d. Uploads from devices/media (for example, USB, CD/DVD drives
(Success/Failure);

e. User and Group Management events;

f. Use of Privileged/Special Rights events;

g. Admin or root-level access (Success/Failure);

h. Privilege/Role escalation (Success/Failure);

i. Audit and log data accesses (Success/Failure);

j. System reboot, restart, and shutdown (Success/Failure);
k. Print to a device (Success/Failure);

|. Print to a file (for example, pdf format) (Success/Failure);

m. Application (for example, Firefox, Internet Explorer, MS Office Suite, etc.)
initialization (Success/Failure);

n. Export of information (Success/Failure) include (for example, to CDRW,
thumb drives, or remote systems);

o. Import of information (Success/Failure) include (for example, from CDRW,
thumb drives, or remote systems).

Std.05 — Event logs must be retained in a format that allows compilation of
auditing records from multiple components into a system-wide, time-
correlated audit trail.

Std.06 — At a minimum, the list of auditable events for a system must be
adequate to support after-the-fact investigations of security events. Event
logging plans for a system must be updated following any investigation
where a deficiency of auditing is uncovered for a similar system.

PCI DSS Correspondence

None.
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CJIS Correspondence

Compliance with this TxDOT control satisfies CJIS requirements AU-02 and
5.20.1.1.

TX-RAMP Correspondence

For systems subject to TX-RAMP Level 1 or Level 2 requirements, the
following standard applies:

Std.07 TX-RAMP — If capable, systems must log the following event types:
Policy change, process tracking, and, for Web applications, authorization
checks. [Source: TX-RAMP Manual AU-2]

FedRAMP Correspondence

For systems subject to FedRAMP requirements at the Low, Moderate, or High
baselines, the following standard applies:

Std.08 FedRAMP —

a. Identify the types of events that the system is capable of logging in
support of the audit function: successful and unsuccessful account logon
events, account management events, object access, policy change, privilege
functions, process tracking, and system events. For Web applications: all
administrator activity, authentication checks, authorization checks, data
deletions, data access, data changes, and permission changes;

b. Coordinate the event logging function with other organizational entities
requiring audit-related information to guide and inform the selection criteria
for events to be logged;

c. Specify the following event types for logging within the system:
organization-defined subset of the auditable events defined in AU-2a to be
audited continually for each identified event;

d. Provide a rationale for why the event types selected for logging are
deemed to be adequate to support after-the-fact investigations of incidents;
and

e. Review and update the event types selected for logging annually and
whenever a change in the threat environment is discovered or when changes
to the threat environment are communicated to the service provider by the
Joint Authorization Board (JAB)/Authorizing Official (AO).

[Source: FedRAMP Security Controls Baseline AU-2]
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Discussion

An event is an observable occurrence in a system. The types of events that
require logging are those events that are significant and relevant to the
security of systems and the privacy of individuals. Event logging also
supports specific monitoring and auditing needs. Event types include
password changes, failed logons or failed accesses related to systems,
security or privacy attribute changes, administrative privilege usage, PIV
credential usage, data action changes, query parameters, or external
credential usage. In determining the set of event types that require logging,
organizations consider the monitoring and auditing appropriate for each of
the controls to be implemented. For completeness, event logging includes all
protocols that are operational and supported by the system.

To balance monitoring and auditing requirements with other system needs,
event logging requires identifying the subset of event types that are logged
at a given point in time. For example, organizations may determine that
systems need the capability to log every file access successful and
unsuccessful, but not activate that capability except for specific
circumstances due to the potential burden on system performance. The
types of events that organizations desire to be logged may change.
Reviewing and updating the set of logged events is necessary to help ensure
that the events remain relevant and continue to support the needs of the
organization. Organizations consider how the types of logging events can
reveal information about individuals that may give rise to privacy risk and
how best to mitigate such risks. For example, there is the potential to reveal
personally identifiable information in the audit trail, especially if the logging
event is based on patterns or time of usage.

Event logging requirements, including the need to log specific event types,
may be referenced in other controls and control enhancements. These
include AC-02(04), AC-03(10), AC-06(09), AC-17(01), CM-03f, CM-05(01),
IA-03(03)(b), MA-04(01), MP-04(02), PE-03, PM-21, PT-07, RA-08, SC-
07(09), SC-07(15), SI-03(08), SI-04(22), SI-07(08), and SI-10(01).
Organizations include event types that are required by applicable laws,
executive orders, directives, policies, regulations, standards, and guidelines.
Audit records can be generated at various levels, including at the packet
level as information traverses the network. Selecting the appropriate level of
event logging is an important part of a monitoring and auditing capability
and can identify the root causes of problems. When defining event types,
organizations consider the logging necessary to cover related event types,
such as the steps in distributed, transaction-based processes and the actions
that occur in service-oriented architectures.
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TxDOT Discussion
None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References

OMB A-130; NIST SP 800-92; CJIS Security Policy; FedRAMP Security
Controls Baseline

Related Controls

AC-02, AC-03, AC-06, AC-07, AC-08, AC-17, AU-03, AU-04, AU-05, AU-06,

AU-07, AU-11, AU-12, CM-03, CM-05, CM-06, IA-03, MA-04, MP-04, PE-03,
PM-21, PT-02, PT-07, RA-08, SA-08, SC-07, SC-18, SI-03, SI-04, SI-07, SI-
10, SI-11

AU-03 Content of Audit Records

Baselines
Low, Moderate, High

Overlays

CJIS; PCI DSS; TX-RAMP Level 1, TX-RAMP Level 2; FedRAMP Low, FedRAMP
Moderate, FedRAMP High

Requirements

Ensure that audit records contain information that establishes the following:

Q

. What type of event occurred;

b. When the event occurred;

@]

. Where the event occurred;
d. Source of the event;

e. Outcome of the event; and
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f. Identity of any individuals, subjects, or objects/entities associated with the
event.

Implementation Standards

Std.01 — Rescinded in V2.2.

Std.02 — For moderate- and high-security baseline systems, the audit

function must have the capability of providing more detailed information for
audit events identified by type, location, or subject as required by TxDOT.

Std.03 — Raw audit records must be available in an unaltered format.

PCI DSS Correspondence
Compliance with this TxDOT control satisfies PCI DSS requirement 10.2.2.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AU-03.

TX-RAMP Correspondence

Compliance with this TxDOT control satisfies TX-RAMP Level 1 and Level 2
requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Low, Moderate, and High baselines.

Discussion

Audit record content that may be necessary to support the auditing function
includes event descriptions (item a), time stamps (item b), source and
destination addresses (item c), user or process identifiers (items d and f),
success or fail indications (item e), and filenames involved (items a, c, g,
and f). Event outcomes include indicators of event success or failure and
event-specific results, such as the system security and privacy posture after
the event occurred. Organizations consider how audit records can reveal
information about individuals that may give rise to privacy risks and how
best to mitigate such risks. For example, there is the potential to reveal
personally identifiable information in the audit trail, especially if the trail
records inputs or is based on patterns or time of usage.

TxDOT Discussion
None.
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TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References

OMB A-130; NIST IR 8062; PCI DSS; CIIS Security Policy; FedRAMP
Security Controls Baseline

Related Controls

AU-02, AU-08, AU-12, MA-04, PL-09, SA-08, SI-07, SI-11

AU-03(01) Additional Audit Information

Baselines
Moderate, High

Overlays
CJIS; Sensitive; TX-RAMP Level 2; FedRAMP Moderate, FedRAMP High

Requirements

Generate audit records containing the following additional information: as
defined in Std.02 below, sufficient information to support after-the-fact
investigation.

Implementation Standards

Std.01 — Create and retain system audit logs and records to the extent
needed to enable the monitoring, analysis, investigation, and reporting of
unlawful or unauthorized system activity. [Source: SP 800-171 3.3.1]

Std.02 — Additional information must be limited to that explicitly needed for
specific audit requirements. Systems must be configured to generate audit
records containing the following additional elements as feasible:

a. Filename accessed;
b. Program or command used to initiate the event;
c. Manufacturer-specific event nhame/type of event;
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d. Source and destination network addresses;
e. Source and destination port or protocol identifiers;
f. Other security-relevant actions associated with processing; and

g. Any additional significant system events or risks.

PCI DSS Correspondence
None.

CJIS Correspondence

For systems processing CJIS data, the following additional Implementation
Standard applies:

Std.03 CJIS — Rescinded in V4.0.

Std.06 CJIS — Generate audit records containing the following additional
information:

a. Session, connection, transaction, and activity duration;
b. Source and destination addresses;
c. Object or filename involved; and

d. Number of bytes received and bytes sent (for client-server transactions)
in the audit records for audit events identified by type, location, or subject.

e. The III portion of the log shall clearly identify:

1. The operator;

2. The authorized receiving agency;

3. The requestor; and

4. The secondary recipient. [Source: CJIS AU-03(01)]

TX-RAMP Correspondence
For systems subject to TX-RAMP Level 2, the following standard applies:

Std.04 TX-RAMP — Systems must be configured to generate audit records
containing the following additional elements as feasible:

a. Session, connection, transaction, or activity duration;
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b. For client-server transactions, the number of bytes received and bytes
sent;

c. Additional informational messages to diagnose or identify the event; and

d. Characteristics that describe or identify the object or resource being acted
upon. [Source: TX-RAMP Manual AU-3(1)]

FedRAMP Correspondence

For systems subject to FedRAMP requirements at the Moderate or High
baselines, the following standard applies:

Std.05 FedRAMP — Generate audit records containing the following
additional information: session, connection, transaction, or activity duration;
for client-server transactions, the number of bytes received and bytes sent;
additional informational messages to diagnose or identify the event;
characteristics that describe or identify the object or resource being acted
upon; individual identities of group account users; full-text of privileged
commands. [Source: FedRAMP Security Controls Baseline AU-3(1)]

Discussion

The ability to add information generated in audit records is dependent on
system functionality to configure the audit record content. Organizations
may consider additional information in audit records including, but not
limited to, access control or flow control rules invoked and individual
identities of group account users. Organizations may also consider limiting
additional audit record information to only information that is explicitly
needed for audit requirements. This facilitates the use of audit trails and
audit logs by not including information in audit records that could potentially
be misleading, make it more difficult to locate information of interest, or
increase the risk to individuals' privacy.

TxDOT Discussion

Note for systems subject to FedRAMP Requirements: For client-server
transactions, the number of bytes sent and received gives bidirectional
transfer information that can be helpful during an investigation or inquiry.
[Source: FedRAMP Security Controls Baseline AU-3(1)]

TxDOT References

Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual
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Federal References

OMB A-130; NIST IR 8062; CJIS Security Policy; FedRAMP Security Controls
Baseline

Related Controls

None.

AU-03(03) Limit Personally Identifiable
Information Elements

Baselines

N/A

Overlays

CJIS; Privacy

Requirements

Limit personally identifiable information contained in audit records to the
following elements identified in the privacy risk assessment: only those
elements authorized for inclusion per AU-03.

Implementation Standards

None.

PCI DSS Correspondence
None.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AU-03(03).

TX-RAMP Correspondence
None.

FedRAMP Correspondence
None.
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Discussion

Limiting personally identifiable information in audit records when such
information is not needed for operational purposes helps reduce the level of
privacy risk created by a system.

TxDOT Discussion

None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog

Federal References
OMB A-130; NIST IR 8062; CJIS Security Policy

Related Controls
AU-03, RA-03

AU-04 Audit Log Storage Capacity

Baselines
Low, Moderate, High

Overlays

CJIS; TX-RAMP Level 1, TX-RAMP Level 2; FedRAMP Low, FedRAMP
Moderate, FedRAMP High

Requirements

Allocate audit log storage capacity to accommodate audit log retention
requirements as defined in the Records Retention Schedule.
Implementation Standards

Std.01 — Rescinded in V2.2.

PCI DSS Correspondence
None.
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CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AU-04.

TX-RAMP Correspondence

Compliance with this TxDOT control satisfies TX-RAMP Level 1 and Level 2
requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Low, Moderate, and High baselines.

Discussion

Organizations consider the types of audit logging to be performed and the
audit log processing requirements when allocating audit log storage capacity.
Allocating sufficient audit log storage capacity reduces the likelihood of such
capacity being exceeded and resulting in the potential loss or reduction of
audit logging capability.

TxDOT Discussion

None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References
FedRAMP Security Controls Baseline; CJIS Security Policy

Related Controls
AU-02, AU-05, AU-06, AU-07, AU-09, AU-11, AU-12, SI-04

AU-05 Response to Audit Logging Process
Failures

Baselines
Low, Moderate, High
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Overlays

CJIS; TX-RAMP Level 1, TX-RAMP Level 2; FedRAMP Low, FedRAMP
Moderate, FedRAMP High

Requirements
a. Alert personnel or roles as identified in the System Security Plan (SSP)
within 15 minutes in the event of an audit logging process failure; and

b. Take the following additional actions: actions as outlined in the SSP.

Implementation Standards
Std.01 — Rescinded in V2.2.

PCI DSS Correspondence
None.

CJIS Correspondence

For systems processing CJIS data, the following additional Implementation
Standard applies:

Std.03 CJIS — Take the following additional actions: restart all audit logging
processes and verify system(s) are logging properly. [Source: CJIS AU-05]

TX-RAMP Correspondence

Compliance with this TxDOT control satisfies TX-RAMP Level 1 and Level 2
requirements.

FedRAMP Correspondence

For systems subject to FedRAMP requirements at the Low, Moderate, or High
baselines, the following additional standard applies:

Std.02 FedRAMP — In the event of an audit logging process failure, take the
following additional actions: overwrite oldest record. [Source: FedRAMP
Security Controls Baseline AU-5]

Discussion

Audit logging process failures include software and hardware errors, failures
in audit log capturing mechanisms, and reaching or exceeding audit log
storage capacity. Organization-defined actions include overwriting oldest
audit records, shutting down the system, and stopping the generation of
audit records. Organizations may choose to define additional actions for
audit logging process failures based on the type of failure, the location of the
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failure, the severity of the failure, or a combination of such factors. When
the audit logging process failure is related to storage, the response is carried
out for the audit log storage repository (i.e., the distinct system component
where the audit logs are stored), the system on which the audit logs reside,
the total audit log storage capacity of the organization (i.e., all audit log
storage repositories combined), or all three. Organizations may decide to
take no additional actions after alerting designated roles or personnel.
TxDOT Discussion

None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References
CJIS Security Policy; FedRAMP Security Controls Baseline

Related Controls
AU-02, AU-04, AU-07, AU-09, AU-11, AU-12, SI-04, SI-12

AU-05(01) Storage Capacity Warning

Baselines
N/A

Overlays
FedRAMP High

Requirements

Provide a warning to personnel or roles as identified in the System Security
Plan (SSP) within one month before expected negative impact when
allocated audit log storage volume reaches 75% of repository maximum
audit log storage capacity.

Implementation Standards
None.
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PCI DSS Correspondence
None.

CJIS Correspondence
None.

TX-RAMP Correspondence
None.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the High baseline.

Discussion

Organizations may have multiple audit log storage repositories distributed
across multiple system components with each repository having different
storage volume capacities.

TxDOT Discussion
None.

TxDOT References
None.

State References
None.

Federal References
FedRAMP Security Controls Baseline

Related Controls
None.

AU-05(02) Real-Time Alerts

Baselines
N/A
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Overlays
FedRAMP High

Requirements

Provide an alert within real-time to service provider personnel with authority
to address failed audit events when the following audit failure events occur:
audit failure events requiring real-time alerts, as defined by organization
audit requirement documents.

Implementation Standards

None.

PCI DSS Correspondence
None.

CJIS Correspondence
None.

TX-RAMP Correspondence
None.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the High baseline.

Discussion

Alerts provide organizations with urgent messages. Real-time alerts provide
these messages at information technology speed (i.e., the time from event
detection to alert occurs in seconds or less).

TxDOT Discussion

None.

TxDOT References
None.

State References
None.
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Federal References
FedRAMP Security Controls Baseline

Related Controls

None.

AU-06 Audit Record Review, Analysis, and
Reporting

Baselines

Low, Moderate, High

Overlays

CJIS; PCI DSS; TX-RAMP Level 1, TX-RAMP Level 2; FedRAMP Low, FedRAMP
Moderate, FedRAMP High

Requirements

a. Review and analyze system audit records as specified in the Continuous
Monitoring Program for indications of inappropriate or unusual activity as
defined in the System Security Plan (SSP) in accordance with AU-02 and the
potential impact of the inappropriate or unusual activity;

b. Report findings to personnel as identified in the SSP; and

c. Adjust the level of audit record review, analysis, and reporting within the
system when there is a change in risk based on law enforcement
information, intelligence information, or other credible sources of
information.

Implementation Standards
Std.01 — Rescinded in V2.2.

Std.02 —

a. Comply with all relevant legal requirements applicable to monitoring
activities. Items that are monitored include:

1. Authorized access; and

2. Unauthorized access attempts.
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b. Specify how often audit logs are reviewed, how the reviews are
documented, and the specific roles and responsibilities of the personnel
conducting the reviews, including the professional certifications or other
qualifications required.

c. Periodically test monitoring and detection processes, remediate
deficiencies, and improve processes. [Source: Hitrust 09.ab Monitoring
System Use]

Std.03 — Ensure that proper logging is enabled in order to audit
administrator activities. Review system administrator and operator logs on a
regular basis. [Source: Hitrust 09.ad Administrator and Operator Logs]

PCI DSS Correspondence

For systems processing PCI DSS data, or that support PCI DSS processes,
the following additional Implementation Standard applies:

Std.04 PCI — The following audit logs are reviewed at least once daily:

a. All security events.

b. Logs of all system components that store, process, or transmit Cardholder
Data (CHD) and/or Sensitive Authentication Data (SAD).

c. Logs of all critical system components.

d. Logs of all servers and system components that perform security
functions (for example, network security controls, intrusion-detection
systems/intrusion-prevention systems (IDS/IPS), authentication servers).

[Source: PCI DSS 10.4.1]

e. Logs of all other system components (those not specified in Requirement
10.4.1) are reviewed periodically. [Source: PCI DSS 10.4.2]

f. The frequency of periodic log reviews for all other system components (not
defined in Requirement 10.4.1) is defined in the entity's targeted risk
analysis, which is performed according to all elements specified in
Requirement 12.3.1; at a minimum, at least once every seven days
(weekly). [Source: PCI DSS 10.4.2.1; PCI DSS v4.x: Targeted Risk Analysis
Guidance]

g. Exceptions and anomalies identified during the review process are
addressed. [Source: PCI DSS 10.4.3]
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CJIS Correspondence

For systems processing CJIS data, the following additional Implementation
Standards apply:

Std.05 CJIS — Rescinded in V4.0.

Std.06 CJIS — For all agency-managed wireless access points with access to
an agency's network that processes unencrypted CJI, review the logs on a
recurring basis per local policy. At a minimum logs shall be reviewed
monthly. [Source: CJIS 5.20.1.1]

Std.09 CJIS — Review and analyze system audit records weekly for
indications of inappropriate or unusual activity and the potential impact of
the inappropriate or unusual activity. [Source: CJIS AU-06]

TX-RAMP Correspondence

For systems subject to TX-RAMP Level 1 or Level 2 requirements, the
following standard applies:

Std.07 TX-RAMP — Review and analyze system audit records at least
monthly for indications of inappropriate or unusual activity as defined in the
System Security Plan (SSP) in accordance with AU-02 and the potential
impact of the inappropriate or unusual activity. [Source: TX-RAMP Manual
AU-6]

FedRAMP Correspondence

For systems subject to FedRAMP requirements at the Low, Moderate, or High
baselines, the following standards apply:

Std.08 FedRAMP — Review and analyze system audit records at least weekly
for indications of inappropriate or unusual activity as defined in the System
Security Plan (SSP) in accordance with AU-02 and the potential impact of the
inappropriate or unusual activity. [Source: FedRAMP Security Controls
Baseline AU-6]

Std.09 FedRAMP — Coordination between service provider and consumer
shall be documented and accepted by the Joint Authorization Board
(JAB)/Authorizing Official (AO). In multi-tenant environments, capability and
means for providing review, analysis, and reporting to consumer for data
pertaining to consumer shall be documented. [Source: FedRAMP Security
Controls Baseline AU-6]
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Discussion

Audit record review, analysis, and reporting covers information security- and
privacy-related logging performed by organizations, including logging that
results from the monitoring of account usage, remote access, wireless
connectivity, mobile device connection, configuration settings, system
component inventory, use of maintenance tools and non-local maintenance,
physical access, temperature and humidity, equipment delivery and removal,
communications at system interfaces, and use of mobile code or Voice over
Internet Protocol (VoIP). Findings can be reported to organizational entities
that include the incident response team, help desk, and security or privacy
offices. If organizations are prohibited from reviewing and analyzing audit
records or unable to conduct such activities, the review or analysis may be
carried out by other organizations granted such authority. The frequency,
scope, and/or depth of the audit record review, analysis, and reporting may
be adjusted to meet organizational needs based on new information
received.

TxDOT Discussion
None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References

NIST SP 800-86, 800-101; PCI DSS; CJIS Security Policy; FedRAMP Security
Controls Baseline

Related Controls
AC-02, AC-03, AC-05, AC-06, AC-07, AC-17, AU-07, CA-02, CA-07, CM-02,

CM-05, CM-06, CM-10, CM-11, IA-02, IA-03, IA-05, IA-08, IR-05, MA-04,
MP-04, PE-03, PE-06, RA-05, SA-08, SC-07, SI-03, SI-04, SI-07

AU-06(01) Automated Process Integration

Baselines
Moderate, High
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Overlays
CJIS; PCI DSS; Sensitive; FedRAMP Moderate, FedRAMP High

Requirements

Integrate audit record review, analysis, and reporting processes using
automated mechanisms as identified in System Security Plans (SSPs).

Implementation Standards
Std.01 — Ensure that appropriate records are aggregated to a centralized
audit repository for analysis and review by TxDOT Information Security:

a. Information is provided to TxDOT Information Security in a searchable
format compliant with TxDOT, state, and federal requirements;

b. Audit record sources include systems, appliances, devices, services, and
applications (including databases); and

c. TxDOT Information Security-directed audit information collection
rules/requests (for example, sources, queries, data calls) are
implemented/provided within the timeframe specified in the request.

Std.02 — Raw audit records and raw security information/results from
relevant automated tools must be available in an unaltered format to TxDOT
Information Security.

PCI DSS Correspondence

Compliance with this TxDOT control satisfies PCI DSS requirement 10.4.1.1.

For systems processing PCI DSS data, or that support PCI DSS processes,
the following additional Implementation Standards apply:

Std.03 PCI — Audit log files, including those for external-facing technologies,
are promptly backed up to a secure, central, internal log server(s) or other
media that is difficult to modify. [Source: PCI DSS 10.3.3]

Std.04 PCI — Rescinded in V3.0.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AU-06(01).

TX-RAMP Correspondence
None.
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FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

Organizational processes that benefit from integrated audit record review,
analysis, and reporting include incident response, continuous monitoring,

contingency planning, investigation and response to suspicious activities,

and Inspector General audits.

TxDOT Discussion

None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog

Federal References

NIST SP 800-86, 800-101; PCI DSS; FedRAMP Security Controls Baseline;
CJIS Security Policy

Related Controls

PM-07

AU-06(03) Correlate Audit Record
Repositories

Baselines

Moderate, High

Overlays
CJIS; Sensitive; FedRAMP Moderate, FedRAMP High

Requirements

Analyze and correlate audit records across different repositories to gain
organization-wide situational awareness.
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Implementation Standards
Std.01 — Correlated results from automated tools must be searchable by
TxDOT Information Security:

a. Information is provided to TxDOT Information Security in a format
compliant with TxDOT, state, and Federal (for example, Continuous
Diagnostics and Mitigation) requirements;

b. Repository sources include systems, appliances, devices, services, and
applications (including databases); and

c. TxDOT Information Security directed repository information collection
rules/requests (for example, sources, queries, data calls) must be
implemented/provided within the timeframe specified in the request.
PCI DSS Correspondence

None.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AU-06(03).

TX-RAMP Correspondence
None.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.

Discussion

Organization-wide situational awareness includes awareness across all three
levels of risk management (i.e., organizational level, mission/business
process level, and information system level) and supports cross-organization
awareness.

TxDOT Discussion

None.

TxDOT References
Information Security and Privacy Policy
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State References
DIR Security Control Standards Catalog

Federal References

NIST SP 800-86, 800-101; FedRAMP Security Controls Baseline; CJIS
Security Policy

Related Controls
AU-12, IR-04

AU-06(04) Central Review and Analysis

Baselines
N/A

Overlays
FedRAMP High

Requirements

Provide and implement the capability to centrally review and analyze audit
records from multiple components within the system.

Implementation Standards

None.

PCI DSS Correspondence
None.

CJIS Correspondence
None.

TX-RAMP Correspondence
None.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the High baseline.
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Discussion

Automated mechanisms for centralized reviews and analyses include
Security Information and Event Management products.

TxDOT Discussion
None.

TxDOT References
None.

State References
None.

Federal References
FedRAMP Security Controls Baseline

Related Controls

AU-02, AU-12

AU-06(05) Integrated Analysis of Audit
Records

Baselines

N/A

Overlays

FedRAMP High

Requirements

Integrate analysis of audit records with analysis of system monitoring
information to further enhance the ability to identify inappropriate or
unusual activity.

Implementation Standards

None.

PCI DSS Correspondence
None.
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CJIS Correspondence
None.

TX-RAMP Correspondence
None.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the High baseline.

Discussion

Integrated analysis of audit records does not require vulnerability scanning,
the generation of performance data, or system monitoring. Rather,
integrated analysis requires that the analysis of information generated by
scanning, monitoring, or other data collection activities is integrated with the
analysis of audit record information. Security Information and Event
Management tools can facilitate audit record aggregation or consolidation
from multiple system components as well as audit record correlation and
analysis. The use of standardized audit record analysis scripts developed by
organizations (with localized script adjustments, as necessary) provides
more cost-effective approaches for analyzing audit record information
collected. The correlation of audit record information with vulnerability
scanning information is important in determining the veracity of vulnerability
scans of the system and in correlating attack detection events with scanning
results. Correlation with performance data can uncover denial-of-service
attacks or other types of attacks that result in the unauthorized use of
resources. Correlation with system monitoring information can assist in
uncovering attacks and in better relating audit information to operational
situations.

TxDOT Discussion
None.

TxDOT References
None.

State References
None.

Federal References
FedRAMP Security Controls Baseline
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Related Controls

AU-12, IR-04

AU-06(06) Correlation with Physical
Monitoring

Baselines

N/A

Overlays

FedRAMP High

Requirements

Correlate information from audit records with information obtained from
monitoring physical access to further enhance the ability to identify
suspicious, inappropriate, unusual, or malevolent activity.
Implementation Standards

None.

PCI DSS Correspondence
None.

CJIS Correspondence
None.

TX-RAMP Correspondence
None.

FedRAMP Correspondence

For systems subject to FedRAMP requirements at the High baseline, the
following standard applies:

Std.01 FedRAMP — Coordination between service provider and consumer
shall be documented and accepted by the Joint Authorization Board
(JAB)/Authorizing Official (AO). [Source: FedRAMP Security Controls Baseline
AU-6(6)]
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Discussion

The correlation of physical audit record information and the audit records
from systems may assist organizations in identifying suspicious behavior or
supporting evidence of such behavior. For example, the correlation of an
individual's identity for logical access to certain systems with the additional
physical security information that the individual was present at the facility
when the logical access occurred may be useful in investigations.

TxDOT Discussion

None.

TxDOT References
None.

State References
None.

Federal References
FedRAMP Security Controls Baseline

Related Controls
None.

AU-06(07) Permitted Actions

Baselines
N/A

Overlays
FedRAMP High

Requirements

Specify the permitted actions for each system process, role, or user
associated with the review, analysis, and reporting of audit record
information.

Implementation Standards

None.
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PCI DSS Correspondence
None.

CJIS Correspondence
None.

TX-RAMP Correspondence
None.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the High baseline.

Discussion

Organizations specify permitted actions for system processes, roles, and
users associated with the review, analysis, and reporting of audit records
through system account management activities. Specifying permitted actions
on audit record information is a way to enforce the principle of least
privilege. Permitted actions are enforced by the system and include read,
write, execute, append, and delete.

TxDOT Discussion

None.

TxDOT References
None.

State References
None.

Federal References
FedRAMP Security Controls Baseline

Related Controls
None.
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AU-07 Audit Record Reduction and Report
Generation

Baselines

Moderate, High

Overlays
CJIS; Sensitive; FedRAMP Moderate, FedRAMP High

Requirements
Provide and implement an audit record reduction and report generation
capability that:

a. Supports on-demand audit record review, analysis, and reporting
requirements and after-the-fact investigations of incidents; and

b. Does not alter the original content or time ordering of audit records.

Implementation Standards

Std.01 — Configure SIEM tools and systems to provide audit reduction and
report generation capabilities that support near real-time audit review and
after-the-fact investigations based on selectable event criteria in accordance
with AU-06.

Std.02 — Ensure that audit record processing does not degrade the
operational performance of the control system. [Source: Catalog of Control
Systems Security: Recommendations for Standards Developers]

PCI DSS Correspondence

None.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AU-07.

TX-RAMP Correspondence
None.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Moderate and High baselines.
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Discussion

Audit record reduction is a process that manipulates collected audit log
information and organizes it into a summary format that is more meaningful
to analysts. Audit record reduction and report generation capabilities do not
always emanate from the same system or from the same organizational
entities that conduct audit logging activities. The audit record reduction
capability includes modern data mining techniques with advanced data filters
to identify anomalous behavior in audit records. The report generation
capability provided by the system can generate customizable reports. Time
ordering of audit records can be an issue if the granularity of the timestamp
in the record is insufficient.

TxDOT Discussion
None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog

Federal References
FedRAMP Security Controls Baseline; CJIS Security Policy

Related Controls

AC-02, AU-02, AU-03, AU-04, AU-05, AU-06, AU-12, CM-05, IA-05, IR-04,
PM-12, SI-04

AU-07(01) Automatic Processing

Baselines
Moderate, High

Overlays
CJIS; PCI DSS; FedRAMP Moderate, FedRAMP High

Requirements

Provide and implement the capability to process, sort, and search audit
records for events of interest based on the following content: all fields within
audit records specified in AU-03.
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Implementation Standards
None.

PCI DSS Correspondence

For systems processing PCI DSS data, or that support PCI DSS processes,
the following additional Implementation Standard applies:

Std.01 PCI —

a. Audit logs capture all individual user access to cardholder data. [Source:
PCI DSS 10.2.1.1]

b. Audit logs capture all actions taken by any individual with administrative
access, including any interactive use of application or system accounts.
[Source: PCI DSS 10.2.1.2]

c. Audit logs capture all access to audit logs. [Source: PCI DSS 10.2.1.3]

d. Audit logs capture all invalid logical access attempts. [Source: PCI DSS
10.2.1.4]

e. Audit logs capture all changes to identification and authentication
credentials including, but not limited to:

1. Creation of new accounts.
2. Elevation of privileges.

3. All changes, additions, or deletions to accounts with administrative
access.

[Source: PCI DSS 10.2.1.5]

f. Audit logs capture the following:

1. All initialization of new audit logs; and

2. All starting, stopping, or pausing of the existing audit logs.
[Source: PCI DSS 10.2.1.6]

g. Audit logs capture all creation and deletion of system-level objects.
[Source: PCI DSS 10.2.1.7]
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CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AU-07(01).

TX-RAMP Correspondence
None.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Low, Moderate, and High baselines.

Discussion

Events of interest can be identified by the content of audit records, including
system resources involved, information objects accessed, identities of
individuals, event types, event locations, event dates and times, Internet
Protocol addresses involved, or event success or failure. Organizations may
define event criteria to any degree of granularity required, such as locations
selectable by a general networking location or by specific system
component.

TxDOT Discussion

None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog

Federal References
PCI DSS; FedRAMP Security Controls Baseline; CJIS Security Policy

Related Controls
None.

AU-08 Time Stamps

Baselines
Low, Moderate, High
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Overlays

CJIS; PCI DSS; TX-RAMP Level 1, TX-RAMP Level 2; FedRAMP Low, FedRAMP
Moderate, FedRAMP High

Requirements

a. Use internal system clocks to generate time stamps for audit records; and

b. Record time stamps for audit records that meet the degree of
synchronization between systems and reference clocks as defined in the
System Security Plan (SSP) based on the sensitivity of the system, at
minimum within 30 seconds of accuracy and that use Coordinated Universal
Time, have a fixed local time offset from Coordinated Universal Time, or that
include the local time offset as part of the time stamp.

Implementation Standards
Std.01 — Rescinded in V2.2.

PCI DSS Correspondence
Compliance with this TxDOT control satisfies PCI DSS requirement 10.6.1.

CJIS Correspondence

For systems processing CJIS data, the following additional Implementation
Standard applies:

Std.03 CJIS — Record time stamps for audit records that meet hundredths

of a second (i.e., hh:mm:ss:00) interval and that use Coordinated Universal
Time, have a fixed local time offset from Coordinated Universal Time, or that
include the local time offset as part of the time stamp. [Source: CJIS AU-08]

TX-RAMP Correspondence

Compliance with this TxDOT control satisfies TX-RAMP Level 1 and Level 2
requirements.

FedRAMP Correspondence

For systems subject to FedRAMP requirements at the Low, Moderate, or High
baselines, the following standard applies:

Std.02 FedRAMP — Record time stamps for audit records that meet one
second granularity of time measurement and that use Coordinated Universal
Time, have a fixed local time offset from Coordinated Universal Time, or that
include the local time offset as part of the time stamp. [Source: FedRAMP
Security Controls Baseline AU-8]
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Discussion

Time stamps generated by the system include date and time. Time is
commonly expressed in Coordinated Universal Time (UTC), a modern
continuation of Greenwich Mean Time (GMT), or local time with an offset
from UTC. Granularity of time measurements refers to the degree of
synchronization between system clocks and reference clocks (e.g., clocks
synchronizing within hundreds of milliseconds or tens of milliseconds).
Organizations may define different time granularities for different system
components. Time service can be critical to other security capabilities such
as access control and identification and authentication, depending on the
nature of the mechanisms used to support those capabilities.

TxDOT Discussion
None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual

Federal References
PCI DSS; CIJIS Security Policy; FedRAMP Security Controls Baseline

Related Controls
AU-03, AU-12, SC-45

AU-09 Protection of Audit Information

Baselines
Low, Moderate, High

Overlays

CJIS; PCI DSS; TX-RAMP Level 1, TX-RAMP Level 2; FedRAMP Low, FedRAMP
Moderate, FedRAMP High

Requirements

a. Protect audit information and audit logging tools from unauthorized
access, modification, and deletion; and
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b. Alert personnel or roles as specified in System Security Plans (SSPs) upon
detection of unauthorized access, modification, or deletion of audit
information.

Implementation Standards
Std.01 — Rescinded in V2.2.

PCI DSS Correspondence
Compliance with this TxDOT control satisfies PCI DSS requirement 10.3.2.

CJIS Correspondence
Compliance with this TxDOT control satisfies CJIS requirement AU-09.

TX-RAMP Correspondence

Compliance with this TxDOT control satisfies TX-RAMP Level 1 and Level 2
requirements.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the Low, Moderate, and High baselines.

Discussion

Audit information includes all information needed to successfully audit
system activity, such as audit records, audit log settings, audit reports, and
personally identifiable information. Audit logging tools are those programs
and devices used to conduct system audit and logging activities. Protection
of audit information focuses on technical protection and limits the ability to
access and execute audit logging tools to authorized individuals. Physical
protection of audit information is addressed by both media protection
controls and physical and environmental protection controls.

TxDOT Discussion
None.

TxDOT References
Information Security and Privacy Policy

State References
DIR Security Control Standards Catalog; TX-RAMP Program Manual
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Federal References

FIPS 140, 180, 202; PCI DSS; CJIS Security Policy; FedRAMP Security
Controls Baseline

Related Controls
AC-03, AC-06, AU-06, AU-11, MP-02, MP-04, PE-02, PE-03, PE-06, SA-08,

SC-08, SI1-04

AU-09(02) Store on Separate Physical Systems
or Components

Baselines

N/A

Overlays

FedRAMP High

Requirements

Store audit records at least weekly in a repository that is part of a physically
different system or system component than the system or component being
audited.

Implementation Standards

None.

PCI DSS Correspondence
None.

CJIS Correspondence
None.

TX-RAMP Correspondence
None.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the High baseline.
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Discussion

Storing audit records in a repository separate from the audited system or
system component helps to ensure that a compromise of the system being
audited does not also result in a compromise of the audit records. Storing
audit records on separate physical systems or components also preserves
the confidentiality and integrity of audit records and facilitates the
management of audit records as an organization-wide activity. Storing audit
records on separate systems or components applies to initial generation as
well as backup or long-term storage of audit records.

TxDOT Discussion

None.

TxDOT References
None.

State References
None.

Federal References
FedRAMP Security Controls Baseline

Related Controls
AU-04, AU-05

AU-09(03) Cryptographic Protection

Baselines
N/A

Overlays
FedRAMP High

Requirements

Implement cryptographic mechanisms to protect the integrity of audit
information and audit tools.

Implementation Standards

None.
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PCI DSS Correspondence
None.

CJIS Correspondence
None.

TX-RAMP Correspondence
None.

FedRAMP Correspondence

Compliance with this TxDOT control satisfies the corresponding FedRAMP
control at the High baseline.

Discussion

Cryptographic mechanisms used for protecting the integrity of audit
information include signed hash functions using asymmetric cryptography.
This enables the distribution of the public key to verify the hash information
while maintaining the confidentiality of the secret key used to generate the
hash.

TxDOT Discussion

Note for systems subject to FedRAMP Requirements: Note that this
enhancement requires the use of cryptography which must be compliant
with Federal requirements and utilize FIPS validated or NSA approved
cryptography (see SC-13.)

[Source: FedRAMP Security Controls Baseline AU-9(3)]

TxDOT References
None.

State References
None.

Federal References
FedRAMP Security Controls Baseline

Related Controls
AU-10, SC-12, SC-13
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AU-09(04) Access by Subset of P