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1.Document Information

1.1.

Version Control
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01/01/2015 |6 L. Kovar 2,3.3.3.¢,3.3.6, 11.0 CRIS Release
L. Trevino 4.3.3.e,4.3.6
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08/26/2015 |8 C. Kelley 5 Added Pavement Analysis
L. Trevino Interface section

Purchase User Guide| 1




11/19/2015

L. Trevino

3.4.5

Removed the reference of
TTC from Public interface
and added the reference of
TTC 550.065(b) to the
Standard and Pavement
interface

01/14/2016

10

L. Kovar
L. Trevino

Updated the Public interface
release information

09/25/2017

11

C. Kelley

5.1.20

Added note for IAM to
request justification from
TxDOT and NTT users

08/07/2018

17.0

L. Cox

All

Updated version to current
release 17.0 per new
version controls, renamed
document, updated
screenshots for system
updates, updated to remove
internal only roles, updated
all formatting.

07/05/2019

18.0

K. Fields

All

Updated version to current
18.0 Release

01/27/2021

19.0

B. Benavides

2,4.4.3,5.5.3

Updated Crash Year from
2010 to 2011, per retention
period.

08/17/2021

20.0

L. Kovar

All

Updated version to current
20.0 Release. Updated
supported browsers

11/29/2021

23.0

L. Kovar

All

Updated version to current
23.0 Release. Updated
Crash Year from 2011 to
2012, per retention period.

08/22/2021

24.0

L. Kovar

All

Updated version to current
24.0 Release.

09/01/2022

25.0

L. Kovar

All

Updated version to current
25.0 Release.

01/17/2024

27.0

L. Kovar

All

Updated version to current
27.0 Release.

03/18/2024

27.0.5

L. Kovar
V. Koya

Updated version to current
27.0.5 Release-

Added screenshots and
instructions on crash report
images option addition for
Standard users.

08/26/2024

28.0

L Kovar

Updated version to current
28.0 Release.

06/09/2025

29.0

L. Kovar

Updated version to current
29.0 Release.

Purchase User Guide| 2




Purchase User Guide| 3



2.0verview

TxDOT has automated the process for requesting and distributing the public and
standard extracts. This guide will assist users in the following:
1. A self-registration process for users who desire to receive the public or standard
extracts.
2. A selection process that allows users to request the public or standard extract
based on various criteria.
3. Distribution of extract data.

User will also need the file specification to assist with the extract files. These files are
located on TxDOT's website, http://www.txdot.gov/government/enforcement/data-
access.html

1. Public Extract File Specification — Crash years 2014 to current

2. Standard Extract File Specification — Crash years 2014 to current

3.CRIS Operating System and Browser Support
Matrix

(0] Microsoft Edge ‘ Chrome Firefox Safari
Wi 1
indows 10 84 or newer 84 or newer 80 or newer Not supported
or newer
MAC OS
Mohave 10.14 N/A 84 or newer 80 or newer 13 or newer
MAC OS N/A
Catalina 10.15 84 or newer 80 or newer 13 or newer
!VIAC os N/A 84 or newer 80 or newer 13 or newer
Big Sur 11

* Internet Explorer is no longer supported; effective release 22.0 (6/7/2021).
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4.Public Interface

The TxDOT CRIS Public Extract contains the data collected from the Texas Peace Officer’s
Crash Report (CR-3) that may be released to the public as per Texas Transportation Code
(TTC) §550.065. In addition to the CR-3 data all crash records include interpreted data
fields. Roadway attributes and location specific data for crashes occurring on the state
highway system is also appended to each crash record.

4.1. Self-Registration

The following steps are intended for Self-Registration for the Public Interface.

Note: If a user has not logged in to their account within 30 days, the user will be deleted
automatically by the system. The user will be required to complete the self-registration
process again if automated interface access is needed.

1. Enter CRIS URL: https://cris.txdot.gov
2. Receive the Discovery page.
3. From the Discovery page, user will select I only use CRIS to download

Interface Requests
r C.RIS

Please select your Agency

Tha ApDICation oF Senei 0 U A Erying 1 resch fisjuenid you 10 SuthaniECalo walh yous Bime |I!.E|I'rll,'\l

4. On the TxDOT Login page, select Create An Account
Note: TxDOT users will not see the 'Forgotten or Expired Password’ and 'Create
An Account’ links on the TxDOT login page. Internal TxDOT employees do not
need, nor will they be provided access to the extract files. If they have a business
need to access crash data, they will need to complete and submit the CRIS access
request forms available at
https://crossroads/divisions/trf/crash-data-analysis-cda/crash-records-
information-system-cris.html
Select the Request for CRIS Access, PDF link.
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& C.R.IS. By T»

TxDOT Login
Pleade aénbed your usermane and passward 1o conlfue

LRI

Parssverdd

m Forgotten or Expired Fasyword Create &n Acoount

O Meed assistanca? Chok heve t0 send an omadl The Feip desk can also be reached at (B4 CRIS-MLP,

5. Receive the CRIS Registration page.
6. Select the radio button Download interface data from Crash Reports for
statistical purposes.

% CRIS. RECISTER o

CRIS Registration

Solect the type of CRIS account you would liké (o creale

| want to use CRIS to do the following

@ Need Help? Call B44- LR HLP o Cack beere bo wend an emad

7. Select Continue

Purchase User Guide| 6



CRIS Registration

Enter the following information in order to create your CRIS User Profile

Enter User Information

First Marrs * Migdla Mame Laest Mama *
Erradl Adidiress * Emaill Confirmation *
Phans Mumber

Agency Information
Member of a Governmaent Drganization

Orgarization Hame

@ Mead Higs? Call BE4-CRIS-HLP 6f Do hare bo send an emal

&= C R.IS. e
F= Phpcsonh : i @ Help

8. Enter the fields listed. The required fields are listed in bold:

a. First Name - this field is required and allows up to 255 characters.

Middle Name - this field is optional and allows up to 255 characters.

Last Name - this field is required and allows up to 255 characters.

Email Address - this field is required and allows up to 255 characters.

Email Confirmation - this field is required and allows up to 255

characters.

Note: Both email instances must match exactly

f. Phone Number - this field is optional unless the Member of a Government
Organization checkbox is checked.

g. Member of a Government Organization - Check if Member of a
Government Organization, leave blank if not a Member of a Government
Organization

h. Organization Name - this field is optional unless the Member of a
Government Organization is set to Yes, then field is required. Allows up to
255 characters.

Note:

i. When "Member of a Government Organization” is set to No, the
user will be granted access to the public interface.

ii. When "Member of a Government Organization is set to Yes, the
user’s information will be verified by TxDOT and will be granted
access to the public or standard interface.

iii. “Member of a Government Organization” is intended for individuals
associated with an agency of the United States, this State, or a

®aoo
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local government of this state that has use for the information for
accident prevention purposes.
9. Select Continue
10. New CRIS users will receive the Enter CRIS Security Information screen.
Note: If the user is an existing user they will receive 'Validation Error’ notification
stating "The following errors must be corrected in order to continue: There is
already a user account registered for Data Extract Requests with this email

address”

© Vvalidation Error %

The following errors must be corrected in order to continue:

* There is already a user account registered for Data Extract
Requests with this email address
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at C RS,
F=

CRIS Registration

Entor pEsswiT S Secumity questen formmation (o complets your CRIS rogistration

Password Information
B Farvieeond ] CoefE § e OF U £ e e U e loe B U L e e £ e el e by
Panawoed ¢ Pasmword Corfrrmation
5 @
W Forbir Pars o b ke evvvarag 1 el s (T M1l AR O0snemasris,
Security Ouestion Inforrmation
Sacurfty Quasstion. |
iy et 1
Securty Hiet 1

Sttty Gusrition 3
Sty hermt -

Sacurty Hint 1

Sacuarty Qusation 1
Security hramenr 3

Ewcurity Mk 1

@ Mot ret Call B8 CRIG-HLP or

11. Create and enter a secure password. The password convention is as follows:
a. Must contain at least 16 characters.
Must contain at least one lowercase character.
Must contain at least one uppercase character.
Must contain at least one number.
Must contain at least one special character.
Must rank as secure or better.
Cannot contain whitespace.
Cannot contain Non-Printable Characters such as tab or Carriage Return
Cannot contain 3 or more repeating numbers or characters.
Cannot contain sequential numbers or characters.
Note: As the password is being created each requirement will display
below and be checked off as the requirement is met. The requirements not
yet met will display an x in front of them until the requirement is met.
12. Re-enter the secure password in the Password Confirmation field.
Note: Both password instances must match exactly
13. Select three security questions from dropdown options and provide answers.
Note:
a. The answer to each question must be a minimum of two characters each.

STQ "0 Q0o

— —
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b. The answers to the security questions are case sensitive.

c. In the event the user forgets their password and needs to create a new
password with the 'Forgotten or Expired Password’ link, one of the three
guestions will be provided for verification.

14. Select Continue
15. Receive the Registration Completed screen.

=" C.R.L.S. REG SISTER
I=

e Crash Records Information Systerm

&

@ Registration Completed

Your CRIS User Profile has been created successfully.

Your registration has been processed successfully. You can now request Crash Report extracts.

Create Extract Request

4.2. Accessing Public Interface
There are three options in which an external user can access the public interface to
begin creating requests:
1. Option 1: After self-registering successfully, user is provided a button to Create
Extract Request
a. Select Create Extract Request (one-time option)

=" C.R.LS. Rt GISTER
V&

— N ST
L - Crash Records Information Sysiem

@ Registration Completed

Your CRIS User Profile has been created successfully.

Your registration has been processed successfully. You can now request Crash Report extracts.

Create Extract Request

2. Option 2: User receives an email notification after successfully registering for
public interface. The mail notification contains the data below. (User can
continually use link from email)

a. Select the login and create an Extract Request link.
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=t C R.IS. By TXDOT
y =

A Crash Records information System

Access to TxDOT Crash Interface Data has been granted

o have besen granled acoess lo regues! ToDOT Publc Crash Inbsrface Dala. You may use
:,,,.,,r assigned 10, CrisTesting3 753« Public | fiomail com, and your passwond 10 login and

aeple an Extroct Keguas!

If mnisclnd, chowribaped ghis iy wehich will allow scoess 1o dats flkes you recehe

I wouu have any guestions o noed assistance with the TeDOT Crash interfacs Data, pleasa
i of (G4d) CRIS-HLF.

CONLAC] he Hisdp Dl 81 gUCOOAITCrishin oo

Copyright Texas Department of Transportaton Al faghis. Ressresd 31008

3. Option 3: User receives an email notification when they register and provide
their organization and TxDOT Interface Authorization Manager grants public
interface access. The email notification contains the data below. (User can

continuously use link from email)
Select the login and create an Extract Request link.

4.3.

1.

2.
3.
4

a.

==t" C,R.IS. By TXDOT

e e Crash Records information System

Access to TxDOT Crash Interface Data has been granted

Wou hanve besen granted acoess 1o reques! TeDOT Publc Crash Intefacs Dala. You may uss

:,,,l,r assigned 10, CosT 3+ Pyubicl igmail com, and your password 1o login and
aeale an Extract Reguas!
I meiscnd, dowmiiapd the T.7i0 softwiars which will allow sccess o dats fkes you recshes

If wouu hanve any questions of nesd assistance with the TdDOT Crash interface Data, pleasa

contact the Help Desk & sUCDonErishin com of (S44) CIRIS-HLP.

Copyright Texas Department of Transportaton_ Al faghis. Ressreed 2038

Create Interface Request
The following steps are intended to guide users in completing a public interface request.

Receive the TxDOT Login screen.

Enter username and password.
Select I'm not a robot reCAPTCHA and follow verification steps.

Select Login
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st C.RIS. B
= o .

TxDOT Login

Pleass @nvter yOur USarnams and password to continue

Usairaime

Paqywned

© Neod susivtance? Chat with o support hechaiciant The el detk can slso B teached af [B44) CRS-HLP.

5. Receive the CRIS Security Question screen.

6. Enter the answer to the security question that was selected during registration.

Crash Becords Infonmation Suston

st C.R.IS. By TxDOT
F= i :

CRIS Security Question

Sacurity Question
What is tha last name of your favarita high school teachar?

Please answer the following question in order to gain access to CRIS.

7. Receive the My Extract Requests screen.
8. Select Add

Purchase User Guide| 12



=t CR.IS.
F=

B Public Extracts = ) Help =

My Extract Requests

Click on an Extract Request row 10 enable Edit and Delete buttons, of ue the Aod butlon for & new Extracl Request

My Extract Rogquests Eog t [}

9. Receive the Select Extract Type screen.
st C RIS,
o=

O Public Extracts* @ Melp =

e e Hatreot Beegat

Select Extract Type

Extract Type detenmings which data set is returmed in your Extract. Flelds denotod with * are reguirsd

Extract Dumcrighion
I xtract Typs -

Extract Format "

COMRLA-SEPRRATED WAL LES [C5Y

B booa veie? Call Béd: SRt ML P o Chol hore 10 wend a0 ema

10. User must enter an Extract Description
Note: The Extract Description field is used to distinguish between each extract
request.
11. User must select the format that they want to receive the extract file(s) in:
a. COMMA-SEPARATED VALUES (CSV)
b. XML
12. Select Next
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13. Receive the CRIS Extract Request Location screen

st C RIS,
!:._

£ Al Tan

Extract Request Location

Crash Reparts from the sk ted lecation will be inchsded in the Extract. Fislkds denoled wilh * & requine

Inchude Crash Reports From

B mped Heip? Call Bdd - CRG-HLP o

14. User must select one of the radio buttons to specify the location criteria of crash
data to be included:
a. Include Crash Reports From All of Texas
b. Include Crash Reports From Specific Counties

Select one county or multiple counties by clicking on each county
name individually in the values drop-down list. When a county
name is selected the value will be added to the county list.

Note: The list of counties will not be made available until after the
Specific Counties radio button is selected.

c. Include Crash Reports From Specific Cities

Select one city or multiple cities by clicking on each city name
individually in the values drop-down list. When a city name is
selected the value will be added to the city list.

Note: The list of cities will not be made available until after the
Specific Cities radio button is selected.

d. Include Crash Reports From Specific Agencies

Select one agency or multiple agencies by clicking on each agency
name individually in the values drop-down list. When an agency
name is selected the value will be added to the agency list.

Note 1: The list of agencies will not be made available until after
the Specific Agencies radio button is selected.

Note 2: In the agency values list there are MPOs, and Regional
Mobility Authorities listed. Do not select these values as criteria for
crash data. The results returned, if any, are not guaranteed to be
accurate. If a user would like to base their criteria for crash data
based on MPO, the value should be selected from the Metropolitan
Planning Organization list.

e. IncIude Crash Reports From Specific Metropolitan Planning Organizations

Select one Metropolitan Planning Organization or multiple
Metropolitan Planning Organizations by clicking on each value
individually in the drop-down list. When a Metropolitan Planning
Organization name is selected the value will be added to the
Metropolitan Planning Organizations list.
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Note: The list of Metropolitan Planning Organizations will not be
made available until after the Specific Metropolitan Planning
Organizations radio button is selected.

15. Select Next

16. Receive the CRIS Extract Request Date screen

’-t C.R.S. B P Baracts™ . i el *

S a2t B

Extract Request Date

Crazh Repoeis wilhin the silecied date range will be inchuded in (he Extract Fields denoied with * are reguined
Include Crash Reports From
O A speciic Crash Dutr rangs

& uper "

& specit

b Wt by

Craah Busgen: [iate
L]

Crgah. Eredl Dk
[

B meee e ol Bl R - HL P

17.User must select one of the radio buttons to specify the date criteria of crash
reports to be included.
a. Include Crash Reports From a specific Crash Date range.
i. Crash Begin Date
ii. Crash End Date
Note:

1. Begin and End Dates cannot be future dates.

2. User can request for crash dates which include crash year
2014 to current.

3. End Date must be within one year of Begin Date

4. The records retention schedule approved by the Texas State
Library and Archives Commission for crash data and reports
is the current calendar year plus the ten previous calendar
years.

b. Include Crash Reports From a specific Process Date range:
i. Process Begin Date
ii. Process End Date
Note:

1. Begin and End Dates can be previous, current, or future
process dates.

2. Processed date means the date in which the crash data has
been processed through the system. This includes the date
the data was first received and any time the data was
modified by TxDOT through a reprocessing task or
correction effort.

c. Include Crash Reports From a specific Crash Date range and Process Date
range:
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i. Crash Date Range

Note:
1. Crash Begin Date and Crash End Date cannot be future
dates.
2. End Date for Crash Date must be within one year of Begin
Date

3. The records retention schedule approved by the Texas State
Library and Archives Commission for crash data and reports
is the current calendar year plus the ten previous calendar
years.
ii. Process Date Range
Note:
1. Begin and End Process Dates cannot be future dates.
18. Select Next
19. Select Previous to return to the Location Section
20. Receive Extract Password screen.
Note:
1: The password entered by the user will be used to access the data files for the
specific extract request in progress.
2: The user can either choose to enter the same password that was used during
registration, or a different password can be used.
21. Enter a secure Extract Password in the Extract Password field.

o i Dk e it

Extract Password

Password you will use to open the Extract Request file when downloaded
P P veond must conten § meremaas of W charschers snd mmast ascheta 30 upoer cate characher 3 ipwer cate chaacher, § rasmibes, gng § 5y rrbos

Exiract Paddword - Extract Paidwond Confrmaticn

| @

i Ervier Password (o dobermens if it msets tr Lecurily PEQUEBMENt

‘ Naod Helg? Cal 842 -CMS-HLP or Click Fave 0 send Sn e

=" CR.IS. Pubilic Extracts = lp =
= ; & Public Extracts @ Halp

22.The password convention is as follows:

Must contain at least 16 characters.

Must contain at least one lowercase character.

Must contain at least one uppercase character.

Must contain at least one number.

Must contain at least one special character.

Must rank as secure or better.

Cannot contain whitespace.

Cannot contain Non-Printable Characters such as tab or Carriage Return.

SO "0 a0 oo
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i. Cannot contain 3 or more repeating numbers or characters.
j. Cannot contain sequential numbers or characters.
Note: As the password is being created each requirement will display
below and be checked off as the requirement is met. The requirements not
yet met will display an x in front of them until the requirement is met.
23. Re-enter the secure password in the Extract Password Confirmation field.
Note: Both password instances must match exactly
24. Select Next
25. Receive Extract Request Summary screen.

.’lf C.'R.I.S. k 4 . wmb ﬂ Public Extracts * ﬂ Help =

E P w1001 Flisgrasat

Extract Request Summary

Flease review and then press Submit (o complete your Extract Request

Extrast Summany
PUBLES (2023)
Curtpes Feemat COMMA-SEPARATED VALLUES (CSV
Lisca b &

Diatir Crash Dates Troen OUOU2023 thisugh 08/ 3072023

B Meed Holp? Cal 844 CRS-HLP of Chot here $0 send an ema

26. Review and ensure the Location and Date criteria selected are displayed.
a. Select Previous to return to the Date Section to update, or
b. Select Previous again to update the Location Section, or
c. Select Submit Extract Request to continue to the interface request.

27. Receive Interface Request Successful screen.

? C.R.IS. : O PublicExtracts* @ Help~

@ Extract Request Successful
You will be notified via email when your Extract is ready to be downloaded

Return to My Extract Requests Create New Extract Request

28. User has the option to create another request, return to their extract requests
queue or end the session.

a. Select Create New Extract Request and follow previous steps to create
another interface request.

b. Select Return to My Extract Requests to review a list of user’s existing
extract requests.
(See section 6 for more information on the My Extract Requests page.)

c. Select Logout to end the session.
Note: The Logout option is in the drop-down under the user’s name at the
top right-hand side of the screen.
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4.4. Download Extracts
The extract file will be provided in a CSV or XML format. The request will take
approximately 24 hours before the user receives the email that the extract is ready.
1. User receives an email notification that contains the data below when the
extract is ready.

=t C,R.IS. By TXDOT
l-.-.

e Crash Records Information System

e e

Crash Report Available

The extract you requasted is ayallabie for download until 2025-06-08 11:48:23 820, Usa tha
passwond you entered when creating the extract request to decrypt the file

Yoiii axiras] paramelsrs ans.
Description: 24536
Extract Type: PUBLIC
Cutput Format:  C5V
Location: Al of Texas
Date Range: Crash Dabe bobtween 010172023 and 043072023

If you have any queshions of need assistancs with the TxDOT Crash Interface Dala, please
comact the Halp Desk at suppontifcriship com o (844) CRIS-HLP

Copyright Tenas Deparimend of Transportation, All Rights Reserved 2025

Select the available for download link provided within the email.
Enter username and password.

Select Login

. Receive the Download Extract screen.

A WwN

==t C RIS, SH

8 Fublic Extracts = @ Help =

Hoerw | G Lalrpt

Download Extract

Your Extract Roquest has been completed and is available for download

m Create Mow Extract Reguest

6. Select Download to download extract files.
a. Receive the WinZip screen.
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b. User can extract the files.
i. In WinZip, select ‘Unzip To,’ select a location to place the data
files and then select Unzip.
ii. User will receive the ‘Decrypt’ window. and will be required to
enter a password to access the files.
Note: Enter the password that was created during the extract
request process.

Decrypt *

A password is required to decrypt files

Enter password:

iii. Enter password and select OK.
iv. The file(s) will be extracted.
Note:

1. If user receives an error for the file name being too
long, the user should shorten the file name. This error
occurs due to Windows limitations.

2. If user receives an error that they are unable to open
their zipped files a possible cause is that the correct
extraction software is not being used. Try installing the
following extraction software:

a. 7-zip (Recommended)
b. Zipeg
c. iZip
c. Close out of WinZip
d. The WinZip screen will close and return to the Download Extract
screen

5.Standard Interface

The TxDOT CRIS Standard Extract contains all the data collected from the Texas Peace
Officer’s Crash Report (CR-3). In addition to the CR-3 data, all crash records include
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interpreted field data. Roadway attributes and location specific data for crashes occurring
on the state highway system is also appended to each crash record. Per Texas
Transportation Code (TTC) §550.065(b), the extract file is only available to individuals
associated with an agency of the United States, this state, or a local government of this
state that has use for the information for accident prevention purposes. The extract files
include data for crash reports that have been submitted to TxDOT and processed through
CRIS. Users who are granted access to Standard Extract also have the option to submit
Public Extract requests.

5.1.

Self-Registration

The following steps are intended for Self-Registration for the Standard Interface.
Note: If a user has not logged in to their account within 30 days, the user will be
automatically deleted from the system. The user will be required to complete the self-

registration process again if interface access is needed.
1.
2.
3.

4. On the TxDOT Login page, select Create An Account

Enter CRIS URL: https://cris.txdot.gov

Receive the Discovery page.

From the Discovery page, user will select I only use CRIS to download

Interface Requests

st C RIS,
=

Please select your Agency

Eried yousr organia shion s e

[— =

& AEplcation of 5 wils BFi Ly 10 PRach FunEs vou 1

Note: TxDOT users will not see the 'Forgotten or Expired Password’ and 'Create
An Account’ links on the TxDOT login page. Internal TxDOT employees do not
need, nor will they be provided access to the extract files. If they have a business
need to access crash data, they will need to complete and submit the CRIS access
request forms available at https://crossroads/divisions/trf/crash-data-analysis-

cda/crash-records-information-system-cris.htm/ .
Select the Request for CRIS Access, PDF link.

Purchase User Guide| 20



& CRIS. BEv T

TxDOT Login
Please antes your useérname and passwand 1o conlinue

Lprndima

Passverat

0 &n ACcourd

u Fongotien or Expined Password  Creafe

0 Mood asshtanca? Chck hawe o send am emall The Feip deck can also be reschad ot (B44] CRIS-MLF,

5. Receive the CRIS Registration page.
6. Select the radio button Download interface data from Crash Reports for

statistical purposes.

&t CR.IS. F
= i b

CRIS Registration

Salect the type of CRIS account you would like Uo creats

| want to use CRIS to do the following

saarch or anafvan Crash Reports. (Law Erdorosment; regatanng 1o uss CRASH, City. MP0, Federal, efc. registering o use CRIS)

Create. suppisment.

© Dorwmioad i

terisce dats from Crash Reports for slatisticsl parposes

i@ Nead Help? Call B44 -CRS HLP & Cick Frn bo pend sn smadl

@ Help =

7. Select Continue
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C.RIS. popaa

CRIS Registration

Enter the following information in order to create your CRIS Usar Profile

Enter User Information

First Hams *
Ermadl Address * Emall Confrmation *

Phans Humbsr

Agency Information
Member of 3 Government Organization

Organization Name

Middle Nama Last Mama *

B Maod Help? Call BE4-CRIS-HLP o Chick hare bo send an emal

8. Enter the fields listed. The required fields are listed in bold:

a.

maooT

j.

First Name - this field is required and allows up to 255 characters.
Middle Name - this field is optional and allows up to 255 characters.

Last Name - this field is required and allows up to 255 characters.
Email Address - this field is required and allows up to 255 characters.
Email Confirmation - this field is required and allows up to 255
characters.

Note: Both email instances must match exactly

Phone Number - this field is optional unless the Member of a Government
Organization checkbox is checked.

Member of a Government Organization - Check if Member of a
Government Organization, leave blank if not a Member of a Government
Organization

Organization Name - this field is optional unless the Member of a
Government Organization is set to Yes, then field is required. Allows up to
255 characters.

Note:

i. When "Member of a Government Organization” is set to No, the
user will be granted access to the public interface.

ii. When "Member of a Government Organization is set to Yes, the
user’s information will be verified by TxDOT and will be granted
access to the public or standard interface.

iii. “"Member of a Government Organization” is intended for individuals
associated with an agency of the United States, this State, or a
local government of this state that has use for the information for
accident prevention purposes.

Select Continue
New CRIS users will receive the Enter CRIS Security Information screen.
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.fd%. CHI.S REGISTER o

CRIS Registration

Enkor passwornd ared securnby questson ivfcermation to complete your CRIS registration

Passwond Information

¥ Paritowrd] s Ginien i e m O W Charscier ani mund inchedn B0 LB i Chacti 4 iowss Cine Chifached & mambe. i 5 iyl

L e T Y Y

Security Question information

B Meod beig? Call BA4-CRIE-HLP or Clck Pupre tn kind e svradi

Note: If the user is an existing user they will receive 'Validation Error’ notification
stating "The following errors must be corrected in order to continue: There is
already a user account registered for Data Extract Requests with this email
address”

= |

© Validation Error X

The following errors must be corrected in order to continue:;

= There is already a user account registered for Data Extract
Requests with this email address
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9. Create and enter a secure password. The password convention is as follows:

10.

11.

12.
13.
14.

15.

a. Must contain at least 16 characters.

Must contain at least one lowercase character.

Must contain at least one uppercase character.

Must contain at least one number.

Must contain at least one special character.

Must rank as secure or better.

Cannot contain whitespace.

Cannot contain Non-Printable Characters such as tab or Carriage Return
Cannot contain 3 or more repeating numbers or characters.

Cannot contain sequential numbers or characters.

Note: As the password is being created each requirement will display
below and be checked off as the requirement is met. The requirements not
yet met will display an x in front of them until the requirement is met.
Re-enter the secure password in the Password Confirmation field.

Note: Both password instances must match exactly

Select three security questions from dropdown options and provide answers.
Note:

1. The answer to each question must be a minimum of two characters each.

2. The answers to the security questions are case sensitive.

3. In the event the user forgets their password and needs to create a new
password with the 'Forgotten or Expired Password’ link, one of the three
guestions will be provided for verification.

Select Continue

Receive the CRIS User Registration Completed screen.

If user wants the option to receive extracts via SFTP delivery method, they will
select the Optionally Generate SFTP Public Key button.

st CR.IS. TR
y 2 © nex

ST T ano

@ Registration Completed

Your CRIS User Profle has been created successfully

what happens next?

ptor will review yOur regstration information and notify you via emall when you &

i you have arwy Questions or need assistance with the T«DOT Crash Extract Data. please 0ontact the help desk at (B44) CRIS-MLP

@ Dy Sefautt, Extracts will be defvered 5o the emad address you provided. Mowever. #f you'd e 10 recerve extracts over S5 TP, you can generate an 51 TP Pubiic Koy below

which can e used In configuring your SFTP Server 5o receive Extracts

Optionaty Generate SFTP Pubic Key

If the user meets the criteria to receive Standard Interface access, they will
receive a ‘Request for access to the Standard Interface Data’ email from TxDOT
with a CRIS Automated Interface Confidentiality Agreement attached. This
agreement will need to be signed and returned to TRE. CRASH@txdot.gov. Once
the form is received and reviewed by TxDOT, the user will receive access to the
Standard Interface.

Note: If a user who requests access to the Standard Interface does not return the

Confidentiality Agreement within 10 days of receiving the agreement, their
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Interface access request will be denied. The user will be required to complete the
self-registration process again if share access is needed.

5.2. Accessing Standard Interface
There are two options in which a user can access the standard interface to begin
creating requests:

1. Option 1: User receives an email notification when they register, provide their
organization information, and the TxDOT Interface Authorization Manager grants
Standard Interface access. The email notification contains the data below (User
can continuously use link from email)

=t C.R.I.S. By TXDOT

l mee_ (Crash Records Information System

Access to TxDOT Crash Interface Data has been granted

You have bean granied access lo request TxDOT Standard Crash Interface Data. You may
use your assigned 1D, CrisTesting9753+Standard2 @amail.com, and your passwoard (o |ogin
and create an Exract Request.

if needed, download the 7-Zip sofiware which will allow access to data files you receive.

If you have any questions or need assistance with the TxDOT Crash Interface Data, please
contact the Help Desk at supporti@criship.com or (844) CRIS-HLP.

Copyright Texas Department of Transportation, Al Rights Resensed 2025

Select the login and create an Extract Request link.

2. Option 2: Enter Username and Password
Note: Username is the email address that was entered during the registration
process unless the user is an existing CRIS/CRASH user and enters the same
email during registration as was entered for their CRIS/CRASH account. In this
case, the username will be included in the 'Access to TxDOT Crash Interface Data
has been granted’ email notification.
a. Select Login
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TxDOT Login

Please enter your username and password to continue

¥ Mood assistance? Chat with a support technician! The help desk can also be reached at (B44) CRIS-HLP.

5.3. Extract File Delivery Methods
There are three different extract delivery options for Standard Extract users. To change
delivery methods, log into user’s extract account, click on the user’'s name at the top of

B Stanley Standard = @ Help ~

el My Exteao] Reguiriis J/ Hy Exiract Reguests Dekewery Dpticns
Manage My Account
My Extract Requests Logout
Click on an Extract Request row to enable Edit and Delete buttons, or use the Add button for a new Extract
Request
My Extract Requests Agd

the page, and select Delivery Options.

1. Download
This is the extract delivery method default. Unless a user changes the delivery
method within their extract account, any data files for extract requests that are
submitted will be received via the email account that the user entered during

registration.
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Configure Delivery Options 4

Default Extract Delivery Method *
DOWMLDAD X w

» Show SFTP Configuration...

? Show AWS Configuration...

m Cancel

2. SFTP
For a user to receive the extract via SFTP delivery method, the following
information is required to be entered/selected:

a. Host

b. Port

c. User Name

d. Root Directory
e. Public Key

Note: This is the Public Key that was generated when the Optionally
Generate SFTP Public Key button was selected at the end of the registration
process.

f. Select the Test Connection Key
Note: User should receive a notification that the Test Connection was
successful

g. Select Save

Configure Defivery Options

Dt Etract; Dasbopry Mathad

SETP
% Hide SFTP Configusraton

Secure FTP Connecton

Hawl Pt
U Kama Ract Derectory =
Pushic Ky *

a1 i

¥ Show AWS Configuration
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3. AWS
For a user to receive the extract via AWS delivery method, the following

information is required to be entered/selected:

a. Access Key

Secret Key

Bucket Name

Region Code

Key Name Prefix
Test AWS Connection

S0 ao0o

Note: User should receive a notification that the Test Connection was

successful
g. Select Save

Configure Delivery Options

Oefauit Extract Delvery Method

AWS Connection

Access Kay Secret Cey

Ky Narma Profs *

Buctet Narme © Region Code *

The following steps are intended to guide users in completing a standard interface

5.4. Create Interface Request
request.
1. Receive the TxDOT Login screen.

2.
3.
4

Enter username and password.

Select I'm not a robot reCAPTCHA and follow verification steps.

Select Login
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TxDOT Login

Please anter your usernama and password to continue

] e e e

0 Neod susivtance? Chat with & sopport techaiciand The Relp deak can slso B roscksed ot [B44) CRIS-HLP.

5. Receive the CRIS Security Question screen.
6. Enter the answer to the security question that was selected during registration.

7. Select Continue
At C.R.LS. By TxDOT
l_,..""_ Crash Becords Information Systar

CRIS Security Question

Please answer the following question in order to gain access to CRIS.

Security Question
What is tha last nama of wour favarita high schood teachar?

Anpwir

Hint
Uil

8. Receive the My Extract Requests screen.
Note: For Standard users, the option to add SFTP and AWS delivery method

information and to change between delivery methods is available in the top right

of each of the user’s C.R.I.S. SHARE screens (see section 6.1).
f C.R.I.S. D Starderd Extract = @ Halp =

My Extract Requests

Click an an Extract Reqguest row to enabile Edit and Delete buttons. of uss the A&dd Button for 8 s Extract Reusas

My Exlract Peguails L

9. Select Add
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— C.R.S. tandaed Evtract Haln =
= B Standsd Extiact [+

My Extract Requests

Gk on an Extract Reguest row (o enable Edit and Delete Buttona. or use the Add button for a reew Extract Beguest

By Estract Bagasl

10. Receive the Select Extract Type screen.

"_'._ e B Sarded Dxtract > I Help =

i T St

Select Extract Type

Extract Type determines which data set is returned in your Extract. Fiedds denoted with * are requined

Extract Duscripton
Estract Frim

Eatract Format -

e TR Cyash Bt POF Sles o Evirmot

11.User must enter an Extract Description
Note: The Extract Description field is used to distinguish between each extract
request.
12. User must select the Extract Type that they want to receive the data files for:
a. Standard
b. Public
13. User must select the format that they want to receive the extract file(s) in:
a. COMMA-SEPARATED VALUES (CSV)
b. XML
14. The ‘Include CR-3 Crash Report PDF files in Extract’ checkbox must be checked if
user wants to receive crash report images for crashes that are included in the
extract files. Leave the box unchecked if crash report images are not needed.
15. Select Next
16. Receive the CRIS Extract Request Location screen.

Purchase User Guide| 30



ot C RS,
=

Extract Request Location

Crash Aeports from the select

Include Crash Reports From

e location will be inchuded in the Extract Faedds denoted with * ane requirs,

17.User must select one of the radio buttons to specify the location criteria of crash

data to be included:
a. Include Crash Reports From All of Texas

b. Include Crash Reports From Specific Counties

i. Select one county or multiple counties by clicking on each county
name individually in the values drop-down list. When a county
name is selected the value will be added to the county list.

Note: The list of counties will not be made available until after the
Specific Counties radio button is selected.
Include Crash Reports From Specific Cities

i. Select one city or multiple cities by clicking on each city name
individually in the values drop-down list. When a city name is
selected the value will be added to the city list.

Note: The list of cities will not be made available until after the
Specific Cities radio button is selected.
Include Crash Reports From Specific Agencies

i. Select one agency or multiple agencies by clicking on each agency
name individually in the values drop-down list. When an agency
name is selected the value will be added to the agency list.

Note 1: The list of agencies will not be made available until after
the Specific Agencies radio button is selected.
Note 2: In the agency values list there are MPOs and Regional
Mobility Authorities listed. Do not select these values as criteria for
crash data. The results returned, if any, are not guaranteed to be
accurate. If a user would like to base their criteria for crash data
based on MPO, the value should be selected from the Metropolitan
Planning Organization list.

Include Crash Reports From Specific Metropolitan Planning Organizations

i. Select one Metropolitan Planning Organization or multiple
Metropolitan Planning Organizations by clicking on each value
individually in the drop-down list. When a Metropolitan Planning
Organization name is selected the value will be added to the
Metropolitan Planning Organizations list.
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Note: The list of Metropolitan Planning Organizations will not be
made available until after the Specific Metropolitan Planning
Organizations radio button is selected.

18. Select Next

19. Receive the CRIS Extract Request Date screen.

st C.R.S. T —
= © StandwdBxract~ @ Hek

= o e Gt Bampa]

Extract Request Date

Crash Reporis within the selected date range will be inchuded in the Exiract Fields dencted with * an requined

Includae Crash Reports From:
D A ipesd b il il

Coii B il
[ ]

Gt Ead Cupt *
[ ]

W W Haip? Call - CRES-HLEP or

20. User must select one of the radio buttons to specify the date criteria of crash
reports to be included.
a. Include Crash Reports From a specific Crash Date range.
i. Crash Begin Date
ii. Crash End Date
Note:

1. Begin and End Dates cannot be future dates.

2. User can request for crash dates which include crash year
2014 to current.

3. End Date must be within one year of Begin Date

4. The records retention schedule approved by the Texas State
Library and Archives Commission for crash data and reports
is the current calendar year plus the ten previous calendar
years.

b. Include Crash Reports From a specific Process Date range:
i. Process Begin Date
ii. Process End Date
Note:

1. Begin and End Dates can be previous, current, or future
process dates.

2. Processed date means the date in which the crash data has
been processed through the system. This includes the date
the data was first received and any time the data was
modified by TxDOT through a reprocessing task or
correction effort.
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c. Include Crash Reports From a specific Crash Date range and Process Date
range:

i. Crash Date Range
Note:
1. Crash Begin Date and Crash End Date cannot be future
dates.
2. End Date for Crash Date must be within one year of Begin
Date
3. The records retention schedule approved by the Texas State
Library and Archives Commission for crash data and reports
is the current calendar year plus the ten previous calendar
years.
ii. Process Date Range
Note:
1. Begin and End Process Dates cannot be future dates.

21. Select Next

22.Select Previous to return to the Location Section

23. Receive Extract Password screen.
Note 1: The password entered by the user will be used to access the data files
for the specific extract request in progress.
Note 2: The user can either choose to enter the same password that was used
during registration, or a different password can be used.

7=

st C.R.LS. B Standaed Extract B Haip -

Extract Password

Paritiwond youl w

Extrmct, Parwiword Extract Panword Cordermatson

O hie Extract Requedt il whon downiosded

cordsn & s of 18 chenciers snd must nchsde sn uppes cose charscier, o lowss cass charscisr, & raamber, snd & vymbeol

24. Enter a secure Extract Password in the Extract Password field. The password
convention is as follows:

Q

e (= N N B = W o Wl o 5

Must contain at least 16 characters.

Must contain at least one lowercase character.

Must contain at least one uppercase character.

Must contain at least one number.

Must contain at least one special character.

Must rank as secure or better.

Cannot contain whitespace.

Cannot contain Non-Printable Characters such as tab or Carriage Return
Cannot contain 3 or more repeating numbers of characters.

Cannot contain sequential numbers or characters.
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Note: As the password is being created each requirement will display
below and be checked off as the requirement is met. The requirements not
yet met will display an x in front of them until the requirement is met.
25. Re-enter the secure password in the Extract Password Confirmation field.
Note: Both password instances must match exactly
26. Select Next
27.1f SFTP and/or AWS delivery methods have been set up, the user will receive the
Extract Delivery page. The Extract Delivery Method can be changed by selecting
the value from the Extract Delivery Method field drop-down.
Note: Only the delivery methods that have been set up with valid information
will be available for selection in the drop-down.

,‘d C.R.I1S. B Siandard Extract = i Helg =

Extract Delivery

Gt o your axtract will be deliversd 1o you. Flelds denotsd with * e neguined

Entract Dalvary ettod

L A

W viasd iiap T Col B4 -CRS - MLP o Clan nada andd ST

28. Select Next
29. Receive Extract Request Summary screen.
F:’ C.R.LS. © Standard Extract= @ Help *

Extract Request Summary

Plpase review and then press Submit to compiete youwr Extract Reguest

Extriect Summary

Bt Derarrodezand

@ Fised alpT Call BA4-CRIS:- HLP or

30. Review and ensure the Location and Date criteria selected are displayed.
a. Select Previous to return to the Date Section to update, or
b. Select Previous again to update the Location Section, or
c. Select Submit Extract Request to continue to the interface request.

31.Receive Interface Request Successful screen.
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!d_' C‘R.'I‘E‘ - B Standard Extract = @ Help =

v b et ]

@ Extract Request Successful

You will o notified via smadl when your Extract is resdy to be downioaded

Meaha ML Sy Pedpaire 29 Parrs b3 S8 Tha Exlract iegueil

m TR My e

32.User has the option to create another request, return to their extract requests
queue or end the session.
a. Select Create New Extract Request and follow previous steps to create
another interface request.
b. Select Return to My Extract Requests to review a list of user’s existing
extract requests.
(See section 6 for more information on the My Extract Requests page.)
c. Select Logout to end the session.
Note: The Logout option is in the drop-down under the user’s name at the
top right-hand side of the screen.

5.5. Download Extracts
The extract file will be provided in a CSV or XML format and will be delivered via SFTP,
Email or AWS. The request will take approximately 24 hours before the extract is ready.

5.5.1 Email Delivery
1. User receives an email notification when the extract is ready, which contains
the data below:

=t C.R.IS. By TXxDOT

T

Dacanrde oy sk
Lo Crash Records Information System

Crash Report Available

This ikxtract you fiduasied B availabie iof downlosd wnlil 2025-08-09 14:47: 24 TER, U thd

password you antared when creating the extract reguest 1o decrypl tha file

Your extract paramelers are.
Description: 24536
Extract Type: STANDARD
Output Format:  C5V
Location: All of Texas
Date Range: Crash Date between 01/01/3023 and 043002023

If you hanve any quastions of nedd assistanos with the TDOT Crash Interfacs Daka, ploasa
contact the Help Desk at supporii@criship com or (844) CRIS-HLP.

Capyight Texas Depariment of Transporiation, ANl Rights Resened 2025
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Select the available for download link provided within the email.
Select My Agency is not shown above, or I only want to download
Interface Requests

Enter username and password.

Select I'm not a robot reCAPTCHA and follow verification steps.

Select Login

Receive the Download Extract screen.

sk C.RIS.
= .

B Standard Extract = 8 Help ~

Download Extract

Your Extract Request has been compheted and is avalable for download

Select Download to download extract files.

a. Receive the WinZip screen.

Note: If the user opted to receive CR-3 Crash Report pdf files when creating
the extract request, the crash report images for each crash included in the
extract files will be in a folder labelled ‘crashReports’.

e @ e oo e e e e e

b. User can extract the files.
i. In WinZip, select ‘Unzip To,’ select a location to place the data files
and then select Unzip.
ii. User will receive the ‘Decrypt’ window. and will be required to enter
a password to access the files.
Note: Enter the password that was created during the extract
request process.
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Decrypt *

A password is required to decrypt files

Enter password:

iii. Enter password and select OK.
iv. The file(s) will be extracted.
Note:

1. If user receives an error for the file name being too long,
the user should shorten the file name. This error occurs due
to Windows limitations.

2. If user receives an error that they are unable to open their
zipped files a possible cause is that the correct extraction
software is not being used. Try installing the following
extraction software:

a. 7-zip (Recommended)
b. Zipeg
c. iZip
c. Close out of WinZip
d. The WinZip screen will close and return to the Download Extract screen.

5.5.2 SFTP Delivery
1. User receives data files via SFTP delivery.
2. Unzip files using WinZip.
Note: If the user opted to receive CR-3 Crash Report pdf files when creating
the extract request, the crash report images for each crash included in the
extract files will be in a folder labelled ‘crashReports’.
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a. User can extract the files.
i. In WinZip, select ‘Unzip To,’ select a location to place the data files
and then select Unzip.
ii. User will receive the ‘Decrypt’ window. and will be required to enter
a password to access the files.
Note: Enter the password that was created during the extract
request process.

Decrypt *

A password is required to decrypt files
Enter password:

o
| .H-“

OK

iii. Enter password and select OK.
iv. The file(s) will be extracted.
Note:

1. If user receives an error for the file name being too long,
the user should shorten the file name. This error occurs due
to Windows limitations.

2. . If user receives an error that they are unable to open their
zipped files a possible cause is that the correct extraction
software is not being used. Try installing the following
extraction software:

a. 7-zip (Recommended)
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b. Zipeg
c. iZip
b. Close out of WinZip
c. The WinZip screen will close and return to the Download Extract screen.

5.5.3 AWS Delivery
1. User receives data files via AWS delivery.
2. Unzip files using WinZip.
Note: If the user opted to receive CR-3 Crash Report pdf files when creating
the extract request, the crash report images for each crash included in the
extract files will be in a folder labelled ‘crashReports’.

o e e e e @ e e e e

3. User can extract the files.
i. In WinZip, select ‘Unzip To,’ select a location to place the data files
and then select Unzip.
ii. User will receive the ‘Decrypt’ window. and will be required to enter
a password to access the files.
Note: Enter the password that was created during the extract
request process.

Decrypt Py

A password is required to decrypt files

Enter password:

—
Y
| el

OK
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iii. Enter password and select OK.
iv. The file(s) will be extracted.
Note:

3. If user receives an error for the file name being too long,
the user should shorten the file name. This error occurs due
to Windows limitations.

4. . If user receives an error that they are unable to open their
zipped files a possible cause is that the correct extraction
software is not being used. Try installing the following
extraction software:

a. 7-zip (Recommended)
b. Zipeg
c. iZip
4. Close out of WinZip
5. The WinZip screen will close and return to the Download Extract screen.

6.My Extract Requests Screen Options

The following section is intended to explain the functionality of each of the options
located at the top of the user’s My Extract Requests page.

Delivery Dptions

Mansge My Acoount

My Extract Requests

Click on an Extract Request row to enable Edit and Delete buttons, or use the Add button for a new Extract Ruyuwea.

LGt

My Extract Requests Add

6.1. Delivery Options
Three different delivery options are available to Standard users:

1. Download (Email)

2. SFTP

3. AWS

To change or set up extract files delivery methods:

1. Click on the user's nhame at the top right of each Extract screen. and then select
Delivery Options. To receive extracts using SFTP or AWS delivery methods,
connection information will be required for setup.
or

2. If AWS and/or SFTP connection information is entered under Delivery Options,
the user will receive the Extract Delivery page following the Extract Password
page while creating an extract request. The Extract Delivery Method can be
changed by selecting the value from the Extract Delivery Method field drop-down.
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Extract Delivery
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6.2. Manage My Account

The Manage My Account option is available at the top right of each Extract screen. To
make changes to Password or Security Questions/Answers, click on the user’s name and
then select Manage My Account.

6.3. Add

This option allows users to create new extract requests.

6.4. Edit
This option allows users to modify their existing extract requests.
Note: Only extracts in CREATED state can be modified.

6.5. Delete

Any extract can be deleted by the user. Once deleted, the user will not receive any further
data files for the deleted request.

6.6. Download

Data files for extracts received via Email delivery method can be downloaded by
highlighting the extract request and then selecting the Download link.

For recurring requests by Process Date(s), when the download link is selected the available
data files for the request will be provided for the user to select which daily set of files they
would like to download

7.Reset Password

The following steps are for users who forget or want to reset their password for interface
access. The user has three attempts to log in. If they incorrectly key in the username or
password more than three times, they must reset their password via the ‘Forgotten or
Expired Password?’ link.

7.1. Reset
1. Select the Forgotten or Expired Password link from the CRIS TxDOT Login
screen.
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TxDOT Login

Please enter your username and password to continue

LSS
Fassword
"
s |
|._.| T Pl i PR
m-'--:. E i Password  Creabs A
i Nesd assistanceT Chaf with a support Sechnician! The hislp desk can alto be eachad o (Bdd] CRIS-HLP.

2. Receive the Reset CRIS Password screen.

Reset CRIS Password

Enter the following information in order to reset your CRIS password

Erruadl Ascinida

which tasks do you perform in the CRIS Application Suite?
| e GRS bo create, margos or snsbyis Crach Aeposts

Q | i CRIS only 15 doeniosd Crash Beport dits exirscis

@ Meed Help? Cal Bdd -CRIS-HLP or Chat wilh 8 aupport technkcan

Enter Email Address

4. Select I use CRIS only to download Crash Report data extracts from the
Which tasks do you perform in the CRIS Application Suite? options

5. Select Continue

6. Receive the Reset CRIS Password screen.

w
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10.

st CRIS. Fi

Reset CRIS Password
Kngwer the following security guestion to reset your CRES password
Security Question Information

Saoariy Duestion

‘what iy Eret st nama of yoer Favorite high schaosd Beachers?

A

Hirt

[

@ Hesd HepT Cail Bdd - CRIS-HUP o CRat weth a support lecfmiciin

@ Halp -

Enter answer for the security question.
Note: User has three attempts before they must start over
Select Continue

Receive the Password Reset Email Sent message. The message states the link will

only be valid for 30 minutes.

Note: If user does not access within 30 minutes, user must start with Reset Step 1.

ot CR1S. RECH

@ Password Reset Email Sent

An Ernail ks been sent bo you containing a Bnk to reset your password.

ROTE: T link will ondy ba valid for 50 minfes.

@ Hoip =

User receives email notification which contains data below.

=t C.R.1.S. By TXDOT

’;:--—-1,'" Crash Records Information Systemn

You recently requested that your password for the CRIS application be reset
Please click on the following link to change your password

Change password

MNole: This ink will expire in 30 minules.

If you did not request that your password be reset, please email the Help Desk or call (844)
CRIS-HLP.

Copyright Texas Department of Transportation, All Rights Reserved 2025

11. Select the Change Password link within the email to reset the password.
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12. Receive the Create CRIS Password screen.
st C.RIS. REGISTE i~

Create CRIS Password

Enter now padsword to compiate tha CRIS pasawond resel process
Create HNew Passwaord

Paigweced Paiawond Conlrreation *

R Enter Password 10 Setermics if it maets the security mquirements.

D Meed HelpT Call BAA-CRES-HLP o Cral with i Support Beshrdiarn

13. Create and enter a secure password. The password convention is as follows:
a. Must contain at least 16 characters.

Must contain at least one lowercase character.
Must contain at least one uppercase character.
Must contain at least one number.
Must contain at least one special character.
Must rank as secure or better.
Cannot contain whitespace.
Cannot contain Non-Printable Characters such as tab or Carriage Return.
Cannot contain 3 or more repeating numbers or characters.
Cannot contain sequential numbers or characters.
Note: As the password is being created each requirement will display below
and be checked off as the requirement is met. The requirements not yet met
will display an x in front of them until the requirement is met.
14. Re-enter the secure password in the Password Confirmation field.

Note: Both password instances must match exactly
15. Select Continue
16. Receive the CRIS Password Reset Successful screen.

=" C.R.IS. By TxDOT

Crash Records Information Systermn

= (= N N B = R o Wl o 5

st
of Traneportstion

® CRIS Password Changed

Your password has been successfully changed.

Return to Login Page
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17.Select Return to Login Page

18. User is returned to the CRIS TxDOT Login screen.

19. Enter username and password.

20. Select I'm not a robot reCAPTCHA and follow verification steps.
21. Select Login

8.Notification of Failed Extract Delivery

The following steps are intended to guide users who want to request to receive an email
notification in the case of a failed extract delivery.

8.1. Request to Receive Notification of Failed Extract Delivery
1. User will contact the Help Desk at 844-CRISHLP (844-274-7457)
or support@crishlp.com.and request to receive Notifications of Failed Extract Delivery.
a. User will need to provide the Help Desk with:
i. The username and email address provided during registration.
ii. The email address(es) that the notification is to be sent to
b. If an extract delivery fails, the user will receive an email notification:

From: trf_cristechsupport@txdot.gov

Subject: Extract File Ready Notification
StandardUser1234@gmail.com
Ned, Sept 10, 2022 at 4:00 AM

The crash data you requested on 2022-09-09 in extract request 1708 failed to be transmitted due to the
following error

<Reason For Failed Delivery=

If you have any guestions or need assistance with the TxDOT Crash Interface Data, please contact the

Help Desk at support@crishlp.com or (844) CRIS-HLP.

9.TxDOT Interface Authorization Manager
The following steps are intended to guide the TxDOT Interface Authorization Manager
(IAM) in validating whether user will receive the standard or public interface or if access
should be denied.

9.1. Grant Automated Interface Access — Public
1. TxDOT Interface AM will receive an email notification when a user registers and
selects Yes for ‘Member of a Government Organization.’
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From: TRF_CRASH@txdot.gov [mailto: TRF_CRASH@xdot.qov]
Sent: Wednesday, August 22, 2018 3:05 PM

To: TXDOT Interface Authorization Manager

Subject: A user has requested access to Standard Interface Data

<Last Name, First Name> has requested access to the Standard Interface Data. The following information is available
to help you confirm that this user is authorized to receive data from the standard interface

<Last Name, First Name, Email address, phone number, agency>

If this is a valid user that is allowed to receive the standard interface, please log in to Configure and grant the user the
appropriate access in accordance with TxDOT policies.

If the user is not authorized to receive the standard interface, please grant them access to the public interface only.

If vou have any questions or need assistance with the TXDOT Crash Interface Data, please contact the Help Desk at
support@crishlp com or (844) CRIS-HLP

2. If the organization provided for user is not an agency of the United States, this state,
or a local government of this state, the TxDOT Interface AM will provide public
interface only.

Log into Configure

Under System Administration, select Extract Management

Select Approve New Users

Within the Approve New Users panel, select the user to highlight.

Select Grant Public Access

Receive the Confirm Selection window.

®NOU AW

©® Confirm Selection X

Grant Public Extract to selected users?

Yes No

9. Select Yes
10. User information is removed from the Approve New Users panel.

9.2, Grant Automated Interface Access - Standard
1. TxDOT Interface AM will receive an email notification when a user registers and
selects Yes for ‘Member of a Government Organization.’
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From: TRF_CRASH@txdot.gov [mailto: TRF_CRASH@xdot.qov]
Sent: Wednesday, August 22, 2018 3:05 PM

To: TXDOT Interface Authorization Manager

Subject: A user has requested access to Standard Interface Data

<Last Name, First Name> has requested access to the Standard Interface Data. The following information is available
to help you confirm that this user is authorized to receive data from the standard interface:

<Last Name, First Name, Email address, phone number, agency>

If this is a valid user that is allowed to receive the standard interface, please log in to Configure and grant the user the
appropriate access in accordance with TxDOT policies.

If the user is not authorized to receive the standard interface, please grant them access to the public interface only.

If vou have any questions or need assistance with the TxDOT Crash Interface Data, please contact the Help Desk at
support@crishlp com or (844) CRIS-HLP

N

Complete and forward the attached Confidentiality Letter to TRF_ CRASH@txdot.gov
Once the TxDOT Interface AM receives the completed Confidentiality Letter, they will
provide access to the user.

Log into Configure

Under System Administration, select Extract Management

Select Approve New Users

Within the Approve New Users panel, select the user to highlight.

Select Grant Standard Access

Receive the Confirm Selection window.

© Confirm Selection X

w

© PN U A

Grant Standard Extract to selected users?

Yes No

10. Select Yes to grant Standard Interface access.
11. User information is removed from the Approve New Users panel.

9.3. Deny Access
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1. TxDOT Interface AM will receive an email notification when a user registers and
selects Yes for ‘Member of a Government Organization.’

From: TRF_CRASH@txdot.qov [mailto: TRF_CRASHSxdot.qov]
Sent: Wednesday, August 22, 2018 3:05 PM

To: TXDOT Interface Authorization Manager

Subject: A user has requested access to Standard Interface Data

<Last Name, First Name> has requested access to the Standard Interface Data. The following information is available
to help you confirm that this user is authorized to receive data from the standard interface

<Last Name, First Name, Email address, phone number, agency>

If this is a valid user that is allowed to receive the standard interface, please log in to Configure and grant the user the
appropriate access in accordance with TxDOT policies

If the user is not authorized to receive the standard interface, please grant them access to the public interface only.

If vou have any questions or need assistance with the TXDOT Crash Interface Data, please contact the Help Desk at
support@crishlp com or (844) CRIS-HLP

If the user is already registered, the user access must be denied.
Log into Configure

Select Extract User Management

Within the Approve New Users panel, select the user to highlight.
Select Deny Access

Receive the Confirm Selection window.

NowuhwnN

©® Confirm Selection X

Deny Extract Access for selected users?

Yes No

8. Select Yes to deny interface access.
9. User information is removed from the Extract Users list.
10. User will receive an email that contains the data below:

From: <IRF_CRASH(@@txdot.gov>

Date: August 31, 2018 at 2:14:59 PM CDT

Te: <User=

Subject: (UAT) Interface Access Denied/Revoked Notification
Reply-To: <TRF_CRISTechSupport@txdot.gov>

Your request to access the TxDOT Crash Interface Data has been denied/revoked for one of the following reasons:

* You already have access to TXDOT Crash Interface Data.
+ You registered with an email domain not associated with your organization.
+ You did not return the Confidentiality Agreement within the requested timeframe.

If you have any questions or need assistance with the TxDOT Crash Interface Data, please contact the CRASH Help Desk at:
support(@crishlp.com or 844-CRIS-HLP.

Note: Deletion of a user’s account is an overnight process. Once a user’s access has
been denied or revoked, the system will not allow them to re-register until the
following day.
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9.4, Revoke Access

1.

9.

XN A WD

Once access has been granted, the TxDOT Interface AM can revoke access if
necessary.

Log into Configure

Select Extract User Management

Select Manage Extract Users tab.

Within the Manage Extract Users panel, select the user to highlight.

Select Revoke Access

Receive the Revoke Access window.

Select Yes

©® Revoke Access x

Revoke Extract Access for selected users?

User information is removed from the Extract Users list.

10. User will receive an email that contains the data below:

From: <TRF_CRASH@txdot.gov>

Date: August 31, 2018 at 2:14:59 PM CDT

Teo: <User>

Subject: (UAT) Interface Access Denied/Revoked Notification
Reply-To: <TRF_CRISTechSupport@txdot.gov=>

Your request to access the TxDOT Crash Interface Data has been denied/revoked for one of the following reasons:

+ You already have access to TXDOT Crash Interface Data.
* You registered with an email domain not associated with your organization.
* You did not return the Confidentiality Agreement within the requested timeframe.

If you have any questions or need assistance with the TXDOT Crash Interface Data, please contact the CRASH Help Desk at:
support@crishlp.com or 844-CRIS-HLP.

Note: Deletion of a user’s account is an overnight process. Once a user’s access has
been denied or revoked, the system will not allow them to re-register until the
following day.

9.5. Processing Automated Interface User Requests to Receive

w

Notifications of Failed Extract Deliveries

TxDOT Interface Authorization Manager will receive an email from an existing extract
user requesting to receive notifications of failed extract deliveries.

Log into Configure, select the Extract Management option located in the System
Administration section of the Configure Welcome page.

On the Extract Management page, select Manage Extract Users.

In the Manage Extract Users queue, highlight the name of the user that is requesting
to receive notifications, select More Actions, and then select the Edit Error
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Notification Email Address option from the More Actions drop-down at the top of
the queue.

- C.RIS. CONFIGURE O Lanakovar= @ Help =
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Manage Extract Users

Manage Users who download data extracts n the Share Application.
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5. Enter email address(es) of users who will be receiving the notification and select OK.

Edit Error Notification Emall Address
Error Mokiheation Erail Address *

* A emad will be secd [ e addreusss n e ovend Bad a0 Eviract Aegues! {sia. Multipie sddresson can be

enbared Lanarsted by commas

B
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